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This preface introduces the Cortex-A8 Technical Reference Manual (TRM). It contains
the following sections:

. About this manual on page xxviii
. Feedback on page Xxxiv.
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Preface

About this manual

This is the technical reference manual for the Cortex-A8 processor. In this manual the
generic term processor means the Cortex-A8 processor.

Product revision status

The rnpn identifier indicates the revision status of the product described in this manual,

where:
rn Identifies the major revision of the product.
pn Identifies the minor revision or modification status of the product.

Intended audience

This document is written for hardware and software engineers who want to design or
develop products based on the Cortex-A8 processor.

Using this manual
This manual is organized into the following chapters:

Chapter 1 Introduction
Read this for an introduction to the processor and descriptions of the
major functional blocks.

Chapter 2 Programmers Model
Read this for a description of the processor registers and programming
details.

Chapter 3 System Control Coprocessor
Read this for a description of the system control coprocessor CP15
registers and programming information.

Chapter 4 Unaligned Data and Mixed-endian Data Support

Read this for a description of the processor support for unaligned and
mixed-endian data accesses. It also describes Advanced Single
Instruction Multiple Data (SIMD) data access and alignment.

Chapter 5 Program Flow Prediction

Read this for a description of branch prediction, including guidelines for
optimal performance, and how to enable program flow prediction.
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Chapter 6 Memory Management Unit
Read this for a description of the Memory Management Unit (MMU) and
the address translation process, including a list of CP15 registers that
control the MMU.

Chapter 7 Level 1 Memory System
Read this for a description of the Level 1 memory system that consists of
separate instruction and data caches.

Chapter 8 Level 2 Memory System
Read this for a description of the Level 2 memory system, including the
L2 PreLoad Engine (PLE).

Chapter 9 External Memory Interface
Read this for a description of the external memory interface including
AXI control signals in the processor.

Chapter 10 Clock, Reset, and Power Control
Read this for a description of the clocking modes and the reset signals.
This chapter also describes the power control facilities that include the
different clock gating levels to control power and skew.

Chapter 11 Design for Test
Read this for a description of the Design For Test (DFT) features of the
processor.

Chapter 12 Debug
Read this for a description of the debug support.

Chapter 13 NEON and VFP Programmers Model
Read this for an overview of the NEON and Vector Floating-Point (VFP)
coprocessor and a description of the NEON and VFP registers and
programming details.

Chapter 14 Embedded Trace Macrocell
Read this for an overview of the Embedded Trace Macrocell (ETM).

Chapter 15 Cross Trigger Interface
Read this for a description of the Cross Trigger Interface (CTI).

Chapter 16 Instruction Cycle Timing

Read this for a description of the instruction cycle timing and for details
of the interlocks.
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Chapter 17 AC Characteristics
Read this for a description of the timing parameters applicable to the
processor.

Appendix A Signal Descriptions

Read this for a summary of the processor signals.

Appendix B Instruction Mnemonics

Read this for a list of the Unified Assembler Language (UAL) equivalents
of the legacy Advanced SIMD data-processing and VFP data-processing
assembly language mnemonics used in this manual.

Appendix C Revisions

Read this for a list of the technical changes between released issues of
this book.

Glossary Read the Glossary for definitions of terms used in this manual.

Conventions

Conventions that this manual can use are described in:
. Typographical

. Timing diagrams on page Xxxi

. Signals on page xxxi

Typographical

The typographical conventions are:

italic Highlights important notes, introduces special terminology,
denotes internal cross-references, and citations.

bold Highlights interface elements, such as menu names. Denotes
signal names. Also used for terms in descriptive lists, where
appropriate.

monospace Denotes text that you can enter at the keyboard, such as

commands, file and program names, and source code.

monospace Denotes a permitted abbreviation for a command or option. You
can enter the underlined text instead of the full command or option
name.
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monospace italic ~ Denotes arguments to monospace text where the argument is to be
replaced by a specific value.

monospace bold Denotes language keywords when used outside example code.

< and > Angle brackets enclose replaceable terms for assembler syntax
where they appear in code or code fragments. They appear in
normal font in running text. For example:

o MRC p15, @ <Rd>, <CRn>, <CRm>, <Opcode_2>
. The Opcode_2 value selects which register is accessed.

Timing diagrams

The figure named Key to timing diagram conventions explains the components used in
timing diagrams. Variations, when they occur, have clear labels. You must not assume
any timing information that is not explicit in the diagrams.

Shaded bus and signal areas are undefined, so the bus or signal can assume any value
within the shaded area at that time. The actual level is unimportant and does not affect
normal operation.

Clock
HIGH to LOW

Transient

HIGH/LOW to HIGH

Bus stable

Bus to high impedance

Bus change

T

High impedance to stable bus
Key to timing diagram conventions

Signals
The signal conventions are:

Signal level The level of an asserted signal depends on whether the signal is
active-HIGH or active-LOW. Asserted means HIGH for
active-HIGH signals and LOW for active-LOW signals.

Lower-case n Denotes an active-LOW signal
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Additional reading

Prefix A Denotes Advanced eXtensible Interface (AXI) global and address
channel signals.

Prefix AR Denotes AXI read address channel signals.

Prefix AW Denotes AXI write address channel signals.

Prefix B Denotes AXI write response channel signals.

Prefix C Denotes AXI low-power interface signals.

Prefix H Denotes Advanced High-performance Bus (AHB) signals.

Prefix n Denotes active-LOW signals except in the case of AXI, AHB, or
Advanced Peripheral Bus (APB) reset signals.

Prefix P Denotes APB signals.

Prefix R Denotes AXI read channel signals.

Prefix W Denotes AXI write channel signals.

Suffix n Denotes AXI, AHB, and APB reset signals.

This section lists publications by ARM and by third parties.

See http://infocenter.arm.com for access to ARM documentation.

ARM publications

This manual contains information that is specific to the processor. See the following
documents for other relevant information:

. Embedded Trace Macrocell Architecture Specification (ARM THI 0014)

. AMBA® AHB Specification (ARM THI 0011)

. AMBA AXI Protocol Specification (ARM IHI 0022)

. AMBA 3 APB Protocol Specification (ARM IHI 0024)

. CoreSight™ Architecture Specification (ARM THI 0029)

. CoreSight Design Kit Technical Reference Manual (ARM DDI 0314)

. CoreSight Design Kit Implementation and Integration Manual (ARM DII 0092)
. CoreSight Technology System Design Guide (ARM DGI 0012)

XXXii
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. ARM?® Architecture Reference Manual, ARMv7-A and ARMv7-R edition
(ARM DDI 0406)

. RealView™ Compilation Tools Developer Guide (ARM DUI 0203)
. Cortex-A8 Release Notes (PRDC 007834).

Other publications
This section list relevant documents published by third parties:
. ANSV/IEEE Std 754-1985, IEEE Standard for Binary Floating-Point Arithmetic

. IEEE Std. 1500-2005, IEEE Standard Testability Method for Embedded
Core-based Integrated Circuits.
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Feedback

ARM welcomes feedback on this product and its documentation.

Feedback on the product

If you have any comments or suggestions about this product, contact your supplier

giving:

. The product name

. The product revision or version.

. An explanation with as much information as you can provide. Include symptoms
if appropriate.

Feedback on this manual

If you have any comments on this manual, send e-mail to errata@arm.com giving:

. the title

. the number

. the relevant page number(s) to which your comments apply
. a concise explanation of your comments.

ARM also welcomes general suggestions for additions and improvements.
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Chapter 1
Introduction

This chapter introduces the processor and its features. It contains the following sections:

. About the processor on page 1-2
. ARMv7-A architecture on page 1-3
. Components of the processor on page 1-4
. External interfaces of the processor on page 1-8
. Debug on page 1-9
. Power management on page 1-10
. Configurable options on page 1-11
. Product documentation and architecture on page 1-12
. Product revisions on page 1-14.
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1.1 About the processor

The Cortex-A8 processor is a high-performance, low-power, cached application
processor that provides full virtual memory capabilities. The features of the processor
include:

full implementation of the ARM architecture v7-A instruction set

configurable 64-bit or 128-bit high-speed Advanced Microprocessor Bus
Architecture (AMBA) with Advanced Extensible Interface (AXI) for main
memory interface supporting multiple outstanding transactions

a pipeline for executing ARM integer instructions
a NEON pipeline for executing Advanced SIMD and VFP instruction sets

dynamic branch prediction with branch target address cache, global history
buffer, and 8-entry return stack

Memory Management Unit (MMU) and separate instruction and data Translation
Look-aside Buffers (TLBs) of 32 entries each

Level 1 instruction and data caches of 16KB or 32KB configurable size

Level 2 cache of OKB, 128KB through 1MB configurable size

Level 2 cache with parity and Error Correction Code (ECC) configuration option
Embedded Trace Macrocell (ETM) support for non-invasive debug

static and dynamic power management including Intelligent Energy Management
(IEM)

ARMVv7 debug with watchpoint and breakpoint registers and a 32-bit Advanced
Peripheral Bus (APB) slave interface to a CoreSight debug system.

1-2

Copyright © 2006-2009 ARM Limited. All rights reserved. ARM DDI 0344J
Non-Confidential Unrestricted Access



Introduction

1.2 ARMv7-A architecture

The processor implements ARMv7-A that includes the following features:

ARM Thumb®-2 instruction set for overall code density comparable with Thumb
and performance comparable with ARM instructions.

Thumb Execution Environment (ThumbEE) to provide execution environment
acceleration.

Security Extensions architecture for enhanced security features that facilitate the
development of secure applications.

Advanced SIMD architecture extension to accelerate the performance of
multimedia applications such as 3-D graphics and image processing.

Note

—  The Advanced SIMD architecture extension, its associated
implementations, and supporting software, are commonly referred to as
NEON technology.

—  This document uses the older assembler language instruction mnemonics.
See Appendix B Instruction Mnemonics for information about the Unified
Assembler Language (UAL) equivalents of the Advanced SIMD instruction
mnemonics. See the ARM Architecture Reference Manual for more
information on the UAL syntax.

Vector Floating Point v3 (VFPv3) architecture for floating-point computation that
is fully compliant with the IEEE 754 standard.

—— Note

This document uses the older assembler language instruction mnemonics. See
Appendix B Instruction Mnemonics for information about the Unified Assembler
Language (UAL) equivalents of the VFP data-processing instruction mnemonics.
See the ARM Architecture Reference Manual for more information on the UAL
syntax.

See the ARM Architecture Reference Manual for more information on the ARMv7-A
architecture.
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1.3 Components of the processor

The main components of the processor are:
. Instruction fetch on page 1-5

. Instruction decode on page 1-5

. Instruction execute on page 1-5

. Load/store on page 1-6

. L2 cache on page 1-6

. NEON on page 1-6

. ETM on page 1-6.

Figure 1-1 shows the structure of the Cortex-A8 processor.

DFT interface APB interface ATB interface

Y ¥ }
; '

> ETM
Instruction fetch Instruction decode Instruction execute Load/store
Flags ALU1 L1
L1 cache Prefetch
_ Dependency cache
L1 interface and l«»|| Decode & ALU2 | [*™ - L1
RAM branch sequencer Ch?Ck and Controll linterface RAM |[*]
L issue RegBank
prediction MAC
TLB TLB

' '

Instruction, data, NEON and preload engine buffers |

L2
cache |

Arbitration L2 cache pipeline control

Fill and eviction queue

Parity and
L2 cache data RAM
Write ECC RAM

buffer

L2 cache tag RAM
BIU

NEON l—

Cortex-A8
v
AXl interface
Figure 1-1 Cortex-A8 block diagram
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1.3.1 Instruction fetch

The instruction fetch unit predicts the instruction stream, fetches instructions from the
L1 instruction cache, and places the fetched instructions into a buffer for consumption
by the decode pipeline. The instruction fetch unit also includes the L1 instruction cache.

1.3.2 Instruction decode

The instruction decode unit decodes and sequences all ARM and Thumb-2 instructions
including debug control coprocessor, CP14, instructions and system control
coprocessor, CP15, instructions. See Chapter 12 Debug for information on the CP14
coprocessor and Chapter 3 System Control Coprocessor for information on the CP15
COprocessor.

The instruction decode unit handles the sequencing of:

. exceptions

. debug events

. reset initialization

. Memory Built-In Self Test (MBIST)
. wait-for-interrupt

. other unusual events.

See Chapter 16 Instruction Cycle Timing for more information on how the processor
sequences instructions.

1.3.3 Instruction execute

The instruction execute unit consists of two symmetric Arithmetic Logical Unit (ALU)
pipelines, an address generator for load and store instructions, and the multiply pipeline.
The execute pipelines also perform register write back.

The instruction execute unit:
. executes all integer ALU and multiply operations including flag generation

. generates the virtual addresses for loads and stores and the base write-back value,
when required

. supplies formatted data for stores and also forwards data and flags

. processes branches and other changes of instruction stream and evaluates
instruction condition codes.
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1.3.4

1.3.5

1.3.6

1.3.7

Load/store

L2 cache

NEON

ETM

The load/store unit encompasses the entire L1 data side memory system and the integer
load/store pipeline. This includes:

. the L1 data cache

. the data side TLB

. the integer store buffer

. the NEON store buffer

. the integer load data alignment and formatting
. the integer store data alignment and formatting.

The pipeline accepts one load or store per cycle that can be present in either pipeline O
or pipeline 1. This gives the processor flexibility when scheduling load and store
instructions. See Chapter 7 Level 1 Memory System for more information.

The L2 cache unit includes the L2 cache and the Buffer Interface Unit (BIU). It services
L1 cache misses from both the instruction fetch unit and the load/store unit. See
Chapter 8 Level 2 Memory System and Chapter 9 External Memory Interface for more
information.

The NEON unit includes the full 10-stage NEON pipeline that decodes and executes the
Advanced SIMD media instruction set. The NEON unit includes:

. the NEON instruction queue

. the NEON load data queue

. two pipelines of NEON decode logic

. three execution pipelines for Advanced SIMD integer instructions

. two execution pipelines for Advanced SIMD floating-point instructions

. one execution pipeline for Advanced SIMD and VFP load/store instructions

. the VFP engine for full execution of the VFPv3 data-processing instruction set.

See Chapter 13 NEON and VFP Programmers Model for programming information on
the NEON and VFP coprocessor.

The ETM unit is a non-intrusive trace macrocell that filters and compresses an
instruction and data trace for use in system debugging and system profiling.

1-6

Copyright © 2006-2009 ARM Limited. All rights reserved. ARM DDI 0344J
Non-Confidential Unrestricted Access



Introduction

The ETM unit has an external interface outside of the processor called the Advanced
Trace Bus (ATB) interface. See Chapter 14 Embedded Trace Macrocell for more
information.

ARM DDI 0344J Copyright © 2006-2009 ARM Limited. All rights reserved. 1-7
Unrestricted Access Non-Confidential



Introduction

1.4 External interfaces of the processor
The processor has the following external interfaces:
. AMBA AXI interface
. AMBA APB interface
. AMBA ATB interface
. DFT interface.

1.4.1 AMBA AXI interface
The AXI bus interface is the main interface to the system bus. It performs L2 cache fills
and noncacheable accesses for both instructions and data. The AXI interface supports
64-bit or 128-bit wide input and output data buses. It also supports multiple outstanding
requests on the AXI bus. The AXI signals are synchronous to the CLK input. A wide
range of bus clock to core clock ratios is possible through the use of the AXI clock
enable signal ACLKEN. See the AMBA AXI Protocol Specification for more
information.

1.42 AMBA APB interface
The Cortex-A8 processor implements an APB slave interface that enables access to the
ETM, CTI, and the debug registers. The APB interface is compatible with the CoreSight
architecture which is the ARM architecture for multi-processor trace and debug. See the
CoreSight Architecture Specification for more information.

1.4.3 AMBA ATB interface
The Cortex-A8 processor implements an ATB interface that outputs trace information
used for debugging. The ATB interface is compatible with the CoreSight architecture.
See the CoreSight Architecture Specification for more information.

1.4.4  DFT interface
The Design For Test (DFT) interface provides support for manufacturing testing of the
core using Memory Built-In Self Test (MBIST) and Automatic Test Pattern Generation
(ATPG). See Chapter 11 Design for Test for more information.
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The processor implements the ARMv7 Debug architecture that includes support for
Security Extensions and CoreSight. To get full access to the processor debug capability,
you can access the debug register map through the Advanced Peripheral Bus (APB)
slave interface. See Chapter 12 Debug for more information on the Cortex-A8
implementation of debug. See the ARM Architecture Reference Manual for more
information on the ARMv7 Debug architecture.
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1.6 Power management

The processor provides both dynamic and static power control mechanisms. See
Dynamic power management on page 10-10 for more information. Static power control
is implementation-specific. See Static or leakage power management on page 10-14 for
more information.
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1.7 Configurable options

Table 1-1 lists the configurable options for the Cortex-A8 processor.

Introduction

Table 1-1 Cortex-A8 configurable options

Feature

Options

AXI bus width

64-bit or 128-bit bus width

L1 RAM

L1 cache size:
. 16KB
. 32KB.

L2 RAM

L2 cache size:
. 0KB

. 128KB
. 256KB
. 512KB
. 1IMB.

L2 parity/ECC

Yes or No

ETM

Yes or No

NEON

Yes or No

Note

When you configure the processor without the NEON options, all
attempted Advanced SIMD and VFP instructions result in an

Undefined Instruction exception.

IEM

Support:

. all power domains and retention
. no power domain or retention

. level-shifting only

. debug PCLK, ETM CLK, and ETM ATCLK power domain

. NEON power domain
. L1 data RAMs and L2 RAMs retention
. L2 RAMs retention.

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved.

Non-Confidential



Introduction

1.8

1.8.1

Product documentation and architecture

This section describes the content of the product documents and the relevant
architectural standards and protocols.

Note

See Additional reading on page xxxii for more information about the documentation
described in this section.

Documentation

The following books describe the processor:

Technical Reference Manual

The Technical Reference Manual (TRM) describes the processor
functionality and the effects of functional options on the behavior of the
processor. It is required at all stages of the design flow. Some behavior
described in the TRM might not be relevant, because of the way the
processor has been implemented and integrated. If you are programming
the processor, contact the implementer to determine the build
configuration of the implementation, and the integrator to determine the
pin configuration of the SoC that you are using.

Configuration and Sign-Off Guide

The Configuration and Sign-Off Guide (CSG) describes:

. the available build configuration options and related issues in
selecting them

. how to configure the Register Transfer Level (RTL) with the build
configuration options

. the processes to sign off the configured RTL and final macrocell.

The ARM product deliverables include reference scripts and information
about using them to implement your design. Reference methodology
documentation from your EDA tools vendor complements the CSG. The
CSG is a confidential book that is only available to licensees.

Methodology Guide

The Methodology Guide (MG) describes the major requirements and
considerations for each step in the implementation flow. This guide does
not provide complete details about the tools and commands used or
procedural steps for specific implementation flows. The details of the
flow depend on the particular Electronic Design Automation (EDA) tools,
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process technology, and standard cell libraries that the implementation
team uses. The MG is a confidential book that is only available to
licensees.

1.8.2 Architectural information

The Cortex-A8 processor conforms to, or implements, the following specifications:

ARM Architecture

This describes:

. The behavior and encoding of the instructions that the processor
can execute.

. The modes and states that the processor can be in.

. The various data and control registers that the processor must
contain.

. The properties of memory accesses.

. The debug architecture you can use to debug the processor. The
TRM gives more information about the implemented debug
features.

The Cortex-AS8 processor implements the ARMv7-A architecture profile.

Advanced Microcontroller Bus Architecture protocol

Advanced Microcontroller Bus Architecture (AMBA) is an open
standard, on-chip bus specification that defines the interconnection and
management of functional blocks that make up a System-on-Chip (SoC).
It facilitates development of embedded processors with multiple
peripherals.

IEEE 754  IEEE Standard for Binary Floating Point Arithmetic.

An architecture specification typically defines a number of versions, and includes
features that are either optional or partially specified. The TRM describes which
architectures are used, including which version is implemented, and the architectural
choices made for the implementation. The TRM does not provide detailed information
about the architecture, but some architectural information is included to give an
overview of the implementation or, in the case of control registers, to make the manual
easier to use. See the appropriate specification for more information about the
implemented architectural features.
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1.9

1.9.1

1.9.2

1.9.3

1.9.4

Product revisions

r1p0-ripi

ripi-rip2

rip2-rip3

r1p3-rip7

This section summarizes the differences in functionality between the releases of this
processor.

Note
The first released version of the Cortex-A8 processor was r1p0.

The following changes have been made in this release:

. ID Register values changed to reflect product revision status:
Main ID Register 0x411FC081
FPSID Register 0x410330C1

. The L2EN bit of the Auxiliary Control Register is banked between Nonsecure and
Secure states.

. SAFESHIFTRAM top-level pin added for ATPG test.

. ETM and NEON configurability support added.

The ID Register values changed to reflect product revision status:
Main ID Register 0x411FC082

FPSID Register 0x410330C1

The ID Register values changed to reflect product revision status:
Main ID Register 0x411FC083

FPSID Register 0x410330C1

The ID Register values changed to reflect product revision status:

Main ID Register 0x411FC087
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1.9.6 r2p0-r2p1

1.9.7 r2p1-r2p2
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FPSID Register 0x410330C1

The following changes have been made in this release:

. ID Register values changed to reflect product revision status:
Main ID Register 0x412FC080
FPSID Register 0x410330C2

. CLKSTOPREQ and CLKSTOPACK functionality added to stop and restart the
processor clocks without relying on software to execute WFI instruction.

. The SAFESHIFTRAM signal is replaced with the SAFESHIFTRAMIF,
SAFESHIFTRAMLS, and SAFESHIFTRAML?2 signals for ATPG test.

. Intelligent Energy Management (IEM) multiple power domain support added.
. 1-way and 4-way L2 tag bank removed.
. 64KB and 2MB L2 cache sizes removed.

. ETMPWRDWNREQ and ETMPWRDWNACK are no longer required
because debug and the ETM use the same power domain. ETMPWRDWNREQ
must be tied to 0. See Static or leakage power management on page 10-14 for
information on the supported Cortex-A8 power domain configurations.

The ID Register values changed to reflect product revision status:
Main ID Register 0x412FC081

FPSID Register 0x410330C2

The ID Register values changed to reflect product revision status:
Main ID Register 0x412FC082

FPSID Register 0x410330C2

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved. 1-15
Non-Confidential



Introduction

1.9.8 r2p1-r2p5

1.9.9 r2p2-r2p3

1.9.10 r2p2-r2p6

1.9.11  r2p2-r3p0

1.9.12 r3p0-r3p1

The ID Register values changed to reflect product revision status:
Main ID Register 0x412FC085

FPSID Register 0x410330C2

The ID Register values changed to reflect product revision status:
Main ID Register 0x412FC083

FPSID Register 0x410330C2

The ID Register values changed to reflect product revision status:
Main ID Register 0x412FC086

FPSID Register 0x410330C2

The following changes have been made in this release:

. ID Register values changed to reflect product revision status:
Main ID Register 0x413FC080
FPSID Register 0x410330C3

. Improved performance for Cache Maintenance operations.

. Addition of Auxiliary Control Register bit[20] accessible in Secure state only for
controlling the performance of Cache Maintenance operations.

. Changed the PLE to perform clean-and-invalidate when DT=1 from clean.

The following changes have been made in this release:

. ID Register values changed to reflect product revision status:

Main ID Register 0x413FC081. See c0, Main ID Register on page 3-25.
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FPSID Register 0x410330C3. See Floating-Point System ID Register, FPSID
on page 13-13.

. Changed the name for trigger input O from DBGTRIGGER to Debug entry. This
trigger is a pulse asserted on debug state entry. See Table 15-1 on page 15-6 and
Table 15-26 on page 15-29.

1.9.13 r3p2
ID Register values changed to reflect product revision status:
Main ID Register 0x413FC082. See c0, Main ID Register on page 3-25.
ARM DDI 0344J Copyright © 2006-2009 ARM Limited. All rights reserved. 1-17
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Chapter 2

Programmers Model

This chapter describes the processor registers and provides information for
programming the microprocessor. It contains the following sections:

. About the programmers model on page 2-3

. Thumb-2 instruction set on page 2-4

. ThumbEE instruction set on page 2-6

. Jazelle Extension on page 2-10

. Security Extensions architecture on page 2-13

. Advanced SIMD architecture on page 2-15

. VFPv3 architecture on page 2-16

. Processor operating states on page 2-17

. Data types on page 2-18

. Memory formats on page 2-19

. Addresses in a processor system on page 2-21
. Operating modes on page 2-22

. Registers on page 2-23

. The program status registers on page 2-27

. Exceptions on page 2-35

. Software consideration for Security Extensions on page 2-45
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Hardware consideration for Security Extensions on page 2-46
Control coprocessor on page 2-49.

2-2
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Programmers Model

2.1 About the programmers model

This section describes the processor at the level required to write functional code. It
does not include internal microarchitecture details.

The processor implements the ARMv7-A architecture. This includes:

the 32-bit ARM instruction set

the 16-bit and 32-bit Thumb-2 instruction set
the ThumbEE instruction set

the Security Extensions architecture

the Advanced SIMD architecture.

See the ARM Architecture Reference Manual for more information on the ARMv7-A
architecture.
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2.2

Thumb-2 instruction set

31

Thumb-2 is an enhancement to the 16-bit Thumb instruction set. It adds 32-bit
instructions that can be freely intermixed with 16-bit instructions in a program. The
additional 32-bit instructions enable Thumb-2 to cover the functionality of the ARM
instruction set. The 32-bit instructions enable Thumb-2 to combine the code density of
earlier versions of Thumb, with performance of the ARM instruction.

The most important difference between the Thumb-2 instruction set and the ARM
instruction set is that most 32-bit Thumb instructions are unconditional, whereas most
ARM instructions can be conditional. Thumb-2 introduces a conditional execution
instruction, IT, that is a logical if-then-else function that you can apply to following
instructions to make them conditional.

Thumb-2 instructions are accessible as were Thumb instructions when the processor is
in Thumb state, that is, the T bit in the CPSR is 1 and the J bit in the CPSR is 0.

In addition to the 32-bit Thumb instructions, there are several 16-bit Thumb instructions
and a few 32-bit ARM instructions, introduced as part of the Thumb-2 architecture.

The main enhancements are:

. 32-bit instructions added to the Thumb instruction set to:
—  provide support for exception handling in Thumb state
—  provide access to coprocessors
— include Digital Signal Processing (DSP) and media instructions
— improve performance in cases where a single 16-bit instruction restricts

functions available to the compiler.

. addition of a 16-bit IT instruction that enables one to four following Thumb
instructions, the IT block, to be conditional

. addition of a 16-bit Compare with Zero and Branch (CZB) instruction to improve
code density by replacing two-instruction sequence with a single instruction.

The 32-bit ARM Thumb-2 instructions are added in the space occupied by the Thumb
BL and BLX instructions. Figure 2-1 shows the 32-bit ARM Thumb-2 instruction
format.

16 0

hw1 hw2

Figure 2-1 32-bit ARM Thumb-2 instruction format

2-4
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The first halfword (hw1) determines the instruction length and functionality. If the
processor decodes the instruction as 32-bit long, then the processor fetches the second
halfword (hw?2) of the instruction from the instruction address plus two.

The availability of both 16-bit Thumb and 32-bit instructions in the Thumb-2
instruction sets, gives you the flexibility to emphasize performance or code size on a
subroutine level, according to the requirements of their applications. For example, you
can code critical loops for applications such as fast interrupts and DSP algorithms using
the 32-bit media instructions in Thumb-2 and use the smaller 16-bit classic Thumb
instructions for the rest of the application. This is for code density and does not require
any mode change.

See the ARM Architecture Reference Manual for information on the ARM, Thumb, and
Thumb-2 instruction set.
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2.3

2.3.1

2.3.2

ThumbEE instruction set

Instructions

ThumbEE is a variant of the Thumb-2 instruction set. It is designed as a target for
dynamically generated code. This is code compiled on the device either shortly before
or during execution from a portable bytecode or other intermediate or native
representation. It is particularly suited to languages that employ managed pointers or
array types. ThumbEE provides increased code density for the compiled binary
compared with the compiled code for the ARM or Thumb-2 instruction set. ThumbEE
introduces a new processor state, the ThumbEE state, indicated by both the T bit and the
J bit in the CPSR Register being set to 1.

See the ARM Architecture Reference Manual for information on the ARM, Thumb, and
ThumbEE instruction sets.

In ThumbEE state, the processor uses almost the same instruction set as Thumb-2
although some instructions behave differently, and a few are removed, or added.

The key differences are:

. additional state changing instructions in both Thumb state and ThumbEE state
. new instructions to branch to handlers

. null pointer checking on loads and stores

. an additional instruction in ThumbEE state to check array bounds

. some other modifications to the load, store, and branch instructions.

ThumbEE instructions are accessible when the processor is in ThumbEE state.

Configuration

Two registers provide ThumbEE configuration:

. ThumbEE Configuration Register. This contains a single bit, the ThumbEE
configuration control bit, XED.

. ThumbEE HandlerBase Register. This contains the base address for ThumbEE
handlers.

A handler is a short, commonly executed, sequence of instructions. It is typically,
but not always, associated directly with one or more bytecodes or other
intermediate language elements.

2-6
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ThumbEE Configuration Register

The purpose of the ThumbEE Configuration Register is to control access to the
ThumbEE HandlerBase Register.

The ThumbEE Configuration Register is:

. in CP14 register cO

. a 32-bit register, with access rights that depend on the current privilege:
—  the result of an unprivileged write to the register is Undefined
— unprivileged reads, and privileged reads and writes, are permitted.

Figure 2-2 shows the bit arrangement of the ThumbEE Configuration Register.

31 10

Reserved

XED J

Figure 2-2 ThumbEE Configuration Register format

Table 2-1 shows how the bit values correspond with the ThumbEE Configuration

Register.
Table 2-1 ThumbEE Configuration Register bit functions
Bits Field Function
[31:1] - Reserved. Unpredictable (UNP), Should-Be-Zero (SBZ).
[0] XED  eXecution Environment Disable bit. Controls unprivileged access to the ThumbEE HandlerBase

Register:

0 = Unprivileged access permitted. See Access to ThumbEE registers on page 2-9 for details.
1 = Unprivileged access disabled.

The reset value of this bit is 0.

Any change to this register is only guaranteed to be visible to subsequent instructions
after the execution of an ISB instruction. However, a read of this register always returns
the last value written to the register.

To access the ThumbEE Configuration Register, read or write CP14 with:

MRC pl4, 6, <Rd>, c@, c@, 0 ; Read ThumbEE Configuration Register
MCR pl4, 6, <Rd>, c@, c@, @ ; Write ThumbEE Configuration Register
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31

ThumbEE HandlerBase Register

The purpose of the ThumbEE HandlerBase Register is to hold the base address for
ThumbEE handlers.

The ThumbEE HandlerBase Register is:
. in CP14 register cO

. a 32-bit read/write register, with unprivileged access that depends on the value of
the ThumbEE Configuration Register. See Access to ThumbEE registers on
page 2-9.

Figure 2-3 shows the bit arrangement of the ThumbEE HandlerBase Register.

HandlerBase

Reserved —I

Figure 2-3 ThumbEE HandlerBase Register format

Table 2-2 shows how the bit values correspond with the ThumbEE HandlerBase
Register.

Table 2-2 ThumbEE HandlerBase Register bit functions

Bits

Field

Function

[31:2]

[1:0]

HandlerBase

The address of the ThumbEE Handler_00 implementation. This is the address of the first of the
ThumbEE handlers. The reset value of this field is Unpredictable.

Reserved. UNP, SBZ.

Any change to this register is only guaranteed to be visible to subsequent instructions
after the execution of an ISB instruction. However, a read of this register always returns
the last value written to the register.

To access the ThumbEE HandlerBase Register, read or write CP14 with:

MRC pl4, 6, <Rd>, cl, c@, @ ; Read ThumbEE HandlerBase Register
MCR pl4, 6, <Rd>, cl, c@, @ ; Write ThumbEE HandlerBase Register

2-8
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Access to ThumbEE registers

Table 2-3 shows the access permissions for the ThumbEE registers, and how
unprivileged access to the ThumbEE HandlerBase Register depends on the value of the
ThumbEE Configuration Register.

Table 2-3 Access to ThumbEE registers

Unprivileged access Privileged access
Register XED == 02 XED == 12
ThumbEE Configuration Read access permitted, Read access permitted, Read and write
write access Undefined write access Undefined access permitted
ThumbEE HandlerBase Read and write access Read and write access Read and write
permitted Undefined access permitted

a. Value of XED bit in the ThumbEE Configuration Register, see ThumbEE Configuration Register on page 2-7.
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2.41

Jazelle Extension

The Cortex-A8 processor provides a trivial implementation of the Jazelle Extension.
This means that the processor does not accelerate the execution of any bytecodes, and
all bytecodes are executed by software routines.

In the implementation of the Jazelle Extension:
. Jazelle state is not supported
. The BXJ instruction behaves as a BX instruction.

See the ARM Architecture Reference Manual for information on Jazelle Extension.

The processor provides three registers for the implementation of the Jazelle Extension:
. the Jazelle Identity Register

. the Jazelle Main Configuration Register on page 2-11

. the Jazelle OS Control Register on page 2-11.

Jazelle Identity Register

31

The Jazelle Identity Register enables software to determine the implementation of the
Jazelle Extension provided by the processor.

The Jazelle Identity Register is:
. in CP14 register cO
. a 32-bit read-only register, accessible in all processor modes and security states.

Figure 2-4 shows the bit arrangement of the Jazelle Identity Register.

Reserved

Figure 2-4 Jazelle Identity Register format

Table 2-4 shows how the bit values correspond with the Jazelle Identity Register.

Table 2-4 Jazelle Identity Register bit functions

Bits Field Function

[31:0] - Read-As-Zero (RAZ)

To access this register, read CP14 with:

MRC pl4, 7, <Rd>, c@, c@, @ ; Read Jazelle Identity Register

2-10
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2.4.2 Jazelle Main Configuration Register

31

The Jazelle Main Configuration Register controls features of the Jazelle Extension.

The Jazelle Main Configuration Register is:

. in CP14 register cO

. a 32-bit register, with access rights that depend on the current privilege:
—  Write-only (WO) in User mode
—  Read/Write (R/W) in Privileged modes.

Figure 2-5 shows the bit arrangement of the Jazelle Main Configuration Register.

Reserved

Figure 2-5 Jazelle Main Configuration Register format

Table 2-5 shows how the bit values correspond with the Jazelle Main Configuration
Register.

Table 2-5 Jazelle Main Configuration Register bit functions

Bits Field Function

[31:0] - RAZ

To access this register, read or write CP14 with:

MRC pl4, 7, <Rd>, c2, c0, 0 ; Read Main Configuration Register
MCR pl4, 7, <Rd>, c2, c@, 0 ; Write Main Configuration Register

2.4.3 Jazelle OS Control Register

The Jazelle OS Control Register enables operating systems to control access to Jazelle
Extension hardware.

The Jazelle OS Control Register is:

. in CP14 register cO

. a 32-bit register, with access rights that depend on the current privilege:
—  the result of an access in User mode is an Undefined Instruction exception
— the register is Read/Write (R/W) in Privileged modes.

Figure 2-6 on page 2-12 shows the bit arrangement of the Jazelle OS Control Register.
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31

Reserved

Figure 2-6 Jazelle OS Control Register format

Table 2-6 shows how the bit values correspond with the Jazelle OS Control Register.

Table 2-6 Jazelle OS Control Register bit functions

Bits Field Function

[31:0] - RAZ

To access this register, read or write CP14 with:

MRC pl4, 7, <Rd>, cl, c@, 0 ; Read 0S Control Register
MCR pl4, 7. <Rd>, cl, c@, O ; Write OS Control Register
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25 Security Extensions architecture

The processor implements the TrustZone Security Extensions architecture to facilitate
the development of secure applications.

Security Extensions are based on these fundamental principles:

. The extensions define a class of core operation that you can switch between
Secure and Nonsecure state. Most code runs in Nonsecure state. Only trusted code
runs in Secure state.

. The extensions define some memory as secure memory. When the core is in
Secure state, it can access secure memory.

. Entry into Secure state is strictly controlled.

. Exit from Secure state can only occur at programmed points.
. Debug is strictly controlled.

. The processor enters Secure state on reset.

Exceptions are generally handled in a similar way to other ARM architectures. Support
is available for some exceptions handled only by code running in Secure state.

See the ARM Architecture Reference Manual for information on the Security
Extensions.

2.5.1 Security Extensions model

The basis of the Security Extensions model is that the computing environment splits
into two isolated states, the Secure state and the Nonsecure state, with no leakage of
secure data to the Nonsecure state. Software Secure Monitor code, running in the
Monitor mode, links the two states and acts as a gatekeeper to manage program flow.
The system can have both secure and nonsecure peripherals that is suitable to secure and
nonsecure device drivers control. Figure 2-7 on page 2-14 shows the relationship
between the Secure and Nonsecure states. The Operating System (OS) splits into the
secure OS, that includes the secure kernel, and the nonsecure OS, that includes the
nonsecure kernel. For details on modes of operation, see Operating modes on

page 2-22.
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Figure 2-7 Secure and Nonsecure states

In normal nonsecure operation, the OS runs tasks in the usual way. When a User process
requires secure execution it makes a request to the secure kernel, that operates in
privileged mode. This then calls the Secure Monitor to transfer execution to the Secure
state.

This approach to secure systems means that the platform OS that works in the
Nonsecure state, has only a few fixed entry points into the Secure state through the
Secure Monitor. The trusted code base for the Secure state, that includes the secure
kernel and secure device drivers, is small and therefore much easier to maintain and
verify.

See Software consideration for Security Extensions on page 2-45 and Hardware
consideration for Security Extensions on page 2-46 for more details.
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2.6 Advanced SIMD architecture

Advanced SIMD architecture is a media and signal processing architecture that adds
instructions targeted primarily at audio, video, 3-D graphics, image, and speech
processing. Advanced SIMD instructions are available in both ARM and Thumb states.

The NEON coprocessor provides a register bank that is distinct from the ARM integer
core register bank. Both the Advanced SIMD instructions and the VFP instructions use
this register bank.

The Advanced SIMD instructions perform packed SIMD operations. These operations
process registers containing vectors of elements of the same type packed together,
enabling the same operation to be performed on multiple items in parallel. Instructions
operate on vectors held in 64-bit or 128-bit registers.

The elements can be:

. 32-bit single-precision floating-point numbers

. 8-bit, 16-bit, 32-bit, or 64-bit signed or unsigned integers
. 8-bit, 16-bit, 32-bit, or 64-bit bitfields

. 8-bit or 16-bit polynomials with 1-bit coefficients.

See the ARM Architecture Reference Manual for information on the Advanced SIMD
architecture.
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2.7  VFPv3 architecture
The VFP architecture v3 is an enhancement to the VFP architecture v2. The main
changes are:
. the doubling of the number of double-precision registers to 32
. the introduction of an instruction that places a floating-point constant in a register,
and instructions that perform conversions between fixed-point and floating-point
numbers
. the introduction of VFP architecture v3 variant, that does not trap floating-point
exceptions.
VFPv3 is backward compatible with VFPv2 except for the capability of trapping
floating-point exceptions.
See the ARM Architecture Reference Manual for information on the VFPv3
architecture.
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2.8 Processor operating states

The processor has the following operating states controlled by the T bit and J bit in the

CPSR.

ARM state 32-bit, word-aligned ARM instructions are executed in this state.
T bitis 0 and J bit is 0.

Thumb state 16-bit and 32-bit, halfword-aligned Thumb-2 instructions.

T bitis 1 and J bit is O.

ThumbEE state 16-bit and 32-bit, halfword-aligned variant of the Thumb-2
instruction set designed as a target for dynamically generated
code. This is code compiled on the device either shortly before or
during execution from a portable bytecode or other intermediate
or native representation.

T bitis 1 and J bitis 1.

Note

. The processor does not support Jazelle state. This means there is no processor
state where the T bit is 0 and J bitis 1.

. Transition between ARM and Thumb states does not affect the processor mode or
the register contents. See the ARM Architecture Reference Manual for
information on entering and exiting ThumbEE state.

2.8.1 Switching state

You can switch the operating state of the processor between:

. ARM state and Thumb state using the BX and BLX instructions, and loads to the PC.
Switching state is described in the ARM Architecture Reference Manual.

. Thumb state and ThumbEE state using the ENTERX and LEAVEX instructions.

Exceptions cause the processor to enter ARM or Thumb state according to the value
held in the TE bit within the system control coprocessor. Normally, on exiting an
exception handler, the processor restores the original contents of the T and J bits.

2.8.2 Interworking ARM and Thumb state

The processor enables you to mix ARM Thumb-2 code. See Chapter 4 Interworking
ARM and Thumb in the RealView Compilation Tools Developer Guide for details.
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2.9 Data types
The processor supports the following data types:
. doubleword, 64-bit
o word, 32-bit
. halfword, 16-bit
. byte, 8-bit.

Note
. when any of these types are described as unsigned, the N-bit data value represents
a non-negative integer in the range 0 to +2N-1, using normal binary format
. when any of these types are described as signed, the N-bit data value represents
an integer in the range -2N-1 to +2N-1-1, using two’s complement format.
For best performance you must align these as follows:
. word quantities must align with 4-byte boundaries
. halfword quantities must align with 2-byte boundaries
. byte quantities can be placed on any byte boundary.
The processor provides mixed-endian and unaligned access support. See Chapter 4
Unaligned Data and Mixed-endian Data Support for details.
Note

You cannot use LDRD, LDM, LDC, STRD, STM, or STC instructions to access 32-bit quantities if
they are unaligned.
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2.10 Memory formats

The processor views memory as a linear collection of bytes numbered in ascending
order from zero. For example, bytes 0-3 in memory hold the first stored word, and bytes
4-7 hold the second stored word.

The processor can treat words in memory as either:
. Byte-invariant big-endian format

. Little-endian format.

Additionally, the processor supports mixed-endian and unaligned data accesses. See
Chapter 4 Unaligned Data and Mixed-endian Data Support for details.

—— Note

Instructions are always treated as little-endian.

2.10.1 Byte-invariant big-endian format

In byte-invariant big-endian format, the processor stores the most significant byte of a
word at the lowest-numbered byte, and the least significant byte at the
highest-numbered byte. Therefore, byte 0 of the memory system connects to data lines
31-24 as Figure 2-8 shows.

Bit 31 24 23 16 15 8 7 0  Word address
Higher address 8 9 10 11 8
ﬁ 4 5 6 7 4
Lower address 0 1 2 3 0

» Most significant byte is at lowest address
» Word is addressed by byte address of most significant byte

Figure 2-8 Big-endian addresses of bytes within words

2.10.2 Little-endian format

In little-endian format, the lowest-numbered byte in a word is the least significant byte
of the word and the highest-numbered byte is the most significant. Therefore, byte O of
the memory system connects to data lines 7-0. This is shown in Figure 2-9 on page 2-20.
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Bit 31 24 23 16 15 0
Higher address 11 10
ﬁ 7 6
Lower address 3 2

+ Least significant byte is at lowest address
» Word is addressed by byte address of least significant byte

Word address
8

4
0

Figure 2-9 Little-endian addresses of bytes within words
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2.11 Addresses in a processor system

Three distinct types of address exist in the processor system:
. Virtual Address (VA)

. Modified Virtual Address (MVA)

. Physical Address (PA).

When the core is in the Secure or Nonsecure state, the VA is Secure or Nonsecure
respectively. To get the VA to PA translation, the core uses secure translation tables
while it is in Secure state. Otherwise it uses the nonsecure translation tables.

Table 2-7 shows the address types in the processor system.

Table 2-7 Address types in the processor system

Processor

Caches TLBs AXI bus

Virtual Address

Virtual index physical tag2 ~ Translates Virtual Address to Physical Address  Physical AddressP

a. L1 cache is virtual index physical tag.
b. L2 cache is physical address physical tag.

This is an example of the address manipulation that occurs when the processor requests
an instruction.

1. The processor issues the VA of the instruction as the Secure or Nonsecure VA
according to the state of the processor.

2. The lower bits of the VA indexes the instruction cache. The VA is translated using
the Secure or Nonsecure Process ID, CP15 c13, to the MVA, and then to PA in the
Translation Lookaside Buffer (TLB). The TLB performs the translation in parallel
with the cache lookup. The translation uses secure descriptors if the core is in the
Secure state. Otherwise it uses the nonsecure ones.

3. If the TLB performs a successful protection check on the MVA, and the PA tag is
in the instruction cache, the instruction data is returned to the processor. For
information on unsuccessful protection checks, see Aborts on page 2-38.

4. The PA is passed to the L2 cache. If the L2 cache contains the physical address of
the requested instruction, the L2 cache supplies the instruction data.

5. The PA is passed to the AXI bus interface to perform an external access, in the
event of a cache miss. The external access is always Nonsecure when the core is
in the Nonsecure state. In the Secure state, the external access is Secure or
Nonsecure according to the NS attribute value in the selected descriptor.
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2.12 Operating modes

There are eight modes of operation:

. User mode is the usual ARM program execution state, and is used for executing

most application programs

. Fast interrupt (FIQ) mode is used for handling fast interrupts

. Interrupt (IRQ) mode is used for general-purpose interrupt handling

. Supervisor mode is a protected mode for the OS

. Abort mode is entered after a data abort or prefetch abort

. System mode is a privileged user mode for the OS

. Undefined mode is entered when an Undefined Instruction exception occurs

. Monitor mode is a Secure mode for the Security Extensions Secure Monitor code.

Modes other than User mode are collectively known as privileged modes. Privileged
modes are used to service interrupts or exceptions, or to access protected resources.
Table 2-8 shows the mode structure for the processor.

Table 2-8 Mode structure

Modes Mode type Security state of core
NS bit =1 NS bit=0
User User Nonsecure Secure
FIQ Privileged Nonsecure Secure
IRQ Privileged Nonsecure Secure
Supervisor  Privileged Nonsecure Secure
Abort Privileged Nonsecure Secure
Undefined  Privileged Nonsecure Secure
System Privileged Nonsecure Secure
Monitor Privileged Secure Secure
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2.13 Registers

The processor has a total of 40 registers:
. 33 general-purpose 32-bit registers
. seven 32-bit status registers.

These registers are not all accessible at the same time. The processor state and mode of
operation determine which registers are available to the programmer.

2.13.1 The state register set

In ARM state, 16 data registers and one or two status registers are accessible at any time.
In privileged modes, mode-specific banked registers become available. Figure 2-10 on
page 2-25 shows which registers are available in each mode.

Thumb and ThumbEE state give access to the same set of registers as ARM state.
However, the 16-bit instructions provide only limited access to some of the registers. No
such limitations exist for 32-bit Thumb-2 and ThumbEE instructions.

Registers r0 through r13 are general-purpose registers used to hold either data or
address values.

Registers r14 and r15 have the following special functions:

Link Register Register r14 is used as the subroutine Link Register (LR).

Register r14 receives the return address when the processor
executes a Branch with Link (BL or BLX) instruction.

You can treat r14 as a general-purpose register at all other times.
Similarly, the corresponding banked registers r14_mon, r14_svc,
rl4_irq, r14_fiq, r14_abt, and r14_und hold the return values
when the processor receives interrupts and exceptions, or when it
executes the BL or BLX instructions within interrupt or exception
routines.

Program Counter Register r15 holds the PC:
. in ARM state, this is word-aligned
o in Thumb state, this is halfword-aligned
. in ThumbEE state, this is halfword-aligned.

One of the status registers, the Current Program Status Register (CPSR), contains
condition code flags, status bits, and current mode bits.
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In privileged modes, another register, one of the Saved Program Status Registers
(SPSR), is accessible. This contains the condition code flags, status bits, and current
mode bits saved as a result of the exception that caused entry to the current mode.
Typically, this is used when returning after handling an exception.

Banked registers have a mode identifier that indicates the mode that they relate to.
Table 2-9 shows these mode identifiers.

Table 2-9 Register mode identifiers

Mode Mode identifier

User usr

Fast interrupt ~ fiq

Interrupt irq
Supervisor sve
Abort abt
System usr

Undefined und

Monitor mon

The usr mode identifier is usually omitted from register names. It is only used in
descriptions where the User or System mode register is specifically accessed from
another operating mode.

FIQ mode has seven banked registers mapped to r8—r14, that is, r8_fiq through r14_fiq.
As a result many FIQ handlers do not have to save any registers.

The Monitor, Supervisor, Abort, IRQ, and Undefined modes have alternative
mode-specific registers mapped to r13 and r14, that permits a private stack pointer and
link register for each mode.

Figure 2-10 on page 2-25 shows the ARM state registers.
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ARM state general registers and program counter

System and FlQ Supervisor Abort IRQ Undefined Secure

User monitor

r0 ro ro ro r0 r0 r0

r1 r1 r1 r1 r1 r1 r1

r2 r2 r2 r2 r2 r2 r2

r3 r3 r3 r3 r3 r3 r3

r4 r4 r4 r4 r4 r4 r4

r5 r5 r5 r5 r5 r5 r5

ré ré ré ré r6 ré ré

r7 r7 r7 r7 r7 r7 r7

r8 r8_fiq r8 r8 r8 r8 r8

r9 r9_fiq r9 r9 r9 r9 r9

r10 r10_fiq r10 r10 r10 r10 r10

r11 r11_fig r11 r11 r11 r11 r11

r12 r12_fiq r12 r12 r12 r12 r12

r13 r13_fiq r13_svc r13_abt r13_irq r13_und r13_mon

r14 r14_fiq r14_svc r14_abt r14_irq r14_und r14_mon

r15 r15 (PC) r15 (PC) r15 (PC) r15 (PC) r15 (PC) r15 (PC)

ARM state program status registers

| CPSR CPSR CPSR CPSR CPSR CPSR CPSR
SPSR_fiq SPSR_svc SPSR_abt SPSR_irq SPSR_und SPSR_mon

B= banked register

Figure 2-10 Register organization in ARM state

Figure 2-11 on page 2-26 shows an alternative view of the ARM registers.
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16 general
purpose
registers + 1
status register
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2
2 r5 o . .
> 23 mode-specific registers (banked registers)
5 ré 17 banked general-purpose registers + 6 banked status registers
n
g r7 ( )
2 r8 r8_fiq
% r9 r9_fiq
g r10 r10_fig
[\ .
™ r11 r11_fiq
r12 r12_fiq
r13 r13_fiq r13_svc r13_abt r13_irq r13_und r13_mon
r14 r14_fiq r14_svc r14_abt r14_irq r14_und r14_mon
r15 (PC)
N
2
2
(o]
2 CPSR || SPSR.fiq || SPSR.svc || SPSR.abt || SPSR.rq || SPSR_und || SPSR_mon
g
2]
~
Figure 2-11 Processor register set showing banked registers
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2.14 The program status registers

The processor contains one CPSR, and six SPSRs for exception handlers to use. The
program status registers:

. hold information about the most recently performed logical or arithmetic
operation

. control the enabling and disabling of interrupts

. set the processor operating mode.

Figure 2-12 shows the bit arrangements of the program status registers.

31 30 29 28 27 26 25 24 23 20 19 16 15 109 8 7 6 5 4 0
Nfz[C|V]Q J DNM GE[3:0] IT[7:2] E|A|I|F(T M[4:0]
|_ Greater than L Mode bits

or equal to Thumb state bit
Java state bit FIQ disable
IT[1:0] IRQ disable
Sticky overflow Imprecise abort
Overflow disable bit
Carry/Borrow/Extend Data endianness bit
Zero

Negative/Less than

Figure 2-12 Program status register

Note

The bits identified in Figure 2-12 as Do Not Modify (DNM) must not be modified by
software. These bits are:

. Readable, to enable the processor state to be preserved, for example, during
process context switches.

. Writable, to enable the processor state to be restored. To maintain compatibility
with future ARM processors, and as good practice, you are strongly advised to
use a read-modify-write strategy when you change the CPSR.

2.14.1 The condition code flags

The N, Z, C, and V bits are the condition code flags. You can set them by arithmetic and
logical operations, and also by MSR and LDM instructions. The processor tests these flags
to determine whether to execute an instruction.
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2.14.2 The Qflag

In ARM state, you can execute most instructions conditionally on the state of the N, Z,
C, and V bits. In Thumb state, you can execute fewer instructions conditionally.
However, you can make most instructions conditional with the IT instruction.

See the ARM Architecture Reference Manual for more information about conditional
executions.

You can set the Sticky Overflow, Q flag, to 1 by executing certain multiply and
fractional arithmetic instructions:

. QADD

. QDADD
* QSUB

. QDSUB
. SMLAD
. SMLAxy
. SMLAWY
. SMLSD
. SMUAD
. SSAT

. SSAT16
. USAT

. USAT16.

The Q flag is sticky in that, when set to 1 by an instruction, it remains set until explicitly
cleared to 0 by an MSR instruction writing to the CPSR. Instructions cannot execute
conditionally on the status of the Q flag.

To determine the status of the Q flag, you must read the PSR into a register and extract
the Q flag from this. See the individual instruction definitions in the ARM Architecture
Reference Manual for details of how you can set and clear the Q flag.

2.14.3 The IT execution state bits

IT[7:5] encodes the base condition code for the current I'T block, if any. It contains bO00
when no IT block is active.

IT[4:0] encodes the number of instructions that are to be conditionally executed, and
whether the condition for each is the base condition code or the inverse of the base
condition code. It contains bOOO0OO when no IT block is active.
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When the processor executes an IT instruction, it sets these bits according to the
condition in the instruction, and the Then and Else (T and E) parameters in the
instruction. During execution of an IT block, IT[4:0] is shifted:

. to reduce the number of instructions to be conditionally executed by one
. to move the next bit into position to form the least significant bit of the condition
code.

See the ARM Architecture Reference Manual for more information on the operation of
the IT execution state bits.

The J bit in the CPSR indicates when the processor is in ThumbEE state.

When T=1:

J=0 The processor is in Thumb state.
J=1 The processor is in ThumbEE state.
——— Note

. You cannot set the J bit to 1 when the T bit is 0. The J bit is written as O when the
T bit is written as 0.

. You cannot use MSR to change the J bit in the CPSR.

. The placement of the J bit avoids the status or extension bytes in code running on
ARMVSTE or earlier processors. This ensures that OS code written using the
deprecated CPSR, SPSR, CPSR_all, or SPSR_all syntax for the destination of an
MSR instruction continues to work.
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2.14.5 The GE[3:0] bits

Some of the SIMD instructions set GE[3:0] as greater than or equal bits for individual
halfwords or bytes of the result, as Table 2-10 shows.

Table 2-10 GE[3:0] settings

GE[3] GE[2] GE[1] GE[0]
Instruction AopB>=C AopB>=C AopB>=C AopB>=C
Signed
SADD16 [31:16] + [31:16] >0  [31:16] +[31:16]>0  [15:0] +[15:0]1>0 [15:0] +[15:0]1 2 0
SSUB16 [31:16] - [31:16] 20 [31:16] - [31:16] 20 [15:0] - [15:0]1 20 [15:0] - [15:0]1 20
SADDSUBX [31:16] + [15:0] =0 [31:16] + [15:0] > 0 [15:0] - [31:16] =20 [15:0] - [31:16] >0
SSUBADDX [31:16] - [15:0] > 0 [31:16] - [15:0] > 0 [15:0] +[31:16] >0  [15:0] +[31:16]>0
SADD8 [31:24] + [31:24] >0 [23:16] + [23:16] >0 [15:8] +[15:8] 20 [7:0] +[7:0] 20
SSUB8 [31:24] - [31:24] 20 [23:16] - [23:16] 20 [15:8] - [15:8]1 =20 [7:0]-[7:0]=0
Unsigned
UADD16 [31:16] + [31:16] > 216 [31:16] + [31:16] =216 [15:0] + [15:0] > 216 [15:0] + [15:0] > 216
USUB16 [31:16] - [31:16] 20 [31:16] - [31:16] 20 [15:0] - [15:0] 20 [15:0] - [15:0] 20
UADDSUBX [31:16] +[15:0] > 216 [31:16] +[15:0]>216  [15:0]-[31:16]=0 [15:0] - [31:16] 20
USUBADDX [31:16] - [15:0] =0 [31:16] - [15:0] 20 [15:0] + [31:16] > 216 [15:0] + [31:16] >216
UADD8 [31:24] + [31:24] > 28 [23:16] + [23:16] > 28 [15:8] + [15:8] > 28 [7:0] + [7:0] > 28
UsuB8 [31:24] - [31:24] 20 [23:16] - [23:16] 20 [15:8] - [15:8] 20 [7:0] - [7:0]=20

Note

GE bitis 1 if A op B > C, otherwise 0.

The SEL instruction uses GE[3:0] to select which source register supplies each byte of

its result.
Note
. For unsigned operations, the usual ARM rules determine the GE bits for carries

out of unsigned additions and subtractions, and so are carry-out bits.
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. For signed operations, the rules for setting the GE bits are chosen so that they have
the same sort of greater than or equal functionality as for unsigned operations.

ARM and Thumb instructions are provided to set and clear the E bit. The E bit controls
load/store endianness. The E bit can be initialized at reset using the CFGENDO input.
See Chapter 4 Unaligned Data and Mixed-endian Data Support for details of the E bit.
See Miscellaneous signals on page A-10 for details on the CFGENDO signal.

The A bit is set to 1 automatically. It is used to disable imprecise data aborts. It might
not be writable in the Nonsecure state if the AW bit in the SCR register is reset.

2.14.8 The control bits

The bottom eight bits of a PSR are known collectively as the control bits. They are the:
. Interrupt disable bits

. T bit on page 2-32

. Mode bits on page 2-32.

The control bits change when an exception occurs. When the processor is operating in
a privileged mode, software can manipulate these bits.

Interrupt disable bits

The I and F bits are the interrupt disable bits:

. When the I bit is set to 1, IRQ interrupts are disabled.

. When the F bit is set to 1, FIQ interrupts are disabled. FIQ can be nonmaskable
in the Nonsecure state if the FW bit in SCR register is reset.

Note
You can change the SPSR F bit in the Nonsecure state but this does not update the CPSR
if the SCR bit [4] FW does not permit it.
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T bit
The T bit reflects the operating state:

. when the T bit is set to 1, the processor is executing in Thumb state or ThumbEE
state depending on the J bit

. when the T bit is cleared to 0, the processor is executing in ARM state.

Note
Never use an MSR instruction to force a change to the state of the T bit in the CPSR. If
an MSR instruction does try to modify this bit the result is architecturally Unpredictable.
In the processor, this bit is not affected.

Mode bits

M[4:0] are the mode bits. These bits determine the processor operating mode as
Table 2-11 shows.

Table 2-11 PSR mode bit values

M[4:0] Mode Visible state registers
Thumb ARM

b10000  User r0-r7, r8-r123, SP, LR, PC, CPSR r0-r14, PC, CPSR

b10001  FIQ r0—7, 18_fig-r12_fiq?, SP_fiq, 1017, r8_fig-r14_fiq, PC, CPSR, SPSR_fiq
LR_fiq PC, CPSR, SPSR_fiq

b10010 IRQ r0-r7, r8-r122, SP_irq, LR _irq, PC, r0-r12, r13_irq, r14_irq, PC, CPSR, SPSR _irq
CPSR, SPSR _irq

b10011  Supervisor  r0-r7, r8-r122, SP_svc, LR_svc, PC,  r0-r12,r13_svc, r14_svc, PC, CPSR, SPSR_svc
CPSR, SPSR_svc

b10111  Abort r0-17, r8-r122, SP_abt, LR_abt, r0-r12, r13_abt, r14_abt, PC, CPSR, SPSR_abt
PC, CPSR, SPSR_abt

b11011  Undefined r0—r7, r8-r122, SP_und, rO-r12, r13_und, r14_und, PC, CPSR, SPSR_und
LR_und, PC, CPSR, SPSR_und

bl1111  System r0—17, 18-r122, SP, LR, PC, CPSR 10-r14, PC, CPSR

b10110  Secure r0-r7, r8-r122, SP_mon, LR_mon, r0-r12, PC, CPSR, SPSR_mon, r13_mon, r14_mon

Monitor PC, CPSR, SPSR_mon
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a. In Thumb state, access to these registers is limited.

2.14.9 Modification of PSR bits by MSR instructions

In previous architecture versions, MSR instructions can modify the flags byte, bits
[31:24], of the CPSR in any mode, but the other three bytes are only modifiable in
privileged modes.

After the introduction of ARMv6 however, each CPSR bit falls into one of the following
categories:

Bits that are freely modifiable from any mode, either directly by MSR instructions
or by other instructions whose side-effects include writing the specific bit or
writing the entire CPSR.

Bits in Figure 2-12 on page 2-27 that are in this category are:

O < 0O N Z

—  GE[3:0]
— E.

Bits that must never be modified by an MSR instruction, and so must only be written
as a side-effect of another instruction. If an MSR instruction does try to modify
these bits the results are architecturally Unpredictable. In the processor these bits
are not affected.

Bits in Figure 2-12 on page 2-27 that are in this category are J and T.
Bits that can only be modified from privileged modes, and that are completely
protected from modification by instructions while the processor is in User mode.

The only way that these bits can be modified while the processor is in User mode
is by entering a processor exception, as described in Exceptions on page 2-35.

Bits in Figure 2-12 on page 2-27 that are in this category are:
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Only secure privileged modes can write directly to the CPSR mode bits to enter
Monitor mode. If the core is in secure User mode, nonsecure User mode, or
nonsecure privileged modes it ignores changes to the CPSR to enter the Secure
Monitor. The core does not copy mode bits in the SPSR that are changed in the
Nonsecure state, across to the CPSR.

2.14.10 Reserved bits

The remaining bits in the PSRs are unused and reserved. When changing a PSR flag or
control bits, make sure that you do not alter these reserved bits. You must ensure that
your program does not rely on reserved bits containing specific values because future
processors might use some or all of the reserved bits.
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Exceptions occur whenever the processor temporarily halts the normal flow of a
program, for example, to service an interrupt from a peripheral. Before attempting to
handle an exception, the processor preserves the current processor state so the original
program can resume when the handler routine finishes.

If two or more exceptions occur simultaneously, the processor deals with exceptions in
the fixed order given in Exception priorities on page 2-43.

This section provides details of the processor exception handling:

Exception entry and exit summary

Leaving an exception on page 2-36.

Reset on page 2-36

Fast interrupt request on page 2-37
Interrupt request on page 2-37

Aborts on page 2-38

Imprecise data abort mask in the CPSR/SPSR on page 2-40
Software interrupt instruction on page 2-41
Software Monitor Instruction on page 2-41
Undefined instruction on page 2-41
Breakpoint instruction on page 2-42
Exception vectors on page 2-42

Exception priorities on page 2-43

2.15.1 Exception entry and exit summary

Table 2-12 summarizes the PC value preserved in the relevant r14 on exception entry
and the recommended instruction for exiting the exception handler.

Table 2-12 Exception entry and exit

Exception Return instruction Previous state Notes
or entry
ARMr14_x Thumbri4_x
SVC MOVS PC, R14_svc PC+4 PC+2 Where the PC is the address of the SVC, SMC,
or Undefined instruction
SMC MOVS PC, R14_mon PC+4 -
UNDEF MOVS PC, R14_und PC +4 PC+2

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved. 2-35

Non-Confidential



Programmers Model

Table 2-12 Exception entry and exit (continued)

Exception Return instruction Previous state Notes
or entry
ARMr14_x Thumbri4 x

PABT SUBS PC, R14_abt, #4 PC+4 PC+4 Where the PC is the address of instruction
that had the prefetch abort

FIQ SUBS PC, R14_fiq, #4 PC+4 PC+4 Where the PC is the address of the

. instruction that was not executed because

IrRQ SUBS PC, Rl4.irq, #4 PC+4 PC+4 the FIQ or IRQ took priority

DABT SUBS PC, R14_abt, #8 PC+38 PC+8 Where the PC is the address of the load or
store instruction that generated the data
abort

RESET - - - The value saved in r14_svc on reset is
Unpredictable

BKPT SUBS PC, R14_abt, # PC+4 PC+4 Software breakpoint

2.15.2 Leaving an exception

When an exception has completed, the exception handler must move the LR, minus an
offset to the PC. The offset varies according to the type of exception, as Table 2-12 on
page 2-35 shows.

Typically the return instruction is an arithmetic or logical operation with the S bit set to
1 and rd = rl15, so the core copies the SPSR back to the CPSR.

Note

The action of restoring the CPSR from the SPSR, automatically resets the T bit and J
bit to the values held immediately prior to the exception. The A, I, and F bits are also
automatically restored to the value they held immediately prior to the exception.

2.15.3 Reset
When the reset signals, as described in Chapter 10 Clock, Reset, and Power Control, are
driven appropriately a reset occurs, and the processor abandons the executing
instruction.
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When the reset signals are deasserted, the processor:

1. Forces the NS bit in SCR to 0 for secure and CPSR M[4:0] to 5510011 for secure
Supervisor mode.

2. Sets the A, I, and F bits in the CPSR.

3. Clears the CPSR J bit. The CPSR T bit is set based on the state of the CFGTE
input. Other bits in the CPSR are indeterminate.

4. Forces the PC to fetch the next instruction from the reset vector address.

5. Resumes execution in ARM or Thumb state based on the state of the CFGTE
input.

After reset, all register values except the PC and CPSR are indeterminate.

2.15.4 Fast interrupt request

The Fast Interrupt Request (FIQ) exception supports fast interrupts. In ARM state, FIQ
mode has eight private registers to reduce, or even remove the requirement for register
saving. This minimizes the overhead of context switching.

An FIQ is externally generated by taking the nFIQ signal input LOW. The nFIQ input
is registered internally to the processor. It is the output of this register that the processor
control logic uses.

Irrespective of whether exception entry is from ARM state, Thumb state, or Java state,
an FIQ handler returns from the interrupt by executing:

SUBS PC,R14_fiq,#4

You can disable FIQ exceptions within a privileged mode by setting the CPSR F flag.
When the F flag is cleared to 0, the processor checks for a LOW level on the output of
the nFIQ register at the end of each instruction.

The FW bit and FIQ bit in the SCR register configure the FIQ as:
. nonmaskable in Nonsecure state (FW bit in SCR)
. branch to either current FIQ mode or Monitor mode (FIQ bit in SCR).

FIQs and IRQs are disabled when an FIQ occurs. You can use nested interrupts but it is
up to you to save any corruptible registers and to re-enable FIQs and interrupts.
2.15.5 Interrupt request

The IRQ exception is a normal interrupt caused by a LOW level on the nIRQ input. IRQ
has a lower priority than FIQ, and is masked on entry to an FIQ sequence.
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2.15.6 Aboris

Irrespective of whether exception entry is from ARM state, Thumb state, or Java state,
an IRQ handler returns from the interrupt by executing:

SUBS PC,R14_irq,#4

You can disable IRQ exceptions within a privileged mode by setting the CPSR I flag.
When the I flag is cleared to 0, the processor checks for a LOW level on the output of
the nIRQ register at the end of each instruction.

IRQs are disabled when an IRQ occurs. You can use nested interrupts but it is up to you
to save any corruptible registers and to re-enable IRQs.

The IRQ bit in the SCR register configures the IRQ to branch to either the current IRQ
mode or to the Monitor mode.

An abort is an exception that indicates to the operating system that the value associated
with a memory access is invalid. Attempting to access invalid instruction or data
memory typically causes an abort.

An abort is either:

. an internal abort signaled by the MMU

. an internal abort signaled by an error condition in the L1 or L2 cache

. an external abort signaled by the AXI interface because of an AXI error response.

An internal or external abort is either:
. a prefetch abort
. a data abort.

In addition, aborts can be precise or imprecise. A precise abort occurs on the instruction
associated with the access that triggers the abort exception. An imprecise abort can
occur on an instruction subsequent to the instruction associated with the access that
triggers the abort exception.

Note

All aborts from the TLB are internal except for aborts from translation table walks that
are external precise aborts. If the EA bit is 1 for translation aborts, the core branches to
Monitor mode in the same way as it does for all other external aborts. See c/, Secure
Configuration Register on page 3-70.

IRQs are disabled when an abort occurs. When the aborts are configured to branch to
Monitor mode, the FIQ is also disabled.
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Prefetch abort
A prefetch abort is associated with an instruction fetch as opposed to a data access.

When a prefetch abort occurs, the processor marks the prefetched instruction as invalid,
but does not take the exception until it executes the instruction. If the processor does not
execute the instruction, for example because a branch occurs while it is in the pipeline,
the abort does not take place.

After dealing with the cause of the abort, the handler executes the following instruction
irrespective of the processor operating state:

SUBS PC,R14_abt,#4

This action restores both the PC and the CPSR, and retries the aborted instruction.

Data abort
A data abort is associated with a data access as opposed to an instruction fetch.
Data aborts on the processor can be precise or imprecise.

Internal precise data aborts are those generated by data load or store accesses that the
MMU checks:

. alignment faults

. translation faults
. access bit faults

. domain faults

. permission faults.
—— Note

Instruction memory system operations performed with the system control coprocessors
can also generate internal precise data aborts.

Externally generated data aborts can be precise or imprecise. Two separate FSR
encodings indicate if the external abort is precise or imprecise:

. all external aborts to loads or stores to strongly ordered memory are precise
. all external aborts to loads to the Program Counter or the CSPR are precise
. all external aborts on the load part of a SWP are precise

. all other external aborts are imprecise.

External aborts are supported on cacheable locations. The abort is transmitted to the
processor only if the processor requests a word that had an external abort.
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Precise data aborts

The state of the system presented to the abort exception handler for a precise abort is
always the state for the instruction that caused the abort. It cannot be the state for a
subsequent instruction. As a result, it is straightforward to restart the processor after the
exception handler has rectified the cause of the abort.

The processor implements the base restored Data Abort model, which differs from the
base updated Data Abort model implemented by the ARM7TDMI-S processor.

With the base restored Data Abort model, when a data abort exception occurs during the
execution of a memory access instruction, the processor hardware always restores the
base register to the value it contained before the instruction was executed. This removes
the requirement for the Data Abort handler to unwind any base register update, that the
aborted instruction might have specified. This simplifies the software Data Abort
handler. See the ARM Architecture Reference Manual for more information.

After dealing with the cause of the abort, the handler executes the following return
instruction, irrespective of the processor operating state at the point of entry:

SUBS PC,R14_abt,#8

This restores both the PC and the CPSR, and retries the aborted instruction.

Imprecise data aborts

The state of the system presented to the abort exception handler for an imprecise data
abort can be the state for an instruction after the instruction that caused the abort. As a
result, it is not often possible to restart the processor from the point at which the
exception occurred.

Data aborts that occur because of watchpoints are precise.

2.15.7 Imprecise data abort mask in the CPSR/SPSR

An imprecise data abort caused, for example, by an external error on a write that has
been held in a write buffer, is asynchronous to the execution of the causing instruction.
The imprecise data abort can occur many cycles after the instruction that caused the
memory access has retired. For this reason, the imprecise data abort can occur at a time
that the processor is in Abort mode because of a precise data abort, or can have live state
in Abort mode, but be handling an interrupt.

To avoid the loss of the Abort mode state (r14_abt and SPSR_abt) in these cases, that
leads the processor to enter an unrecoverable state, the system must hold the existence
of a pending imprecise data abort until a time when the Abort mode can safely be
entered.
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A mask is included in the CPSR to indicate that an imprecise data abort can be accepted.
This bit is referred to as the A bit. The imprecise data abort causes a data abort to be
taken when imprecise data aborts are not masked. When imprecise data aborts are
masked, then the implementation is responsible for holding the presence of a pending
imprecise data abort until the mask is cleared to 0 and the abort is taken. The A bit is set
to 1 automatically on entry into Abort Mode, IRQ, and FIQ Modes, and on Reset. See
the ARM Architecture Reference Manual for more information.

—— Note

You cannot change the CPSR A bit in the Nonsecure state if the SCR bit [5] is reset. You
can change the SPSR A bit in the Nonsecure state but this does not update the CPSR if
the SCR bit [5] does not permit it.

2.15.8 Software interrupt instruction

You can use the Supervisor Call (SVC) instruction to enter Supervisor mode, usually to
request a particular supervisor function. The SVC handler reads the opcode to extract
the SVC function number. A SVC handler returns by executing the following
instruction, irrespective of the processor operating state:

MOVS PC, R14_svc

This action restores the PC and CPSR, and returns to the instruction following the SVC.
IRQs are disabled when a software interrupt occurs.

2.15.9 Software Monitor Instruction

When the processor executes the Secure Monitor Call (SMC) instruction, the core enters
Monitor mode to request a Monitor function.

— Note
An attempt by a User process to execute an SMC causes an Undefined Instruction
exception.

2.15.10 Undefined instruction

When the processor encounters an instruction that neither it nor any coprocessor in the
system can handle, it takes the Undefined Instruction exception. Software can use this
mechanism to extend the ARM instruction set by emulating Undefined coprocessor
instructions.
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After emulating the failed instruction, the exception handler executes the following
instruction, irrespective of the processor operating state:

MOVS PC,R14_und

This action restores the CPSR and returns to the next instruction after the Undefined
Instruction exception.

IRQs are disabled when an Undefined Instruction exception occurs. See the ARM
Architecture Reference Manual for more information about Undefined instructions.

2.15.11 Breakpoint instruction

A breakpoint, BKPT, instruction operates as though the instruction causes a prefetch
abort. A breakpoint instruction does not cause the processor to take the prefetch abort
exception until the instruction reaches the Execute stage of the pipeline. If the processor
does not execute the instruction, for example because a branch occurs while it is in the
pipeline, the breakpoint does not take place.

After dealing with the breakpoint, the handler executes the following instruction
irrespective of the processor operating state:

SUBS PC,R14_abt,#4
This action restores both the PC and the CPSR, and retries the breakpointed instruction.

Note

If the EmbeddedICE-RT logic is configured into Halting debug-mode, a breakpoint
instruction causes the processor to enter debug state. See Halting debug-mode
debugging on page 12-4.

2.15.12 Exception vectors

The Secure Configuration Register bits [3:1] determine which mode is entered when an
IRQ, a FIQ, or an external abort exception occurs. The CP15 c12, Secure or Nonsecure
Vector Base Address Register and the Monitor Vector Base Address Register define the
base address of the Nonsecure, Secure, and Secure Monitor vector tables. If high vectors
are enabled using CP15 c1 bit[13], the base address of the Nonsecure and Secure vector
tables is OxFFFF0000, regardless of the value of these registers. Enabling high vectors has
no effect on the Secure Monitor vector addresses.
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2.15.13 Exception priorities

When multiple exceptions arise at the same time, a fixed priority system determines the
order that they are handled. Table 2-13 shows the order of exception priorities.

Table 2-13 Exception priorities

Priority Exception

Highest 1  Reset

2 Precise data abort

3  FIQ

4 IRQ

5  Prefetch abort

6  Imprecise data abort

Lowest 7  BKPT
Undefined instruction
SvC
SMC

Some exceptions cannot occur together:

. The BKPT, Undefined instruction, SMC, and SVC exceptions are mutually
exclusive. Each corresponds to a particular, non-overlapping, decoding of the
current instruction.

. When FIQs are enabled, and a precise data abort occurs at the same time as an
FIQ, the processor enters the Data Abort handler, and proceeds immediately to
the FIQ vector.

A normal return from the FIQ causes the Data Abort handler to resume execution.
Precise data aborts must have higher priority than FIQs to ensure that the transfer
error does not escape detection. You must add the time for this exception entry to
the worst-case FIQ latency calculations in a system that uses aborts to support
virtual memory.

The FIQ handler must not access any memory that can generate a data abort,
because the initial Data Abort exception condition is lost if this happens.
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Note

If the data abort is a precise external abort and bit [3] EA of SCR is set to 1, the
processor enters Monitor mode where aborts and FIQs are disabled automatically.
Therefore the processor does not proceed to FIQ vector afterwards.
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2.16 Software consideration for Security Extensions

The Monitor mode is responsible for the switch from one state to the other. You must
only modify the SCR in Monitor mode.

The recommended way to return to the Nonsecure state is to:
. set the NS bit to 1 in the SCR
. execute a MOVS or SUBS.

All ARM implementations ensure that the processor cannot execute the prefetched
instructions that follow MOVS, SUBS, or equivalents, with secure access permissions.

It is strongly recommended that you do not use an MSR instruction to switch from the
Secure to the Nonsecure state. There is no guarantee enforced in the architecture that,
after the NS bit is set to 1 in Monitor mode, an MSR instruction avoids execution of
prefetched instructions with secure access permission. This is because the processor
prefetches the instructions that follow the MSR with secure privileged permissions. This
might form a security hole in the system if the prefetched instructions then execute in
the Nonsecure state.

If the prefetched instructions are in nonsecure memory, with the MSR at the boundary
between secure and nonsecure memory, they might be corrupted when giving secure
information to the Nonsecure state.

To avoid this problem with the MSR instruction, you can use an IMB sequence shortly after
the MSR. If you use the IMB sequence you must ensure that the instructions executed after
the MSR and before the IMB do not leak any information to the Nonsecure state and do not
rely on the secure permission level.

It is strongly recommended that you do not set the NS bit to 1 in privileged modes other
than in Monitor mode. If you do so, you face the same problem as a return to the
Nonsecure state with the MSR instruction. To avoid leakage after an MSR instruction, use
an IMB sequence.

To enter the Secure Monitor, the processor executes the following instruction:

SMC {<cond>} <imm4>

where:
<cond> Is the condition that the processor executes the SMC.
<imm4> The processor ignores this 4-bit immediate value, but the Secure Monitor

can use it to determine the service to provide.

To return from the Secure Monitor, the processor executes the following instruction:

MOVS PC, R14_mon
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2.17 Hardware consideration for Security Extensions

This section describes the following:

. System boot sequence
. Security Extensions write access disable on page 2-47
. Secure monitor bus on page 2-47.

2.17.1 System boot sequence

Caution

Security Extensions computing enable a secure software environment. The technology
does not protect the processor from hardware attacks, and you must make sure that the
hardware containing the boot code is appropriately secure.

The processor always boots in the privileged Supervisor mode in the Secure state, that
is the NS bit is 0. This means that code not written for Security Extensions always run
in the Secure state, but has no way to switch to the Nonsecure state. Because the Secure
and Nonsecure states mirror each other, this secure operation does not affect the
functionality of code not written for Security Extensions. Peripherals boot in the Secure
state.

The secure OS code at the reset vector must:

1. Initialize the secure OS. This includes normal boot actions such as:

a. Generate translation tables and switch on the MMU if the design uses
caches or memory protection.

b. Switch on the stack.

c. Set up the run time environment and program stacks for each processor
mode.
2. Initialize the Secure Monitor. This includes such actions as:

a. Allocate scratch work space.

b. Set up the Secure Monitor stack pointer and initialize its state block.

3. Program the partition checker to allocate physical memory available to the
nonsecure OS.

4. Yield control to the nonsecure OS with an SMC instruction. The nonsecure OS
boots after this.

The overall security of the software relies on the security of the boot code along with
the code for the Secure Monitor.

2-46 Copyright © 2006-2009 ARM Limited. All rights reserved. ARM DDI 0344J
Non-Confidential Unrestricted Access



Programmers Model

2.17.2 Security Extensions write access disable

The processor pin CP15SDISABLE disables write access to certain registers in the
system control coprocessor. Attempts to write to these registers when
CP15SDISABLE is HIGH result in an Undefined Instruction exception. Reads from
the registers are still permitted. See Chapter 3 System Control Coprocessor for more
information about the registers affected by this pin.

A change to the CP15SDISABLE pin takes effect on the instructions decoded by the
processor as quickly as practically possible. Software must perform an ISB instruction,
after a change to this pin on the boundary of the macrocell, to ensure that its effect is
recognized for following instructions. It it is expected that:

. control of the CP15SDISABLE pin remains within the SoC that embodies the
macrocell

. the CP15SDISABLE pin is cleared to logic 0 by the SoC hardware at reset.

You can use the CP15SDISABLE pin to disable subsequent access to the system
control processor registers after the secure boot code runs and protect the configuration
that the secure boot code applies.

Note

The register accesses affected by the CP1SSDISABLE pin are only accessible in secure
privileged modes.

2.17.3 Secure monitor bus

The SECMONOUT bus exports a set of signals from the processor.

—— Caution

You must ensure that the SECMONOUT signals do not compromise the security of the
processor.

The SECMONOUTEN input enables the security monitor output
SECMONOUT[86:0]. The SECMONOUTEN signal is sampled at reset. Any change
to the state of this pin during functional operation is ignored.

See Appendix A Signal Descriptions for a list of signals that appear on the secure
monitor bus SECMONOUT[86:0].

SECMONOUT protocol
The following pseudo code shows the protocol of SECMONOUT[86:0].
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if SECMONOUTEN = 0 at reset, then
SECMONOUT[86:0] holds its value
else if SECMONOUTEN = 1 at reset, then

if SECMONOUTI[86] = 1, then

valid L1 data address present on SECMONOUT[59:40]
else

invalid L1 data address

if SECMONOUTI[85] = 1, then

valid exception data present on SECMONOUT[64:60]
else

invalid exception data

if SECMONOUT[82] = 1, then
valid pipeline 1 instruction address on SECMONOUT[39:20]
valid pipeline 1 condition code fail on SECMONOUT[84]
else
invalid instruction or condition code in pipeline 1

if SECMONOUT[81] = 1, then
valid pipeline @ instruction address on SECMONOUT[19:0]
valid pipeline @ condition code fail on SECMONOUT([83]
else
invalid instruction or condition code in pipeline @

any change of state is exported for the following pins:
SECMONOUTI80] DMB or DWB executed
SECMONOUTI[79] IMB executed
SECMONOUTJ78] instruction caches at all Tlevels enabled if set
to 1 or disabled if cleared to 0
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2.18 Control coprocessor

The processor does not have an external coprocessor interface but it does implement
two internal coprocessors, CP14 and CP15.

The CP15 coprocessor is also known as the system control coprocessor and is used to
control and provide status information for the functions implemented in the processor.

See Chapter 3 System Control Coprocessor for more information on the system control
COpProcessor.

The CP14 coprocessor is also known as the debug coprocessor and is used for various
debug functions. See Chapter 12 Debug for more information on the debug coprocessor.
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Chapter 3
System Control Coprocessor

This chapter describes the purpose of the system control coprocessor, its structure,
operation, and how to use it. It contains the following sections:

. About the system control coprocessor on page 3-2
. System control coprocessor registers on page 3-9.
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3.1

3.1.1

About the system control coprocessor

This section gives an overall view of the system control coprocessor. See System control
coprocessor registers on page 3-9 for detail of the registers in the system control
COprocessor.

The purpose of the system control coprocessor, CP15, is to control and provide status
information for the functions implemented in the processor. The main functions of the
system control coprocessor are:

. overall system control and configuration

. cache configuration and management

. Memory Management Unit (MMU) configuration and management
. preloading engine for L2 cache

. system performance monitoring.

The system control coprocessor does not exist in a distinct physical block of logic.

The following CP15 instructions are valid NOP instructions:

MCR p15, 0, <Rd>, c7, c@, 4 ; NOP (wait-for-interrupt, replaced by WFI
; instruction)

At reset, the following CP15 instructions are valid NOP instructions. This behavior is
strongly recommended for best performance. Following reset, software can configure
the instructions to operate in the traditional manner by programming the Auxiliary
Control Register. See c!, Auxiliary Control Register on page 3-61 for more details.

MCR p15, 0, <Rd>, c7, c5, 6 ; NOP (invalidate entire branch predictor array)
MCR p15, 0, <Rd>, c7, c5, 7 ; NOP (invalidate branch predictor array line by
; MVA)

System control coprocessor functional groups

The system control coprocessor is a set of registers that you can write to and read from.
Some of the registers permit more than one type of operation. The functional groups for
the registers are:

. System control and configuration on page 3-5

. MMU control and configuration on page 3-7

. Cache control and configuration on page 3-7

. L2 cache preload engine control and configuration on page 3-7
. System performance monitor on page 3-8

. Array debug on page 3-8.
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The system control coprocessor controls the Security Extensions operation of the
processor:

. some of the registers are only accessible in the Secure state

. some of the registers are banked for Secure and Nonsecure states
. some of the registers are common to Secure and Nonsecure states.
— Note

When Monitor mode is active, the core is in the Secure state. The processor treats all
accesses as secure and the system control coprocessor behaves as if it operates in the
Secure state regardless of the value of the NS bit, see c1, Secure Configuration Register
on page 3-70. In Monitor mode the NS bit defines which copies of the banked registers
in the system control coprocessor the processor can access:

NS=0
NS=1 Access to Nonsecure state CP15 registers.

Access to Secure state CP15 registers.

Registers that are only accessible in the Secure state are always accessible in Monitor
mode, regardless of the value of the NS bit.

Table 3-1 shows the overall functionality of the system control coprocessor registers.

Table 3-1 System control coprocessor register functions

Function Register/operation

Reference to description

System control Control

cl, Control Register on page 3-58

and configuration
Auxiliary Control

Secure Configuration

Secure Debug Enable

cl, Auxiliary Control Register on page 3-61
cl, Secure Configuration Register on page 3-70

cl, Secure Debug Enable Register on page 3-72

Nonsecure Access Control

cl, Nonsecure Access Control Register on page 3-73

Coprocessor Access Control

cl, Coprocessor Access Control Register on page 3-67

Secure or Nonsecure Vector Base
Address

cl2, Secure or Nonsecure Vector Base Address Register on
page 3-152

Monitor Vector Base Address

c12, Monitor Vector Base Address Register on page 3-154

Main ID Register?

Silicon ID Register

c0, Main ID Register on page 3-25

0, Silicon ID Register on page 3-53

Product Features

c0, Memory Model Feature Register 0 on page 3-35 - c0,
Instruction Set Attributes Registers 5-7 on page 3-52
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Table 3-1 System control coprocessor register functions (continued)

Function Register/operation

Reference to description

MMU controland ~ TLB Type

c0, TLB Type Register on page 3-28

configuration
Translation Table Base 0

c2, Translation Table Base Register 0 on page 3-75

Translation Table Base 1

c2, Translation Table Base Register 1 on page 3-77

Translation Table Base Control

c2, Translation Table Base Control Register on page 3-79

Domain Access Control

Data Fault Status

¢3, Domain Access Control Register on page 3-81

¢5, Data Fault Status Register on page 3-83

Auxiliary Fault Status

¢S5, Auxiliary Fault Status Registers on page 3-87

Instruction Fault Status

c6, Instruction Fault Address Register on page 3-88

Instruction Fault Address

c6, Instruction Fault Address Register on page 3-88

Data Fault Address

¢6, Data Fault Address Register on page 3-87

TLB Operations

Memory region remap

¢8, TLB operations on page 3-99

c10, Memory Region Remap Registers on page 3-131

Context ID cl3, Context ID Register on page 3-160
FCSE PID cl3, FCSE PID Register on page 3-157
Thread and Process ID c13, Thread and Process ID Registers on page 3-161

Cachecontroland  Cache Type

c0, Cache Type Register on page 3-26

configuration
Cache Level Identification c0, Cache Level ID Register on page 3-52
Cache Size Identification c0, Cache Size Identification Registers on page 3-54
Cache Size Selection c0, Cache Size Selection Register on page 3-57
Cache operations c7, Cache operations on page 3-89
L2 cache PLE Identification and Status cll1, PLE Identification and Status Registers on page 3-137
PreLoad Engine
(PLE) control and PLE User Accessibility cll, PLE User Accessibility Register on page 3-139
configuration PLE Channel Number cl1, PLE Channel Number Register on page 3-141
PLE Enable cl1, PLE enable commands on page 3-142
PLE Control cll, PLE Control Register on page 3-143
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Table 3-1 System control coprocessor register functions (continued)

Function Register/operation Reference to description
L2 cache PLE PLE Internal Start Address cll, PLE Internal Start Address Register on page 3-146
control and
configuration PLE Internal End Address cll, PLE Internal End Address Register on page 3-148
PLE Channel Status cll, PLE Channel Status Register on page 3-149
PLE Context ID cll, PLE Context ID Register on page 3-151

L1 instruction
and data cache,
and TLB Debug

L1 instruction and data cache, BTB,  c15, LI system array debug data registers on page 3-162
GHB, and TLB Debug

L2 unified cache L2 unified cache cl5, L2 system array debug data registers on page 3-177
System Performance monitoring ¢9, Performance Monitor Control Register on page 3-101 -
performance c9, Interrupt Enable Clear Register on page 3-119
monitor

a. Returns device ID code.

3.1.2 System control and configuration

The purpose of the system control and configuration registers is to provide overall
management of:

Security Extensions behavior

memory functionality

interrupt behavior

exception handling

program flow prediction

coprocessor access rights for CPO-CP13.

The system control and configuration registers also provide the processor ID. Some of
the functionality depends on how you set external signals at reset.

System control and configuration behaves in three ways:

as a set of flags or enables for specific functionality
as a set of numbers, values that indicate system functionality
as a set of addresses for processes in memory.
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Security Extensions write access disable

The processor supports a primary input pin, CP15SDISABLE, to disable write access
to the CP15 registers.

When the CP15SDISABLE input is set to 1, any attempt to write to the secure version
of the banked register, NS-bit is 0, or any non-banked register, NS-state is 0 results in
an Undefined Instruction exception.

Changes in the pin on an instruction boundary occur as quickly as practically possible
after a change to this pin. Software must perform a IMB after a change to this pin has
occurred on the boundary of the macros to ensure that its effects are recognized on
following instructions.

Atreset, it is expected that this pin is set to logic 0 by the SoC hardware. Control of this
pin is expected to remain within the SoC chip that implements the processor.

Table 3-2 shows the CP15 registers affected by the primary input pin,
CP15SDISABLE.

Table 3-2 CP15 registers affected by CP15SDISABLE

Register Instruction
Control Register MCR p15, @, <Rd>, cl, c0, 0
Translation Table Base 0 MCR p15, @, <Rd>, c2, c0, 0

Translation Table Control Register ~ MCR pl15, @, <Rd>, c2, 0, 2

Domain Access Control MCR p15, @, <Rd>, c3, 0, 0

Primary Region Remap MCR p15, 0, <Rd>, c10, c2, 0

Normal Memory Region Remap MCR p15, 0, <Rd>, c10, c2, 1

Vector Base MCR pl15, @, <Rd>, cl2, c0, @
Monitor Base MCR p15, @, <Rd>, c12, c0, 1
FCSE MCR p15, @, <Rd>, c13, c0, 0
Array operations MCR p15, @, <Rd>, cl15, c@-15, 0-7

MRC p15, @, <Rd>, cl15, c@-15, 0-7
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3.1.3 MMU control and configuration

The purpose of the MMU control and configuration registers is to:

allocate physical address locations from the Virtual Addresses (VAs) that the
processor generates

control program access to memory

configure translation table memory type attributes
detect MMU faults and external aborts

translate and lock translation table walk entries

hold thread and process IDs.

3.1.4  Cache control and configuration

The purpose of the cache control and configuration registers is to:

provide information on the size and architecture of the instruction and data caches

control cache maintenance operations that include clean and invalidate caches,
drain and flush buffers, and address translation

override cache behavior during debug or interruptible cache operations.

3.1.5 L2 cache preload engine control and configuration

The purpose of the L2 cache PLE control and configuration control registers is to:

enable software to control transfers to or from the L2 RAM
transfer large blocks of data

determine accessibility

select the PLE channel.

Code can execute several PLE operations while in User mode if these operations are
enabled by the PLE User Accessibility Register.

If the PLE control registers attempt to execute a privileged operation in User mode, the
processor takes an Undefined instruction trap.

The PLE control registers operation specifies the block of data for transfer, the location
of the transfer, and the direction of the PLE. See L2 PLE on page 8-6 for more
information on the operation.
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3.1.6  System performance monitor
The purpose of the performance monitor registers is to:
. control the monitoring operation
. count events.
System performance monitoring counts system events, such as cache misses, TLB
misses, pipeline stalls, and other related features to enable system developers to profile
the performance of their systems. It can generate interrupts when the number of events
reaches a given value.
3.1.7  Array debug
The purpose of array debug is to enable debug of the Cortex-A8 processor by accessing
data, only in a secure state and privilege state, in the following arrays:
. Ll1:
— instruction and data cache data RAMs
— instruction and data cache tag RAMs
—  TLB entries
—  branch predictor arrays.
. L2 cache RAMs
. parity error detection registers.
You can use the registers to observe the contents of the cache without executing a load
or store instruction to debug:
. frequency issues
. Real Time Operating System (RTOS).
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3.2  System control coprocessor registers

This section describes all the registers in the system control coprocessor. The section
presents a summary of the registers and descriptions in register order of CRn,
Opcode_1, CRm, Opcode_2.

See the ARM Architecture Reference Manual for more information on using system
control coprocessors and the general method on how to access CP15 registers.

3.21 Register allocation

Table 3-3 shows a summary the register allocation and reset values of the system control
coprocessor where:

CRni

s the register number within CP15

Opl is the Opcode_1 value for the register

CRm is the operational register

Op2 is the Opcode_2 value for the register

Security state can be Secure, S, or Nonsecure, NS, and is:

B, registers banked in Secure and Nonsecure states. If the registers are not
banked then they are common to Secure or Nonsecure states or only
accessible in one state.

NA, no access

RO, read-only access

RO, read-only access in privileged modes only

R/W, read/write access

R/W, read/write access in privileged modes only

WO, write-only access

WO, write-only access in privileged modes only

X, access depends on another register or external signal.

Table 3-3 Summary of CP15 registers and operations

Register or

CRn Opi1 CRm Op2 . Security state Reset value Page
operation
NS S

c0 0 c0 {0,4,6-7}  Main ID RO RO 0x413FC082 page 3-25

1 Cache Type RO RO page 3-26

0x82048004
2 TCM Type RO RO 0x00000000 page 3-27
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst_er or Security state Reset value Page
operation
NS S
3 TLB Type RO RO 0x00202001 page 3-28
5 Multiprocessor ID RO RO 0x00000000 page 3-29
cl 0 Processor Feature 0 RO RO page 3-30
0x00001131
1 Processor Feature 1 RO RO 0x00000011 page 3-31
2 Debug Feature 0 RO RO 0x00010400 or  page 3-33
0x00000400

3 Auxiliary Feature 0 RO RO 0x00000000 page 3-34

4 Memory Model RO RO 0x01100003 page 3-35
Feature 0

5 Memory Model RO RO 0x20000000 page 3-37
Feature 1

6 Memory Model RO RO 0x01202000 page 3-39
Feature 2

7 Memory Model RO RO 0x00000211 page 3-41
Feature 3

c2 0 Instruction Set RO RO 0x00101111 page 3-43

Attribute 0

1 Instruction Set RO RO 0x13112111 page 3-44
Attribute 1

2 Instruction Set RO RO 0x21232031 page 3-46
Attribute 2

3 Instruction Set RO RO 0x11112131 page 3-48
Attribute 3

4 Instruction Set RO RO 0x00011142 page 3-50
Attribute 4

5-7 Instruction Set RO RO 0x00000000 page 3-52
Attribute 5-7

3-10 Copyright © 2006-2009 ARM Limited. All rights reserved. ARM DDI 0344J

Non-Confidential

Unrestricted Access



System Control Coprocessor

Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst.er or Security state Reset value Page
operation
NS S
c3-c7 0-7 Reserved for RO RO 0x00000000 -
Feature ID
Registers
c8-cl5 0-7 Undefined - - - -
1 c0 0 Cache Size RO RO Unpredictable  page 3-54
Identification
1 Cache Level ID RO RO 0x0A000023 or  page 3-52
0x0A000003
2-6 Undefined - - - -
7 Silicon ID RO RO a page 3-53
cl-cl5 0-7 Undefined - - - -
2 c0 0 Cache Size R/W R/W, B Unpredictable  page 3-57
Selection
1-7 Undefined - - - -
cl-cl5 0-7 Undefined - - - -
3-7 c0-c15 0-7 Undefined - - - -
cl 0 c0 0 Control R/W R/W, Bb, 0x00C50078¢ page 3-58
X
1 Auxiliary Control B B 0x00000002 page 3-61
2 Coprocessor R/W R/W 0x00000000 page 3-67
Access Control
3-7 Undefined - - - -
cl 0 Secure NA R/W 0x00000000 page 3-70
Configuration
1 Secure Debug NA R/W 0x00000000 page 3-72
Enable
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst_er or Security state Reset value Page
operation
NS S
2 Nonsecure Access RO R/W 0x00000000 page 3-73
Control
3-7 Undefined - - - -
c2-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
c2 0 c0 0 Translation Table R/W R/W, B, X  Unpredictable page 3-75
Base 0
1 Translation Table R/W R/W, B Unpredictable  page 3-77
Base 1
2 Translation Table R/W R/W, B, X  Unpredictable page 3-79
Base Control
3-7 Undefined - - - -
cl-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
c3 0 c0 0 Domain Access R/W R/W,B, X  Unpredictable page 3-81
Control
1-7 Undefined - - - -
cl-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
c4 0-7 c0-c15 0-7 Undefined - - - -
cS 0 c0 0 Data Fault Status R/W R/W, B Unpredictable  page 3-83
1 Instruction Fault R/W R/W, B Unpredictable  page 3-85
Status
2-7 Undefined - - - -
cl 0 Data Auxiliary R/W R/W, B Unpredictable  page 3-87
Fault Status
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst.er or Security state Reset value Page
operation
NS S
1 Instruction R/W R/W, B Unpredictable  page 3-87
Auxiliary Fault
Status
cl 2-7 Undefined - - - -
c2-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
c6 0 c0 0 Data Fault Address R/W R/W, B Unpredictable  page 3-87
1 Undefined - - - -
2 Instruction Fault R/W R/W, B Unpredictable  page 3-88
Address
3-7 Undefined - - - -
cl-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
c7 0 c0 0-3 Undefined - - - -
4 NOP (WFI) WO WO - page 3-2
5-7 Undefined - - - -
cl-c3 0-7 Undefined - - - -
c4 0 Physical Address R/W R/W, B 0x00000000 page 3-93
1-7 Undefined - - - -
c5 0 Invalidate all WO WO - page 3-89
instruction caches
to point of
unification
1 Invalidate WO wO - page 3-89

instruction cache
line to point of
unification
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst_er or Security state Reset value Page
operation
NS S
2-3 Undefined - - - -
4 Flush Prefetch WO WO - page 3-89
Buffer
5 Undefined - - - -
6 NOP (Invalidate WO WO - page 3-2
entire branch
predictor array)
7 NOP (Invalidate WO WO - page 3-2
branch predictor
array line by MVA)
c6 0 Undefined - - - -
1 Invalidate data WO WO - page 3-89
cache line to point
of coherency by
MVA
2 Invalidate data WO wO - page 3-89
cache line by set
and way
3-7 Undefined - - - -
c7 0-7 Undefined - - - -
c8 0-3 VA to PA WO wO - page 3-97
translation in the
current state
4-7 VA to PA NA wO - page 3-97
translation in the
other state
c9 0-7 Undefined - - - -
cl0 0 Undefined - - - -
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2

Register or
operation

Security state

NS

S

Reset value Page

Clean data cache
line to point of

coherency by MVA

WO

wO

- page 3-89

Clean data cache

line by set and way

WO

wO

- page 3-89

Undefined

Data
Synchronization
Barrier

WO

WO

- page 3-98

Data Memory
Barrier

WO

WO

- page 3-99

6-7

Undefined

cll 0

Undefined

Clean data cache
line to point of
unification by
MVA

WO

WO

- page 3-89

2-7

Undefined

cl2-c13  0-7

cl4 0

Undefined

Undefined

Clean and
invalidate data
cache line to point
of coherency by
MVA

WO

wO

- page 3-89

Clean and
invalidate data
cache line by set
and way

WO

wO

- page 3-89

3-7

Undefined
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm

Op2

Register or
operation

Security state

NS

S

Reset value

Page

cl5

1-7 c0-c15

Undefined

Undefined

c8 0 c0-c4

Undefined

c5

Invalidate
Instruction TLB
unlocked entries

WO

WO, B

page 3-99

Invalidate
Instruction TLB
entry by MVA

Invalidate
Instruction TLB
entry on ASID
match

wO

WO

WO, B

WO, B

page 3-99

page 3-99

3-7

Undefined

c6

Invalidate Data
TLB unlocked
entries

WO

WO, B

page 3-99

Invalidate Data
TLB entry by MVA

WO

WO, B

page 3-99

Invalidate Data
TLB entry on ASID
match

WO

WO, B

page 3-99

3-7

Undefined

c7

Invalidate unified
TLB unlocked
entries

WO

WO, B

page 3-99

Invalidate unified
TLB entry by MVA

wO

WO, B

page 3-99
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst.er or Security state Reset value Page
operation
NS S
2 Invalidate unified WO WO, B - page 3-99
TLB entry on ASID
match
3-7 Undefined - - - -
c8-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
c9 0 c0-cl11 0-7 Undefined - - - -
cl2 0 Performance R/W, X R/W,X 0x41002000 page 3-101
Monitor Control
1 Count Enable Set R/W, X R/W,X 0x00000000 page 3-103
2 CountEnableClear R/W,X R/W, X 0x00000000 page 3-104
3 Overflow Flag R/W,X R/W, X 0x00000000 page 3-106
Status
4 SoftwareIncrement R/W, X R/W, X 0x00000000 page 3-107
5 Performance R/W,X R/W, X Unpredictable  page 3-108
Counter Selection
6-7 Undefined - - - -
cl3 0 Cycle Count R/W, X R/W,X 0x00000000 page 3-110
1 Event Selection R/W, X R/W,X Unpredictable  page 3-110
2 Performance R/W, X R/W,X 0x00000000 page 3-116
Monitor Count
3-7 Undefined - - - -
cl4 0 User Enable R/W R/W 0x00000000 page 3-117
1 Interrupt Enable R/W R/W 0x00000000 page 3-118
Set
2 Interrupt Enable R/W R/W 0x00000000 page 3-119
Clear
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst_er or Security state Reset value Page
operation
NS S
3-7 Undefined - - - -
cl5 0-7 Undefined - - - -
1 c0 0 L2 Cache R/W R/W 0x00000000 page 3-121
Lockdown
1 Undefined - - - -
2 L2 Cache Auxiliary RO R/W 0x00000042 page 3-124
Control
3-7 Undefined - - - -
cl-cl5 0-7 Undefined - - - -
2-7 c0-c15 0-7 Undefined - - - -
cl0 0 c0 0 Data TLB R/W R/W 0x00000000 page 3-128
Lockdown Register
1 Instruction TLB R/W R/W 0x00000000 page 3-128
Lockdown Register
2-7 Undefined - - - -
cl 0 Data TLB Preload WO WO - page 3-130
1 Instruction TLB WO WO - page 3-130
Preload
2-7 Undefined - - - -
c2 0 Primary Region R/W R/W,B, X  0x00098AA4 page 3-131
Remap Register
1 Normal Memory R/W R/W,B, X  0x44E048E0 page 3-131
Remap Register
2-7 Undefined - - - -
c3-cl5 0-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst.er or Security state Reset value Page
operation
NS S
cll 0 c0 0 PLE Identification RO, X RO 0x000000034 page 3-137
and Status
1 Undefined - - - -
2-3 PLE Identification =~ RO,X RO 0x00000000d page 3-137
and Status
4-7 Undefined - - - -
cl 0 PLE User R/W, X R/W 0x00000000 page 3-139
Accessibility
1-7 Undefined - - - -
c2 0 PLE Channel R/W, R/W, X Unpredictable  page 3-141
Number X
1-7 Undefined - - - -
c3 0-2 PLE enable WO, X WO, X - page 3-142
3-7 Undefined - - - -
c4 0 PLE Control R/W, R/W, X Unpredictable  page 3-143
X
1-7 Undefined - - - -
¢S 0 PLE Internal Start R/W, R/W, X Unpredictable  page 3-146
Address X
1-7 Undefined - - - -
c6 0-7 Undefined - - - -
c7 0 PLE Internal End R/W, R/W, X Unpredictable  page 3-148
Address X
1-7 Undefined - - - -
c8 0 PLE Channel RO, X RO, X 0x00000000 page 3-149
Status
1-7 Undefined - - - -

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved.

Non-Confidential



System Control Coprocessor

Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst_er or Security state Reset value Page
operation
NS S
c9-14 0-7 Undefined - - - -
cl5 0 PLE Context ID R/W,X R/W Unpredictable  page 3-151
cll 0 cl5 1-7 Undefined - - - -
1-7 c0-c15 0-7 Undefined - - - -
cl2 0 c0 0 Secure or R/W R/W,B,X  0x00000000 page 3-152
Nonsecure Vector
Base Address
1 Monitor Vector NA R/W, X 0x00000000 page 3-154
Base Address
2-7 Undefined - - - -
cl 0 Interrupt Status RO RO 0x00000000° page 3-156
1-7 Undefined - - - -
c2-15 0-7 Undefined - - - -
1-7 c0-15 0-7 Undefined - - - -
cl3 0 c0 0 FCSE PID R/W R/W,B,X  0x00000000 page 3-157
1 Context ID R/W R/W, B Unpredictable  page 3-160
2 User read/write R/W R/W,B Unpredictable ~ page 3-161
Thread and Process
ID
3 User read-only R/W, R/W, RO,  Unpredictable page 3-161
Thread and Process RO Bf
ID
4 Privileged only R/W R/W, B Unpredictable  page 3-161
Thread and Process
ID
5-7 Undefined - - - -
cl-cl5 0-7 Undefined - - - -
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst.er or Security state Reset value Page
operation
NS S
1-7 c0-c15 0-7 Undefined - - - -
cl4 0-7 c0-c15 0-7 Undefined - - - -
cls 0 c0 0 D-L1 Data 0 NA R/W Unpredictable  page 3-162
Register
1 D-L1 Data 1 NA R/W Unpredictable  page 3-162
Register
2 D-TLB CAM write  NA wO - page 3-168
operation
3 D-TLB ATTR NA wO - page 3-168
write operation
4 D-TLB PA write NA WO - page 3-168
operation
5 D-HVAB write NA wO - page 3-171
operation
6 D-Tag write NA WO - page 3-172
operation
7 D-Data write NA WO - page 3-173
operation
cl 0 I-L1 Data 0 NA R/W Unpredictable  page 3-162
Register
1 I-L1 Data 1 NA R/W Unpredictable  page 3-162
Register
2 I-TLB CAM write ~ NA wO - page 3-168
operation
3 I-TLB ATTR write =~ NA wO - page 3-168
operation
4 I-TLB PA write NA wO - page 3-168
operation
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst_er or Security state Reset value Page
operation
NS S

5 I-HVAB write NA WO page 3-171
operation

6 I-Tag write NA WO page 3-172
operation

7 I-Data write NA WO page 3-173
operation

c2 0-1 Undefined - - -

2 D-TLB CAMread NA WO page 3-168
operation

3 D-TLB ATTRread NA WO page 3-168
operation

4 D-TLB PA read NA WO page 3-168
operation

5 D-HVAB read NA WO page 3-171
operation

6 D-Tag read NA WO page 3-172
operation

7 D-Data read NA WO page 3-173
operation

c3 0-1 Undefined NA - -

2 I-TLB CAM read NA wO page 3-168
operation

3 I-TLB ATTR read NA wO page 3-168
operation

4 I-TLB PA read NA wO page 3-168
operation

5 I-HVAB read NA wO page 3-171
operation
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Table 3-3 Summary of CP15 registers and operations (continued)

CRn Op1 CRm Op2 Reglst.er or Security state Reset value Page
operation
NS S
6 I-Tag read NA WO - page 3-172
operation
7 I-Data read NA WO - page 3-173
operation
c4 0-7 Undefined - - - -
¢S5 0-1 Undefined - - - -
2 GHB write NA WO - page 3-176
operation
3 BTB write NA WO - page 3-175
operation
4-7 Undefined - - - -
c6 0-7 Undefined - - - -
c7 0-1 Undefined - - - -
2 GHB read NA WO - page 3-176
operation
3 BTB read operation NA WO - page 3-175
4-7 Undefined - - - -
c8 0 L2 Data 0 Register ~ NA R/W Unpredictable  page 3-177
1 L2 Data 1 Register ~ NA R/W Unpredictable  page 3-177
2 L2 tag, L2 valid NA wO - page 3-182
write operation
3 L2 data, L2 dirty NA WO - page 3-182
write operation
4 L2 parity and ECC ~ NA WO - page 3-180
write operation
5 L2 Data 2 Register ~ NA R/W Unpredictable  page 3-177
6-7 Undefined - - - -

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved.

Non-Confidential

3-23



System Control Coprocessor

Table 3-3 Summary of CP15 registers and operations (continued)

Register or

CRn Op1 CRm Op2 . Security state Reset value Page
operation
NS S
c9 0-1 Undefined - - -
2 L2 tag, L2 valid NA WO page 3-182
read operation
3 L2 data, L2 dirty NA WO page 3-182
read operation
4 L2 parity and ECC ~ NA WO page 3-180
read operation
5-7 Undefined - - -
cl0-c15 0-7 Undefined - - -
1-7 c0-c15 0-7 Undefined - - -
a. Reset value depends on external signals, that is, SILICONID[31:0].
b. Some bits in this register are banked and some are secure modify only.
c. Reset value depends on external signals, that is, VINITHI, CFGTE, and CFGNMFI. The value shown in this table assumes

these signals are set to zero.
d. Reset value depends on the number of PLE channels implemented.
Reset value depends on external signals, that is, nFIQ and nIRQ. The value shown in this table assumes these signals are set

to zero.

This register is read/write in privileged modes and read-only in User mode.
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3.2.2 c0, Main ID Register

System Control Coprocessor

The purpose of the Main ID Register is to return the device ID code that contains
information about the processor.

The Main ID Register is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-1 shows the bit arrangement of the Main ID Register.

31 24 23 2019 1615 4 3 0
Implementor Variant  [Architecture Primary part number Revision
Figure 3-1 Main ID Register format
The contents of the Main ID Register depend on the specific implementation. Table 3-4
shows how the bit values correspond with the Main ID Register functions.
Table 3-4 Main ID Register bit functions
Bits Field Function

[31:24] Implementor

[23:20]  Variant

Indicates the implementor, ARM:
0x41.

Indicates the variant number, or major revision, of the processor:
0x3.

[19:16]  Architecture

Indicates that the architecture is given in the feature registers:
OxF.

[15:4] Primary part number Indicates the part number, Cortex-AS:
0xC08.
[3:0] Revision Indicates the revision number, or minor revision, of the processor:
0x2.
Note

If an Opcode_2 value corresponding to an non-implemented or reserved ID register
with CRm equal to c0 and Opcode_1 = 0 is encountered, the system control coprocessor
returns the value of the Main ID Register.
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Table 3-5 shows the results of attempted access for each mode.

Table 3-5 Results of access to the Main ID Register2

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Main ID Register, read CP15 with:
MRC pl5, 0, <Rd>, c@, c@, @ ; Read Main ID Register

See c0, Processor Feature Register 0 on page 3-30 - c0, Instruction Set Attributes
Registers 5-7 on page 3-52 for more information on the processor features.

3.2.3 c0, Cache Type Register

The purpose of the Cache Type Register is to determine the instruction and data cache
minimum line length in bytes to enable a range of addresses to be invalidated.

The Cache Type Register is:
. a read-only register
. accessible in privileged modes only.

The contents of the Cache Type Register depend on the specific implementation.
Figure 3-2 shows the bit arrangement of the Cache Type Register.

31 28 27 24 23 2019 161514 13 4 3 0
1{0(0f0 0 0 0O O| DMinLine 00 0O0OOOOO OO0 Of IMinLine
L Cache writeback granule L L1 Ipolicy

Figure 3-2 Cache Type Register format
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Table 3-6 shows how the bit values correspond with the Cache Type Register functions.

Table 3-6 Cache Type Register bit functions

Bits Field Function

[31:28] - Always read as 4'b1000.

[27:24]  Cache writeback granule  Cache writeback granule. Log, of the number of words of the maximum size of
memory that can be overwritten as a result of the eviction of a cache entry that has
had a memory location within it modified.

4'b0010 = cache writeback granule size is 4 words.

[23:20] - Always read as 4'b0000.

[19:16] DMinLine Number of words of smallest line length in L1 or L2 data cache:
4'b0100 = sixteen 32-bit word data line length.

[15:14] L1 Ipolicy VIPT instruction cache support:
2'b10 = virtual index, physical tag L1 Ipolicy.

[13:4] - Always read as b0000000000.

[3:0] IMinLine Number of words of smallest line length in L1 or L2 instruction cache:

4'b0100 = sixteen 32-bit word data line length.

Table 3-7 shows the results of attempted access for each mode.

Table 3-7 Results of access to the Cache Type Register2

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Cache Type Register, read CP15 with:

MRC p15, @, <Rd>, c@, c@, 1 ; Read Cache Type Register

3.24 c0, TCM Type Register

The processor does not implement Tightly Coupled Memory (TCM). The TCM Type
Register specifies that the processor does not implement instruction and data TCMs.
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The TCM Type Register is:
. aread-only register that is Read-As-Zero
. accessible in privileged modes only.

Table 3-8 shows the results of attempted access for each mode.

Table 3-8 Results of access to the TCM Type Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the TCM Type Register, read CP15 with:

MRC pl5, 0, <Rd>, c@, c@, 2; Read TCM Type Register

3.25 0, TLB Type Register

The purpose of the TLB Type Register is to return the number of lockable entries for
both the instruction and data TLBs.

Each TLB has 32 entries organized as fully associative and lockable TLB.
The TLB Type Register is:

. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-3 shows the bit arrangement of the TLB Type Register.

31 24 23 16 15 8 7 10

Reserved ILsize DLsize Reserved U

Figure 3-3 TLB Type Register format
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Table 3-9 shows how the bit values correspond with the TLB Type Register functions.

Table 3-9 TLB Type Register bit functions

Bits Field Function

[31:24] Reserved, Read-As-Zero (RAZ).

[23:16] ILsize Instruction lockable size specifies the number of instruction TLB lockable entries:

0x20 = Processor has 32 lockable entries.

[15:8] DLsize  Data lockable size specifies the number of unified or data TLB lockable entries:
0x20 = Processor has 32 lockable entries.

[7:1] - Reserved, RAZ.

[0] U Unified specifies if the TLB is unified or if there are separate instruction and data TLBs:

0x1 = Processor has separate instruction and data TLBs.

Table 3-10 shows the results of attempted access for each mode.

Table 3-10 Results of access to the TLB Type Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the TLB Type Register, read CP15 with:

MRC p15, @, <Rd>, c@, c@, 3 ; Read TLB Type Register

3.2.6  c0, Multiprocessor ID Register
The Multiprocessor ID Register indicates that the processor is a uniprocessor.

The Multiprocessor ID Register is:

. a read-only register that is Read-As-Zero
. accessible in privileged modes only.
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Table 3-11 shows the results of attempted access for each mode.

Table 3-11 Results of access to the Multiprocessor ID Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Multiprocessor ID Register, read CP15 with:

MRC pl5, 0, <Rd>, c@, c@, 5; Read Multiprocessor ID Register

3.2.7 c0, Processor Feature Register 0

The purpose of Processor Feature Register O is to provide information about the
execution state support and programmer’s model for the processor.

The Processor Feature Register O is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-4 shows the bit arrangement of the Processor Feature Register 0.

31 16 15 121 8 7 4 3 0

Reserved State3 State2 State1 State0

Figure 3-4 Processor Feature Register 0 format
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Table 3-12 shows how the bit values correspond with the Processor Feature Register 0
functions.

Table 3-12 Processor Feature Register 0 bit functions

Bits Field Function

[31:16] - Reserved, RAZ.

[15:12] State3 Indicates support for Thumb Execution Environment (ThumbEE):
0x1 = Processor supports ThumbEE.

[11:8] State2  Indicates support for Jazelle extension interface:
0x1 = Jazelle extension supported.

[7:4] Statel  Indicates the type of Thumb encoding that the processor supports:
0x3 = Processor supports Thumb-2 encoding with all Thumb-2 instructions.

[3:0] State0  Indicates support for ARM instruction set:
0x1 = Processor supports ARM instructions.

Table 3-13 shows the results of attempted access for each mode.

Table 3-13 Results of access to the Processor Feature Register 02

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Processor Feature Register 0, read CP15 with:

MRC p15, @, <Rd>, c@, cl, @ ; Read Processor Feature Register 0

3.2.8 0, Processor Feature Register 1

The purpose of Processor Feature Register 1 is to provide information about the
execution state support and programmer’s model for the processor.

The Processor Feature Register 1 is:

. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.
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Figure 3-5 shows the bit arrangement of the Processor Feature Register 1.

31 121 8 7 4 3 0

Reserved

Microcontroller programmer’s model—, J
Security extensions

Programmer’s model

Figure 3-5 Processor Feature Register 1 format

Table 3-14 shows how the bit values correspond with the Processor Feature Register 1

functions.
Table 3-14 Processor Feature Register 1 bit functions
Bits Field Function
[31:12] - Reserved, RAZ.
[11:8] Microcontroller Indicates support for microcontroller programmer’s model:
programmer’s model  gxp = Processor does not support microcontroller programmer’s model.
[7:4] Security extensions Indicates support for Security Extensions Architecture v1:
0x1 = Processor supports Security Extensions Architecture v1.
[3:0] Programmer’s model  Indicates support for standard ARMv4 programmer’s model. All processor operating
modes are supported:
0x1 = Processor supports the ARMv4 model.
Table 3-15 shows the results of attempted access for each mode.
Table 3-15 Results of access to Processor Feature Register 12
Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined  Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Processor Feature Register 1, read CP15 with:

MRC pl5, @, <Rd>, c@, cl, 1 ; Read Processor Feature Register 1
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3.2.9 0, Debug Feature Register 0

The purpose of Debug Feature Register 0 is to provide information about the debug
system for the processor.

The Debug Feature Register 0 is:

. a read-only register common to the Secure and Nonsecure states

. accessible in privileged modes only.

Figure 3-6 shows the bit arrangement of the Debug Feature Register 0.

31

24 23 2019 16 15 1221 8 7 4 3 0

Reserved

Trace debug model — coprocessor-

Microcontroller debug model — memory-mapped—l J
Trace debug model — memory-mapped
based

Core debug model — memory-mapped
Secure debug model — coprocessor-based
Core debug model — coprocessor-based

Figure 3-6 Debug Feature Register 0 format

Table 3-16 shows how the bit values correspond with the Debug Feature Register 0

functions.
Table 3-16 Debug Feature Register 0 bit functions

Bits Field Function
[31:24] - Reserved, RAZ.
[23:20]  Microcontroller Indicates support for the microcontroller debug model:

debug model — 0x0 = Processor does not support the microcontroller debug

memory-mapped model — memory-mapped.
[19:16] Trace debug model —  Indicates support for the trace debug model — memory-mapped:

memory-mapped 0x1 = Processor supports the trace debug model — memory-mapped

0x0 = Processor does not support the trace debug model — memory-mapped.2

[15:12] Trace debug model —  Indicates support for the coprocessor-based trace debug model:

coprocessor-based

0x0 = Processor does not support the trace debug model — coprocessor.
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Table 3-16 Debug Feature Register 0 bit functions (continued)

Bits Field Function
[11:8] Core debug model — Indicates support for the memory-mapped debug model:
memory mapped 0x4 = Processor supports the memory mapped debug model.
[7:4] Securedebugmodel—  Indicates support for the secure debug model — coprocessor:
coprocessor-based 0x0 = Processor does not support the secure debug model — coprocessor.
[3:0] Core debug model — Indicates support for the coprocessor debug model:
coprocessor-based 0x0 = Processor does not support the coprocessor debug model.

a. A value of 0x0 indicates that the ETM option is not configured for the processor, see Configurable options on page 1-11

Table 3-17 shows the results of attempted access for each mode.

Table 3-17 Results of access to Debug Feature Register 02

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Debug Feature Register 0, read CP15 with:

MRC p15, 0, <Rd>, c@, cl, 2 ; Read Debug Feature Register @

3.2.10 0, Auxiliary Feature Register 0

The purpose of Auxiliary Feature Register 0 is to provide additional information about
the features of the processor.

The Auxiliary Feature Register O is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

In the processor, the Auxiliary Feature Register O reads as 0x00000000.
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Table 3-18 shows the results of attempted access for each mode.

Table 3-18 Results of access to Auxiliary Feature Register 02

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Auxiliary Feature Register 0, read CP15 with:

MRC p15, @, <Rd>, c@, cl, 3 ; Read Auxiliary Feature Register 0

3.2.11 c0, Memory Model Feature Register 0

The purpose of the Memory Model Feature Register O is to provide information about
the memory model, memory management, cache support, and TLB operations of the
processor.

The Memory Model Feature Register O is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-7 shows the bit arrangement of the Memory Model Feature Register 0.

31 28 27 24 23 2019 16 15 121 8 7 4 3 0

Reserved FCSE TCM PMSA VMSA

Auxiliary Control Register — J
Outer shareable

Cache coherence

Figure 3-7 Memory Model Feature Register 0 format
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Table 3-19 shows how the bit values correspond with the Memory Model Feature
Register O functions.

Table 3-19 Memory Model Feature Register 0 bit functions

Bits Field Function
[31:28] - Reserved, RAZ.
[27:24] FCSE Indicates support for fast context switch memory mappings:

0x1 = Processor supports FCSE.

[23:20]  Auxiliary Control Register  Indicates support for Auxiliary Control Register:
0x1 = Processor supports the Auxiliary Control Register.

[19:16] TCM Indicates support for TCM and associated DMA:
0x0 = Processor does not support TCM and DMA.

[15:12]  Outer shareable Indicates support for outer shareable attribute:

0x0 = Processor does not support this model.

[11:8] Cache coherence Indicates support for cache coherency maintenance:
0x0 = Processor does not support this model.

[7:4] PMSA Indicates support for Protected Memory System Architecture (PMSA):
0x0 = Processor does not support PMSA.

[3:0] VMSA Indicates support for Virtual Memory System Architecture (VMSA).
0x3 = Processor supports:
. VMSA v7 including cache and TLB type register
. Extensions to ARMv6.

Table 3-20 shows the results of attempted access for each mode.

Table 3-20 Results of access to Memory Model Feature Register 02

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Memory Model Feature Register 0, read CP15 with:

MRC pl5, 0, <Rd>, c@, cl, 4 ; Read Memory Model Feature Register 0
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3.2.12 c0, Memory Model Feature Register 1

The purpose of the Memory Model Feature Register 1 is to provide information about
the memory model, memory management, cache support, and TLB operations of the
processor.

The Memory Model Feature Register 1 is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-8 shows the bit arrangement of the Memory Model Feature Register 1.

31 28 27 24 23 2019 16 15 121 8 7 4 3 0

BTB

L1 test clean operations—, J
L1 unified cache maintenance operations

L1 Harvard cache maintenance operations
L1 unified cache line maintenance operations by set and way
L1 Harvard cache line maintenance operations by set and way
L1 unified cache line maintenance operations by MVA
L1 Harvard cache line maintenance operations by MVA —

Figure 3-8 Memory Model Feature Register 1 format

Table 3-21 shows how the bit values correspond with the Memory Model Feature
Register 1 functions.

Table 3-21 Memory Model Feature Register 1 bit functions

Bits Field Function

[31:28] BTB Indicates support for branch target buffer:
0x2 = Processor does not require flushing of BTB on VA change.

[27:24] L1 test clean operations Indicates support for test and clean operations on data cache, Harvard or unified
architecture:

0x0@ = no support in processor.

[23:20] L1 unified cache Indicates support for L1 cache, all maintenance operations, unified architecture:
maintenance operations 0x0 = no support in processor.
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Table 3-21 Memory Model Feature Register 1 bit functions (continued)

Bits Field Function
[19:16] L1 Harvard cache Indicates support for L1 cache, all maintenance operations, Harvard architecture.
maintenance operations 0x0 = Processor supports:
. invalidate instruction cache including branch target buffer
. invalidate data cache
. invalidate instruction and data cache including branch target buffer.
The processor does not support Harvard version.
[15:12] L1 unified cache line Indicates support for L1 cache line maintenance operations by set and way, unified
maintenance operations architecture:
by set and way 0x0 = no support in processor.
[11:8] L1 Harvard cache line Indicates support for L1 cache line maintenance operations by set and way,
maintenance operations Harvard architecture.
by set and way 0x0 = Processor supports:
. clean data cache line by set and way
. clean and invalidate data cache line by set and way
. invalidate data cache line by set and way
. invalidate instruction cache line by set and way.
[7:4] L1 unified cache line Indicates support for L1 cache line maintenance operations by MVA, unified
maintenance operations architecture:
by MVA 0x0 = no support in processor.
[3:0] L1 Harvard cache line Indicates support for L1 cache line maintenance operations by MVA, Harvard
maintenance operations architecture.
by MVA 0x0 = Processor supports:
. clean data cache line by MVA
. invalidate data cache line by MVA
. invalidate instruction cache line by MVA
. clean and invalidate data cache line by MVA
. invalidation of branch target buffer by MVA.
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Table 3-22 shows the results of attempted access for each mode.

Table 3-22 Results of access to Memory Model Feature Register 12

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Memory Model Feature Register 1, read CP15 with:

MRC p15, @, <Rd>, c@, cl, 5 ; Read Memory Model Feature Register 1

3.2.13 c0, Memory Model Feature Register 2

The purpose of the Memory Model Feature Register 2 is to provide information about
the memory model, memory management, cache support, and TLB operations of the
processor.

The Memory Model Feature Register 2 is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-9 shows the bit arrangement of the Memory Model Feature Register 2.

31 28 27 24 23 2019 16.15 1211 8 7 4 3 0
Memory
Hardware WFI barrier
access flag
features

Harvard L1 cache maintenance range operations
Harvard L1 background prefetch cache range operations
Harvard L1 foreground prefetch cache range operations

Unified TLB maintenance operations—, J
Harvard TLB maintenance operations

Figure 3-9 Memory Model Feature Register 2 format
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Table 3-23 shows how the bit values correspond with the Memory Model Feature
Register 2 functions.

Table 3-23 Memory Model Feature Register 2 bit functions

Bits Field Function
[31:28]  Hardware access Indicates support for hardware access flag:
flag 0x0 = Processor does not support hardware access flag.
[27:24]  WFI Indicates support for wait-for-interrupt stalling:
0x1 = Processor supports wait-for-interrupt.
[23:20] Memory barrier Indicates support for memory batrier operations.
features 0x2 = Processor supports:
. data synchronization barrier
. instruction synchronization barrier
. data memory barrier.
[19:16]  Unified TLB Indicates support for TLB maintenance operations, unified architecture.
mainteinance 0x0 = Processor does not support:
operations . invalidate all entries
. invalidate TLB entry by MVA
. invalidate TLB entries by ASID match.
[15:12] Harvard TLB Indicates support for TLB maintenance operations, Harvard architecture.
maintejnance 0x2 = Processor supports:
operations . invalidate instruction and data TLB, all entries
. invalidate instruction TLB, all entries
. invalidate data TLB, all entries
. invalidate instruction TLB by MVA
. invalidate data TLB by MVA
. invalidate instruction and data TLB entries by ASID match
. invalidate instruction TLB entries by ASID match
. invalidate data TLB entries by ASID match.
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Table 3-23 Memory Model Feature Register 2 bit functions (continued)

Bits Field Function

[11:8] Harvard L1 cache  Indicates support for cache maintenance range operations, Harvard architecture:

maintenance 0x0 = no support in processor.
range operations

[7:4] Harvard L1 Indicates support for background prefetch cache range operations, Harvard architecture:

background 0x@ = no support in processor.
prefetch cache

range operations

[3:0] Harvard L1 Indicates support for foreground prefetch cache range operations, Harvard architecture:

foreground 0x0 = no support in processor.
prefetch cache

range operations

Table 3-24 shows the results of attempted access for each mode.

Table 3-24 Results of access to Memory Model Feature Register 22

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. Anentry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Memory Model Feature Register 2, read CP15 with:

MRC p15, @, <Rd>, c@, cl, 6 ; Read Memory Model Feature Register 2

3.2.14 c0, Memory Model Feature Register 3

The purpose of the Memory Model Feature Register 3 is to provide information about
the memory model, memory management, cache support, and TLB operations of the
processor.

The Memory Model Feature Register 3 is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-10 on page 3-42 shows the bit arrangement of the Memory Model Feature
Register 3.
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31 28 27 12 8 7 3 0
Reserved
Branch predictor maintenance —I J
Hierarchical cache maintenance operations by set and way
Hierarchical cache maintenance operations by MVA
Supersection

Figure 3-10 Memory Model Feature Register 3 format

Table 3-25 shows how the bit values correspond with the Memory Model Feature
Register 3 functions.

Table 3-25 Memory Model Feature Register 3 bit functions

Bits Field

Function

[31:28]  Supersection

[27:12] -

Indicates support for supersections:
0x0 = Processor supports supersections.

Reserved, RAZ.

[11:8] Branch predictor

Indicates support for branch predictor maintenance operations:

maintenance 0x2 = Processor supports invalidate entire branch predictor array and invalidate
branch predictor by MVA.
[7:4] Hierarchical cache Indicates support for invalidate cache by set and way, clean by set and way, and

maintenance operations
by set and way

invalidate and clean by set and way:

0x1 =Processor supports invalidate cache by set and way, clean by set and way, and
invalidate and clean by set and way.

[3:0] Hierarchical cache Indicates support for invalidate cache by MVA, clean by MVA, invalidate and
maintenance operations  clean by MVA, and invalidate all:
by MVA 0x1 = Processor supports invalidate cache by MVA, clean by MVA, invalidate and
clean by MVA, and invalidate all.
Table 3-26 shows the results of attempted access for each mode.
Table 3-26 Results of access to Memory Model Feature Register 32

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined
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a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Memory Model Feature Register 3, read CP15 with:

MRC p15, @, <Rd>, c@, cl, 7 ; Read Memory Model Feature Register 3

3.2.15 ¢0, Instruction Set Attributes Register 0

31 28

The purpose of the Instruction Set Attributes Register 0 is to provide information about
the instruction set that the processor supports beyond the basic set.

The Instruction Set Attributes Register 0 is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-11 shows the bit arrangement of the Instruction Set Attributes Register 0.

27 24 23 2019 16 15 121 8 7 4 3 0

Reserved

Divide instructionsJ |—Atomic instructions
Debug instructions B|t count instructions
Coprocessor instructions Bitfield instructions

Compare and branch instructions

Figure 3-11 Instruction Set Attributes Register 0 format

Table 3-27 shows how the bit values correspond with the Instruction Set Attributes
Register O functions.

Table 3-27 Instruction Set Attributes Register 0 bit functions

Bits Field Function
[31:28] - Reserved, RAZ.
[27:24]  Divide instructions Indicates support for divide instructions:
0x0 = Processor does not support divide instructions.
[23:20]  Debug instructions Indicates support for debug instructions:
0x1 = Processor supports BKPT.
[19:16] Coprocessor Indicates support for coprocessor instructions. This field reads as zero (RAZ).
instructions
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Table 3-27 Instruction Set Attributes Register 0 bit functions (continued)

Bits Field Function

[15:12] Compare and branch  Indicates support for combined compare and branch instructions:
instructions 0x1 = Processor supports combined compare and branch instructions.

[11:8] Bitfield instructions Indicates support for bitfield instructions:
0x1 = Processor supports bitfield instructions.

[7:4] Bit count Indicates support for bit counting instructions:
instructions 0x1 = Processor supports CLZ.
[3:0] Atomic instructions Indicates support for atomic load and store instructions:

0x1 = Processor supports SWP and SWPB.

Table 3-28 shows the results of attempted access for each mode.

Table 3-28 Results of access to Instruction Set Attributes Register 02

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Instruction Set Attributes Register 0, read CP15 with:

MRC p15, 0, <Rd>, c@, c2, 0 ; Read Instruction Set Attributes Register 0

3.2.16 ¢0, Instruction Set Attributes Register 1

The purpose of the Instruction Set Attributes Register 1 is to provide information about
the instruction set that the processor supports beyond the basic set.

The Instruction Set Attributes Register 1 is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-12 on page 3-45 shows the bit arrangement of the Instruction Set Attributes
Register 1.

3-44

Copyright © 2006-2009 ARM Limited. All rights reserved. ARM DDI 0344J
Non-Confidential Unrestricted Access



System Control Coprocessor

31 28 27 24 23 2019 16 15 121 8 7 4 3 0

Jazelle Inter- Immediate ITE Extend |Exception 2|Exception 1| Endian

. . working |. . . . . . . . . . . .
instructions instructions instructions | instructions | instructions | instructions | instructions | instructions

Figure 3-12 Instruction Set Attributes Register 1 format

Table 3-29 shows how the bit values correspond with the Instruction Set Attributes
Register 1 functions.

Table 3-29 Instruction Set Attributes Register 1 bit functions

Bits Field Function
[31:28]  Jazelle instructions Indicates support for Jazelle instructions:
0x1 = Processor supports BXJ and J bit in PSRs.
[27:24] Interworking instructions  Indicates support for instructions that branch between ARM and Thumb code.
0x3 = Processor supports:
. BX, and T bit in PSRs
o BLX, and PC loads have BX behavior
. data-processing instructions in the ARM instruction set with the PC as
the destination and the S bit cleared to 0, have the BX behavior.
[23:20] Immediate instructions Indicates support for immediate instructions:
0x1 = Processor supports immediate instructions.
[19:16]  ITE instructions Indicates support for IfThen instructions:
0x1 = Processor supports IfThen instructions.
[15:12]  Extend instructions Indicates support for sign or zero extend instructions.
0x2 = Processor supports:
. SXTB, SXTB16, SXTH, UXTB, UXTB16, and UXTH
. SXTAB, SXTAB16, SXTAH, UXTAB, UXTAB16, and UXTAH.
[11:8] Exception 2 instructions Indicates support for exception 2 instructions:
0x1 = Processor supports SRS, RFE, and CPS.
[7:4] Exception 1 instructions Indicates support for exception 1 instructions:
0x1 = Processor supports LDM(2), LDM(3) and STM(2).
[3:0] Endian instructions Indicates support for endianness control instructions:
0x1 = Processor supports SETEND and E bit in PSRs.
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Table 3-30 shows the results of attempted access for each mode.

Table 3-30 Results of access to Instruction Set Attributes Register 12

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Instruction Set Attributes Register 1, read CP15 with:

MRC pl5, 0, <Rd>, c@, c2, 1 ; Read Instruction Set Attributes Register 1

3.2.17 c0, Instruction Set Attributes Register 2

The purpose of the Instruction Set Attributes Register 2 is to provide information about
the instruction set that the processor supports beyond the basic set.

The Instruction Set Attributes Register 2 is:
. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-13 shows the bit arrangement for the Instruction Set Attributes Register 2.

31 28 27 24 23 2019 16 15 121 8 7 4 3 0

psr | Unsigned | Signed |y ion linterruptible| MemoTY | Load and
multiply multiply |. . . . hint store

. . . . instructions | instructions | . . . -

instructions | instructions instructions | instructions

Reversal
instructions | instructions

Figure 3-13 Instruction Set Attributes Register 2 format
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Table 3-31 shows how the bit values correspond with the Instruction Set Attributes
Register 2 functions.

Table 3-31 Instruction Set Attributes Register 2 bit functions

Bits Field Function
[31:28] Reversal Indicates support for reversal instructions.
instructions  @x2 = Processor supports:
. REV
. REV16
. REVSH
. RBIT.
[27:24] PSR Indicates support for PSR instructions:
instructions 0x1 = Processor supports MRS and MSR exception return instructions for data processing.
[23:20]  Unsigned Indicates support for advanced unsigned multiply instructions.
multiply 0x2 = Processor supports:
instructions . UMULL and UMLAL
. UMAAL.
[19:16]  Signed Indicates support for advanced signed multiply instructions.
multiply 0x3 = Processor supports:
instructions . SMULL and SMLAL
. SMLABB, SMLABT, SMLALBB,SMLALBT, SMLALTB, SMLALTT, SMLATB, SMLATT, SMLAWB, SMLAWT, SMULBB,
SMULBT, SMULTB, SMULTT, SMULWB, SMULWT, and Q flag in PSRs
. SMLAD, SMLADX, SMLALD, SMLALDX, SMLSD, SMLSDX, SMLSLD, SMLSLDX, SMMLA, SMMLAR, SMMLS,
SMMLSR, SMMUL, SMMULR, SMUAD, SMUADX, SMUSD, and SMUSDX.
[15:12]  Multiply Indicates support for multiply instructions:
instructions 0x2 = Processor supports MUL, MLA, and MLS.
[11:8] Interruptible  Indicates support for multi-access interruptible instructions:
instructions  0x@ = Processor does not support restartable LDM and STM.
[7:4] Memory Indicates support for memory hint instructions:
hint 0x3 = Processor supports PLD, memory hint YIELD (true NOP), and PLI (NOP).
instructions
[3:0] Load and Indicates support for load and store instructions:
store 0x1 = Processor supports LDRD and STRD.
instructions
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Table 3-32 shows the results of attempted access for each mode.

Table 3-32 Results of access to Instruction Set Attributes Register 22

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Instruction Set Attributes Register 2, read CP15 with:

MRC pl5, @, <Rd>, @, c2, 2 ; Read Instruction Set Attributes Register 2

3.2.18 c0, Instruction Set Attributes Register 3

The purpose of the Instruction Set Attributes Register 3 is to provide information about
the instruction set that the processor supports beyond the basic set.

The Instruction Set Attributes Register 3 is:
. a read-only registers common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-14 shows the bit arrangement of Instruction Set Attributes Register 3.

31 28 27 24 23 2019 16 15 12 11 8 7 4 3 0
Nop | Thumb | Table sve SIMD | Saturate
. . copy branch . - . - . -
instructions | . g . . instructions | instructions | instructions
instructions | instructions

|—Thumb2 executable environment extension |— Synchronization primitive instructions

Figure 3-14 Instruction Set Attributes Register 3 format
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Table 3-33 shows how the bit values correspond with the Instruction Set Attributes
Register 3 functions.

Table 3-33 Instruction Set Attributes Register 3 bit functions

Bits Field Function
[31:28] Thumb2 Indicates support for Thumb2 Executable Environment Extension instructions:
executable 0x1 = Processor supports ENTERX and LEAVEX instructions and modifies the load behavior
environment to include null checking.
extension
instructions
[27:24] NOP Indicates support for true NOP instructions:
instructions 0x1 = Processor supports true NOP instructions in both the Thumb and ARM instruction
sets, and the capability for additional NOP compatible hints.
[23:20] Thumb copy Indicates support for Thumb copy instructions:
instructions 0x1 = Processor supports Thumb MOV(3) low register = low register, and the CPY alias for
Thumb MOV(3).
[19:16]  Table branch Indicates support for table branch instructions:
instructions 0x1 = Processor supports table branch instructions.
[15:12]  Synchronization Indicates support for synchronization primitive instructions.
primitive 0x2 = Processor supports:
instructions . LDREX and STREX
. LDREXB, LDREXH, LDREXD, STREXB, STREXH, STREXD, and CLREX.
[11:8] SVC Indicates support for SVC instructions:
instructions 0x1 = Processor supports SVC.
[7:4] SIMD Indicates support for Single Instruction Multiple Data (SIMD) instructions.
instructions 0x3 = Processor supports:
PKHBT, PKHTB, QADD16, QADD8, QADDSUBX, QSUB16, QSUB8, QSUBADDX, SADD16, SADD8, SADDSUBX,
SEL, SHADD16, SHADD8, SHADDSUBX, SHSUB16, SHSUB8, SHSUBADDX, SSAT, SSAT16, SSUB16, SSUBS,
SSUBADDX, SXTAB16, SXTB16, UADD16, UADD8, UADDSUBX, UHADD16, UHADD8, UHADDSUBX, UHSUB16,
UHSUBS, UHSUBADDX, UQADD16, UQADDS8, UQADDSUBX, UQSUB16, UQSUBS, UQSUBADDX, USADS, USADAS,
USAT, USAT16, USUB16, USUB8, USUBADDX, UXTAB16, UXTB16, and the GE[3:0] bits in the PSRs.
[3:0] Saturate Indicates support for saturate instructions:
instructions 0x1 = Processor supports QADD, QDADD, QDSUB, QSUB and Q flag in PSRs.
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Table 3-34 shows the results of attempted access for each mode.

Table 3-34 Results of access to Instruction Set Attributes Register 32

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Instruction Set Attributes Register 3, read CP15 with:

MRC pl5, 0, <Rd>, c@, c2, 3 ; Read Instruction Set Attributes Register 3

3.2.19 c0, Instruction Set Attributes Register 4

The purpose of Instruction Set Attributes Register 4 is to provide information about the
instruction set that the processor supports beyond the basic set.
The Instruction Set Attributes Register 4 is:

. a read-only register common to the Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-15 shows the bit arrangement of the Instruction Set Attributes Register 4.

31 24 23 2019 16 15 121 8 7 4 3 0

Exclusive Barrier SMC Write-back | With-shift |Unprivileged
instructions [ instructions | instructions | instructions | instructions | instructions

Reserved

Figure 3-15 Instruction Set Attributes Register 4 format
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Table 3-35 shows how the bit values correspond with the Instruction Set Attributes
Register 4 functions.

Table 3-35 Instruction Set Attributes Register 4 bit functions

Bits Field Function
[31:24] - Reserved, RAZ.
[23:20]  Exclusive instructions Indicates support for exclusive instructions:

0x0 = The processor supports CLREX, LDREX{B|H}, and STREX{B|H}.

[19:16] Barrier instructions Indicates support for barrier instructions:
0x1 = The processor supports DMB, DSB, and ISB.

[15:12] SMC instructions Indicates support for SMC instructions:
0x1 = The processor supports SMC.

[11:8] Write-back instructions Indicates support for write-back instructions:

0x1 = The processor supports all defined write-back addressing modes.

[7:4] With-shift instructions Indicates support for with-shift instructions.
0x4 = The processor supports:
. shifts of loads and stores over the range LSL 0-3
. constant shift options

. register-controlled shift options.

[3:0] Unprivileged instructions  Indicates support for Unprivileged instructions:
0x2 = The processor supports LDR{SB|B|SH|H}T.

Table 3-36 shows the results of attempted access for each mode.

Table 3-36 Results of access to Instruction Set Attributes Register 42

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Instruction Set Attributes Register 4, read CP15 with:

MRC p15, 0, <Rd>, c@, c2, 4 ; Read Instruction Set Attributes Register 4
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3.2.20 c0, Instruction Set Attributes Registers 5-7

The purpose of the Instruction Set Attributes Registers 5-7 are reserved, and they read
as 0x00000000.

3.2.21 0, Cache Level ID Register

The purpose of the Cache Level ID Register is to indicate the cache levels that are
implemented. The register indicates the level of unification, LoU, and the level of
coherency, LoC. For example, in the Cortex A8 processor, the point where both data and
instruction are unified is the Level 2 cache, therefore, the LoU is 3'b001. The point at
which both data and instruction are coherent is the AMBA AXI interface, therefore, the
LoC is 3'b010.

The Cache Level ID Register is:
. a read-only register common for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-16 shows the bit arrangement of the Cache Level ID Register.

313029 2726 2423 2120 1817 1514 121110 8 6 5 3 2 0

LoU LoC CL8 CL7 CL6 CL5 CL4 CL3 CL2 CL1

I— Reserved

Figure 3-16 Cache Level ID Register format

Table 3-37 shows how the bit values correspond with the Cache Level ID Register

functions.
Table 3-37 Cache Level ID Register bit functions
Bits Field Function
[31:30] - Reserved, RAZ
[29:27] LoU 3'b001 = level of unification
[26:24] LoC 3'b010 = level of coherency
[23:21] CL8 3'b000 = no cache at Cache Level (CL) 8
[20:18] CL7 3'b000 = no cache at CL 7
[17:15] CL6  3'b000 = no cache at CL 6
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Table 3-37 Cache Level ID Register bit functions (continued)

Bits Field Function

[14:12] CLS5 3'b000 = no cache at CL 5

[11:9] CL4 3'000 = no cache at CL 4

[8:6] CL3 3'000 = no cache at CL 3

[5:3] CL2  3'b000 = no cache at CL 2
3'b100 = unified cache at CL 2

[2:0] CL 1 3'b011 = separate instruction and data cache at CL 1

Table 3-38 shows the results of attempted access for each mode.

Table 3-38 Results of access to the Cache Level ID Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Cache Level ID Register, read CP15 with:

MRC p15, 1, <Rd>, c@, c@, 1 ; Read Cache Level ID Register

3.2.22 c0, Silicon ID Register

The purpose of the Silicon ID Register is to enable software to identify the silicon
manufacturer and revision. The reset value of this register is the SILICONID[31:0]
input.

The Silicon ID Register is:
. a read-only register common for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-17 on page 3-54 shows the bit arrangement of the Silicon ID Register.
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31 24 23 16 15 8 7 4 3 0

Major Minor

Implementor Feature Reserved e .
revision revision

Figure 3-17 Silicon ID Register format

Table 3-39 shows how the bit values correspond with the Silicon ID Register functions.

Table 3-39 Silicon ID Register bit functions

Bits Field Function

[31:24]  Implementor This field contains a code that identifies the silicon manufacturer. ARM assigns this code.
[23:16] Feature This field is implementation-defined.

[15:8] - Reserved, RAZ.

[7:4] Major revision  This field is implementation-defined.

[3:0] Minor revision  This field is implementation-defined.

Table 3-40 shows the results of attempted access for each mode.

Table 3-40 Results of access to the Silicon ID Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Silicon ID Register, read CP15 with:

MRC pl5, 1, <Rd>, c@, c@, 7 ; Read Silicon ID Register

3.2.23 0, Cache Size Identification Registers

The purpose of these registers is to provide cache size information for up to eight levels
of cache containing instruction, data, or unified caches. The processor contains L1 and
L2 cache. The Cache Size Selection Register determines which Cache Size
Identification Register to select.
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The Cache Size Identification Registers are:

. read-only registers common for Secure and Nonsecure states

. accessible in privileged modes only.

Figure 3-18 shows the bit arrangement of the Cache Size Identification Register.

3130 29 28 27 1312 3 2 0
W[W|[R[W o Line
TlelalA NumSets Associativity Size

Figure 3-18 Cache Size Identification Register format

Table 3-41 shows how the bit values correspond with the Cache Size Identification

Register functions. See Table 3-42 on page 3-56 for valid bit field encodings.

Table 3-41 Cache Size Identification Register bit functions

Function

Indicates support available for write-through:
0 = write-through not supported
1 = write-through supported.

Indicates support available for write-back:
0 = write-back not supported
1 = write-back supported.

Indicates support available for read allocation:
0 = read allocation not supported
1 = read allocation supported.

Bits Field
[31] WT
[30] WB
[29] RA
[28] WA

[27:13]  NumSets

Indicates support available for write allocation:
0 = write allocation not supported

1 = write allocation supported.

Indicates number of sets - 1.

[12:3] Associativity

Indicates number of ways - 1.

[2:0] LineSize

Indicates (logz(number of words in cache line)) - 2.
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Table 3-42 shows the individual bit field and complete register encodings for the Cache
Size Identification Register. Use this to match the cache size and level of cache set by
the Cache Size Selection Register (CSSR). See c0, Cache Size Selection Register on

page 3-57.
Table 3-42 Encodings of the Cache Size Identification Register
Complete
CSSR Size register Register bit field encoding
encoding
WT WB RA WA NumSets Associativity LineSize
0x0 16KB OXE0Q7EQIA 1 1 1 0 0x003F 0x3 0x2
32KB OXEQOFEQ1A 1 1 1 0 0x007F 0x3 0x2
0x1 16KB 0x2007EQ1A 0 0 1 0 0x003F 0x3 0x2
32KB 0x200FEQ1A 0 0 1 0 0x007F 0x3 0x2
0x2 0KB 0xF0000000 1 1 1 1 0x0000 0x0 0x0
128KB  OxFOLFE@3A 1 1 1 1 Ox00FF ox7 ox2
256KB  OxFO3FE@3A 1 1 1 1 OXOLFF ox7 ox2
512KB OxFO7FEQ3A 1 1 1 1 Ox03FF ox7 0x2
1024KB  OxFOFFEQ3A 1 1 1 1 0Xx07FF 0x7 0x2
0x3-0xF - 0x0 Reserved

Table 3-43 shows the results of attempted access for each mode.

Table 3-43 Results of access to the Cache Size Identification Register2

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a.

An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Cache Size Identification Register, read CP15 with:

MRC p15, 1, <Rd>, c@, c@, @; Cache Size Identification Register
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3.2.24 0, Cache Size Selection Register

31

The purpose of the Cache Size Selection Register is to hold the value that the processor

uses to select which Cache Size Identification Register to use.

The Cache Size Selection Register is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-19 shows the bit arrangement of the Cache Size Selection Register.

4 3

Reserved Level

InDJ

Figure 3-19 Cache Size Selection Register format

Table 3-44 shows how the bit values correspond with the Cache Size Selection Register
functions.

Table 3-44 Cache Size Selection Register bit functions

Bits Field Function

[31:4] - Reserved. UNP, SBZ.

[3:1] Level Cache level selected
3'b000 = level 1
3'b001 = level 2
3'b010 - 3'b111 = reserved.

[0] InD Instruction (1) or Data/Unified (0).

Table 3-45 shows the results of attempted access for each mode.

Table 3-45 Results of access to the Cache Size Selection Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined Undefined Undefined Undefined
Data Data Data Data
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a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Cache Size Selection Register, read CP15 with:

MRC pl5, 2, <Rd>, c@, c@, O ; Read Cache Size Selection Register
MCR p15, 2, <Rd>, c@, c@, @ ; Write Cache Size Selection Register

3.2.25 c1, Control Register

The purpose of the Control Register is to provide control and configuration of:

. memory alignment, endianness, protection, and fault behavior
. MMU, cache enables, and cache replacement strategy

. interrupts and behavior of interrupt latency

. location for exception vectors

. program flow prediction.

The Control Register is:

. a 32-bit read/write register

. accessible in privileged modes only
. partially banked.

Figure 3-20 shows the bit arrangement of the Control Register.

31302928 27 26 25 24 14131211 10 3210

|—EE
Reserved

NMFI
TRE

AFE

TE
Reserved

Reserved Vil|z Reserved ClA[M

Figure 3-20 Control Register bit assignments
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Table 3-46 shows how the bit values correspond with the Control Register functions.

Table 3-46 Control Register bit functions

Bits

Field

Access?

Function

(31]
(30]

TE

Banked

Reserved. UNP, SBZP.

Thumb exception enable bit:

0 = Enables ARM exception generation. On exception entry, the CPSR T bit is 0 and J
bit is 0.

1 = Enables Thumb exception generation. On exception entry, the CPSR T bitis 1 and
I bitis 0.

The primary input CFGTE defines the reset value.

[29]

(28]

AFE

TRE

Banked

Banked

This is the Access Flag Enable bit. It controls whether VMSAv7 redefines the AP[0] bit
as an access flag or whether the software maintains binary compatibility with VMSAV6:

0 = AP[0] behavior defined, reset value
1 = access flag behavior defined.
The TLB must be invalidated after changing the AFE bit.

This bit controls the TEX remap functionality in the MMU, see MMU
software-accessible registers on page 6-8:

0 = TEX remap disabled. Normal ARMv®6 or later behavior, reset value.
1 = TEX remap enabled. TEX[2:1] become translation table bits for OS.

(27]

NMFI

Read-only

This is the Non-Maskable Fast Interrupt enable bit. The reset value is determined by
CFGNMEFI. The pin cannot be configured by software:

0 = FIQ exceptions can be masked by software
1 = FIQ exceptions cannot be masked by software.

(26]

Reserved. RAZ, SBZP.

[25]

EE bit

Banked

Determines how the E bit in the CPSR is set on an exception:

0 = CPSR E bit is set to 0 on an exception

1 = CPSR E bit is set to 1 on an exception.

The primary input CFGENDO defines the reset value of the EE bit.

[24:14]

This field returns 11'b01100010100 when read.

[13]

V bit

Banked

Determines the location of exception vectors, see c12, Secure or Nonsecure Vector Base
Address Register on page 3-152. The primary input VINITHI defines the reset value of
the V bit:

0 = Normal exception vectors selected, reset value. The Vector Base Address Registers
determine the address range.

1 = High exception vectors selected, address range = 0xFFFF0000-0xFFFFQO1C.
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Table 3-46 Control Register bit functions (continued)

Bits

Field

Access?

Function

[12]

I bit

Banked

Determines if instructions can be cached in any instruction cache at any cache level:
0 = instruction caching disabled at all levels, reset value
1 = instruction caching enabled.

[11]

Z bit

Banked

Enables program flow prediction:
0 = program flow prediction disabled, reset value

1 = program flow prediction enabled.

[10:7]

Reserved. RAZ, SBZP.

[6:3]

Reserved. Read-As-One (RAO), Should-Be-One or Preserved (SBOP).

(2]

C bit

Banked

Determines if data can be cached in a data or unified cache at any cache level:0 = data
caching disabled at all levels, reset value

1 = data caching enabled.

(1]

A bit

Banked

Enables strict alignment of data to detect alignment faults in data accesses:
0 = strict alignment fault checking disabled, reset value

1 = strict alignment fault checking enabled.

(0]

M bit

Banked

Enables the MMU:
0 = MMU disabled, reset value
1 = MMU enabled.

a. The reset values for Secure and Non-secure banked access for the Control Register are the same.

Attempts to read or write the Control Register from secure or nonsecure User modes
result in an Undefined Instruction exception.

Attempts to write to this register in secure privileged mode when CP15SDISABLE is
HIGH result in an Undefined Instruction exception, see Security Extensions write
access disable on page 2-47.

Table 3-47 shows the actions that result from attempted access for each mode.

Table 3-47 Results of access to the Control Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure  Nonsecure  Undefined Undefined  Undefined  Undefined

bit

bit

bit bit
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a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the Control Register, read or write CP15 with:

MRC p15, @, <Rd>, cl, c@, @ ; Read Control Register
MCR p15, @, <Rd>, cl, c@, @ ; Write Control Register

Table 3-48 shows the behavior of the processor caching instructions or data for the I bit
and C bit of the c1, Control Register on page 3-58 and the L2EN bit of the ¢/, Auxiliary
Control Register.

Table 3-48 Behavior of the processor when enabling caches

Ibit Cbit L2EN bit Description

0 0 X Instruction cache, data cache, L2 cache disabled for all instruction and data requests

0 1 0 Instruction cache disabled, data cache enabled, L2 cache disabled for all instruction and
data requests

0 1 1 Instruction cache disabled, data cache enabled, L2 cache enabled for all instruction and
data requests

1 0 X Instruction cache enabled, data cache disabled, L2 cache disabled for all instruction and
data requests

1 1 0 Instruction cache enabled, data cache enabled, L2 cache disabled for all instruction and
data requests

1 1 1 Instruction cache, data cache, and L2 cache enabled for all requests

3.2.26 c1, Auxiliary Control Register

The purpose of the Auxiliary Control Register is to control processor-specific features
that are not architecturally described.

The Auxiliary Control Register is:
. partially banked
. accessible in privileged modes only.

Figure 3-21 on page 3-62 shows the bit arrangement of the Auxiliary Control Register.
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313029 2120191817161514131211 10 9 8

76543210

Reserved

|—L1 hardware reset disable
L2 hardware reset disable
CP15 maintenance pipeline
Clock stop request disable

CP14/CP15 instruction serialization

CP14/CP15 idle

CP14/CP15 flush——

Force ETM clock

Force NEON clock

Force main clock

Force NEON single issue

Force load/store single issue

Force single issue

PLDNOP

WFINOP

Disable branch size mispredicts

IBE
L1NEON

ASA

L1PE

Reserved

L2EN

L1ALIAS

Figure 3-21 Auxiliary Control Register format
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Table 3-49 shows how the bit values correspond with the Auxiliary Control Register

functions.

Table 3-49 Auxiliary Control Register bit functions

Bits

Field

Security State

NS

S

Function

(31]

(30]

L2 hardware reset
disable

L1 hardware reset
disable

RAZ

RAZ

R

Monitors the L2 hardware reset disable bit,
L2RSTDISABLE:

0 = the L2 valid RAM contents are reset by hardware
1 = the L2 valid RAM contents are not reset by hardware.

Monitors the L1 hardware reset disable bit,
L1RSTDISABLE:

0 =the L1 valid RAM contents are reset by hardware
1 =the L1 valid RAM contents are not reset by hardware.

[29:21]

R/W

Reserved. UNP, SBZP.

(20]

Cache maintenance
pipeline

Specify pipelining of CP15 data cache maintenance
operations. CP15 data cache clean and invalidate or data cache
invalidate operations can be executed by the processor in a
pipelined fashion.

0 = pipelined cache maintenance operations, reset value

1 = non-pipelined cache maintenance operations.

(19]

Clock stop request
disable

Disables CLKSTOPREQ:

0 = CLKSTOPREQ causes the processor to stop the internal
clocks and to assert the CLKSTOPACK output, reset value

1 = disables the CLKSTOPREQ functionality.

(18]

CP14/CP15 instruction
serialization

Some CP14 and CP15 instructions execute natively in a serial
manner. This control bit imposes serialization on those CP14
and CP15 instructions that are not natively serialized:

0 = does not enforce serialization of CP14 or CP15
instructions, reset value

1 = enforces serialization of CP14 and CP15 instructions.
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Table 3-49 Auxiliary Control Register bit functions (continued)

Bits

Field

Security State

NS

S

Function

(17]

CP14/CP15 wait on idle

R

R/W

Some CP14 or CP15 instructions that execute in a serial
manner require that all outstanding memory accesses
complete before execution of the instruction. This control bit
imposes wait on idle protocol of CP14 and CP15 serialized
instructions that do not natively wait on idle:

0 = does not enforce wait on idle of CP14 and CP15
instructions, reset value

1 = enforces wait on idle for serialized CP14 or CP15
instructions.

[16]

CP14/CP1S5 pipeline
flush

After execution of some CP14 or CP15 instructions, the
processor natively performs a pipeline flush before it executes
the next instructions. This control bit imposes a pipeline flush
on CP14 and CP15 instructions that do not natively include
one:

0 = does not impose a pipeline flush on CP14 or CP15
instructions, reset value

1 = imposes a pipeline flush on CP14 and CP15 instructions.

[15]

Force ETM clock

Forces ETM clock enable active:

0 = does not prevent the processor clock generator from
stopping the ETM clock, reset value

1 = prevents the processor clock generator from stopping the
ETM clock.

(14]

Force NEON clock

R/W

Forces NEON clock enable active:

0 = does not prevent the processor clock generator from
stopping the NEON clock, reset value

1 = prevents the processor clock generator from stopping the
NEON clock.

[13]

Force main clock

Forces the main processor clock enable active:

0 = does not prevent the processor clock generator from
stopping the main clock, reset value

1 = prevents the processor clock generator from stopping the
main clock.
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Table 3-49 Auxiliary Control Register bit functions (continued)

Bits

Field

Security State  Function

NS S

[12]

Force NEON single
issue

R R/W Forces single issue of Advanced SIMD instructions:

0 = does not force single issue of Advanced SIMD
instructions, reset value

1 = forces single issue of Advanced SIMD instructions.

(11]

Force load/store single
issue

R R/W Forces single issue of load/store instructions:

0 = does not force single issue of load/store instructions, reset
value

1 = forces single issue of load/store instructions.

[10]

Force single issue

R R/W Forces single issue of all instructions:
0 = does not force single issue of all instructions, reset value

1 = forces single issue of all instructions.

(9]

(8]

PLDNOP

WFINOP

R R/W Executes PLD instructions as a NOP instruction:

0 = PLD instructions behave as defined in the ARM Architecture
Reference Manual, reset value

1 = PLD instructions are executed as NOP instructions.

The PLD instruction acts as a hint to the memory system. If the
PLDNOP is set to 0, the processor performs a memory access
for the PLD instruction. If the PLDNOP is set to 1, the processor
does not perform a memory access. See the ARM Architecture
Reference Manual for more information on the PLD instruction.

R R/W Executes WFI instructions as a NOP instruction:

0 = executes WFI instructions as defined in the ARM
Architecture Reference Manual, reset value

1 = executes WFI instructions as NOP instruction.

The WFI instruction places the processor in a low-power state
and stops it from executing any more until an interrupt or a
debug request occurs. If the WFINOP is set to 0, then the WFI
instruction places the processor in a low-power state. If the
WFINOP is set to 1, the WFI instruction is executed as a NOP and
does not place the processor in a low-power state. See the ARM
Architecture Reference Manual for more information on the
WFI instruction.
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Table 3-49 Auxiliary Control Register bit functions (continued)

Bits Field Security State  Function
NS S
[7] Disable branch size R R/W Prevents BTB branch size mispredicts:
mispredicts 0 = enables BTB branch size mispredicts, reset value

1 = executes the CP15 Invalidate All and Invalidate by MVA
instructions as specified and prevents BTB branch size
mispredicts.

[6] IBE R R/W Invalidates BTB enable:

0 = executes the CP15 Invalidate All and Invalidate by MVA
instructions as a NOP instruction, reset value

1 = executes the CP15 Invalidate All and Invalidate by MVA
instructions as specified.

[5] LINEON R R/W Enables caching NEON data within the L1 data cache:

0 = disables caching NEON data within the L1 data cache,
reset value

1 = enables caching NEON data within the L1 data and L2
cache.
Note

NEON L1 caching should be enabled for best performance
when the L2 cache is off or not present.

[4] ASA R R/W Enables speculative accesses on AXI:
0 = disables speculative accesses, reset value

1 = enables speculative accesses.

[3] L1PE R R/W Enables L1 cache parity detection:

0 =L1 cache parity disabled for both instruction and data
caches, reset value

1 = L1 cache parity enabled.
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Table 3-49 Auxiliary Control Register bit functions (continued)

Bits Field Security State  Function

NS S
[2] - R R/W Reserved. UNP, SBZ.
[1] L2EN B B Enables L2 cache:

0 = L2 cache disabled
1 =L2 cache enabled. See Table 3-48 on page 3-61 for details.
The reset value for this bit is 1.

[0] L1ALIAS R R/W Enables L1 data cache hardware alias checks:
0 =L1 data cache hardware alias support enabled, reset value

1 = L1 data cache hardware alias support disabled.

Table 3-50 shows the results of attempted access for each mode.

Table 3-50 Results of access to the Auxiliary Control Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User

Read Write Read Write Read Write Read Write

Data Data Data Banked Undefined Undefined Undefined Undefined
Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Auxiliary Control Register you must use a read modify write technique.
To access the Auxiliary Control Register, read or write CP15 with:

MRC p15, @, <Rd>, c1, c@, 1 ; Read Auxiliary Control Register
MCR p15, @, <Rd>, c1, c@, 1 ; Write Auxiliary Control Register

3.2.27 c1, Coprocessor Access Control Register

The purpose of the Coprocessor Access Control Register is to set access rights for the
coprocessors CPO through CP13. This register has no effect on access to CP14, the
debug control coprocessor, or CP15, the system control coprocessor. This register also
provides a means for software to determine if any particular coprocessor, CPO-CP13,
exists in the system.
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The Coprocessor Access Control Register is:
. a read/write register common to Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-22 shows the bit arrangement of the Coprocessor Access Control Register.

31 2827 26252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

Reserved |cp13|cp12|cp11 |cp10| cp9 | cp8 | cp7 | cp6 | cp5 | cp4 | cp3 | cp2 | cp1 | cpO

Figure 3-22 Coprocessor Access Control Register format

Table 3-51 shows how the bit values correspond with the Coprocessor Access Control
Register functions.

Table 3-51 Coprocessor Access Control Register bit functions

Bits Field Function

[31:28] - Reserved. UNP, SBZP.

- cp<n>2  Defines access permissions for each coprocessor. Access denied is the reset condition and is the

behavior for nonexistent coprocessors:

b00 = Access denied, reset value. Attempted access generates an Undefined Instruction exception.
b01 = Privileged mode access only.

b10 = Reserved.

b11 = Privileged and User mode access.

a. nis the coprocessor number between 0 and 13.

Access to coprocessors in the Nonsecure state depends on the permissions set in the ¢/,
Nonsecure Access Control Register on page 3-73.
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Attempts to read or write the Coprocessor Access Control Register access bits depend
on the corresponding bit for each coprocessor in ¢/, Nonsecure Access Control Register
on page 3-73. Table 3-52 shows the results of attempted access to coprocessor access
bits for each mode.

Table 3-52 Results of access to the Coprocessor Access Control Registera

Secure privileged Nonsecure privileged Secure User  Nonsecure User

Nonsecure
Access Control
Register bit Read Write Read Write Read Write Read Write
0 Data Data b00 Ignored
Undefined Undefined
1 Data Data Data Data

a.  An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the Coprocessor Access Control Register, read or write CP15 with:

MRC p15, @, <Rd>, c1, c@, 2 ; Read Coprocessor Access Control Register
MCR p15, @, <Rd>, c1, c@, 2 ; Write Coprocessor Access Control Register

You must execute an Instruction Memory Barrier IMB) sequence immediately after an
update of the Coprocessor Access Control Register, see Memory Barriers in the ARM
Architecture Reference Manual. You must not attempt to execute any instructions that
are affected by the change of access rights between the IMB sequence and the register
update.

To determine if any particular coprocessor exists in the system, write the access bits for
the coprocessor of interest with a value other than b00. If the coprocessor does not exist
in the system the access rights remain set to b00.

Note

. For the processor, there is a direct relationship between the CPEXIST[13:0]
inputs and the Coprocessor Access Control Register bits cp13-cpOl.

Each CPEXIST input represents the existence of a coprocessor that you use to
enable a particular coprocessor. If the appropriate CPEXIST input is set to a:

— logical 0, access is denied to that coprocessor or reset state as defined by the
register

— logical 1, then you can reprogram that coprocessor.
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. You must enable the Coprocessor Access Control Register before accessing any

NEON or VFP system register.

. You must set CPEXIST[11:10] to b11 to use the NEON or VFP coprocessor. All

other CPEXIST bits must be set to 0.

. You must set CPEXIST[11:10] to b00 if you configure the processor without the

NEON coprocessor.

3.2.28 c1, Secure Configuration Register

The purpose of the Secure Configuration Register is to define:
° the current state of the processor as Secure or Nonsecure states
. in which state the core executes exceptions

. the ability to modify the A and I bits in the CPSR in the Nonsecure state.

The Secure Configuration Register is:
. a read/write register
. accessible in secure privileged modes only.

Figure 3-23 shows the bit arrangement of the Secure Configuration Register.

31 6 543210
A|F|E ! N
Reserved wiwl A é g S
Figure 3-23 Secure Configuration Register format
Table 3-53 shows how the bit values correspond with the Secure Configuration Register
functions.
Table 3-53 Secure Configuration Register bit functions
Bits Field Function
[31:7] - Reserved. UNP, SBZP.

[6]

- Reserved, RAZ.

(3]

AW Determines if the A bit in the CPSR can be modified when in the Nonsecure state:

0 = disable modification of the A bit in the CPSR in the Nonsecure state, reset value

1 = enable modification of the A bit in the CPSR in the Nonsecure state.
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Table 3-53 Secure Configuration Register bit functions (continued)

Bits Field Function
4] Fw Determines if the F bit in the CPSR can be modified when in the Nonsecure state:
0 = disable modification of the F bit in the CPSR in the Nonsecure state, reset value
1 = enable modification of the F bit in the CPSR in the Nonsecure state.
[3] EA Determines External Abort behavior for Secure and Nonsecure states:
0 = branch to abort mode on an External Abort exception, reset value
1 = branch to Monitor mode on an External Abort exception.
[2] FIQ Determines FIQ behavior for Secure and Nonsecure states:
0 = branch to FIQ mode on an FIQ exception, reset value
1 = branch to Monitor mode on an FIQ exception.
[1] IRQ Determines IRQ behavior for Secure and Nonsecure states:
0 = branch to IRQ mode on an IRQ exception, reset value
1 = branch to Monitor mode on an IRQ exception.
[0] NS bit  Defines the operation of the processor:
0 = secure, reset value
1 = nonsecure.
—— Note
When the core runs in Monitor mode the state is considered secure regardless of the
state of the NS bit. However, Monitor mode code can access nonsecure banked copies
of registers if the NS bit is set to 1. See the ARM Architecture Reference Manual for
information on the effect of the Security Extensions on the CP15 registers.
The permutations of the bits in the Secure Configuration Register have certain security
implications. Table 3-54 shows the results for combinations of the FW and FIQ bits.
Table 3-54 Operation of the FW and FIQ bits
FW FIQ Function

1 0 FIQs handled locally

0 1 FIQs can be configured to give deterministic secure interrupts

1 1 Nonsecure state able to make denial of service attack, avoid use of this function

0 0 For Nonsecure state, avoid because the core might enter an infinite loop for nonsecure FIQ
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Table 3-55 shows the results for combinations of the AW and EA bits.

Table 3-55 Operation of the AW and EA bits

AW EA Function

1 0 Aborts handled locally

0 1 All external aborts trapped to Monitor mode

1 1 All external imprecise Data Aborts trapped to Monitor mode but the Nonsecure state can hide secure
aborts from the Monitor, avoid use of this function

0 0 For Nonsecure state, avoid this because the core can unexpectedly enter an abort mode

To access the Secure Configuration Register, read or write CP15 with:

MRC p15, 0, <Rd>, cl, cl, @ ; Read Secure Configuration Register data
MCR p15, 0, <Rd>, cl, cl, @ ; Write Secure Configuration Register data

An attempt to access the Secure Configuration Register from any state other than secure
privileged results in an Undefined Instruction exception.

3.2.29 c1, Secure Debug Enable Register

31

The purpose of the Secure Debug Enable Register is to provide control of permissions
for debug in secure User mode. See Chapter 12 Debug for more details.

The Secure Debug Enable Register is:
. a register in the Secure state only
. accessible in secure privileged modes only.

Figure 3-24 shows the bit arrangement of the Secure Debug Enable Register.

Reserved

SUNIDEN—!
SUIDEN

Figure 3-24 Secure Debug Enable Register format
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Table 3-56 shows how the bit values correspond with the Secure Debug Enable Register

functions.
Table 3-56 Secure Debug Enable Register bit functions

Bits Field Function
[31:2] - Reserved. UNP, SBZP.
[1] SUNIDEN  Enables secure User noninvasive debug:

0 = noninvasive debug is not permitted in secure User mode, reset value

1 = noninvasive debug is permitted in secure User mode.
[0] SUIDEN Enables secure User invasive debug:

0 = invasive debug is not permitted in secure User mode, reset value
1 = invasive debug is permitted in secure User mode.

Table 3-57 shows the results of attempted access for each mode.

Table 3-57 Results of access to the Secure Debug Enable Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Data Undefined Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the Secure Debug Enable Register, read or write CP15 with:

MRC p15, @, <Rd>, cl, cl, 1 ; Read Secure Debug Enable Register
MCR p15, @, <Rd>, c1, cl, 1 ; Write Secure Debug Enable Register

3.2.30 c1, Nonsecure Access Control Register

The purpose of the Nonsecure Access Control Register is to define the nonsecure access
permission for:

. Coprocessors
. internal PLE.

Note

This register has no effect on nonsecure access permissions for the debug control
coprocessor, CP14, or the system control coprocessor, CP15.
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The Nonsecure Access Control Register is:

. a read/write register in the Secure state
. a read-only register in the Nonsecure state
. only accessible in privileged modes.

Figure 3-25 shows the bit arrangement of the Nonsecure Access Control Register.

31 191817161514131211109 8 7 6 5 4 3 2 1 0
PlT|c
Reserved L
ElL|L
ReservedJ J
CP13 CPO
CP12 CP1
CP11 CP2
CP10 CP3
CP9 CP4
CP8 CP5
CP7 CP6
Figure 3-25 Nonsecure Access Control Register format
Table 3-58 shows how the bit values correspond with the Nonsecure Access Control
Register functions.
Table 3-58 Nonsecure Access Control Register bit functions
Bits Field Function
[31:19] - Reserved. UNP, SBZP.
[18] PLE Determines if an access to PLE registers is permitted in Nonsecure state:
0 = PLE registers cannot be used in Nonsecure state
1 = PLE registers can be accessed in both Secure and Nonsecure state.
Nonsecure translation tables are used for address translation when the PLE bit is set to 1.
[17] TL Determines if lockable translation table entries can be allocated in Nonsecure state:
0 = lockable TLB entries cannot be allocated, reset
1 =lockable TLB entries can be allocated.
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Table 3-58 Nonsecure Access Control Register bit functions (continued)

Bits Field Function

[16] CL Determines if lockdown entries can be allocated within the L2 cache in Nonsecure state:

0 = entries cannot be allocated, reset value
1 =entries can be allocated.
If CL is set to 0, then any L2 cache lockdown operation takes an Undefined Instruction exception.

[15:14] -

Reserved. UNP, SBZ.

[13:0] CP<n> Determines permission to access the given coprocessor in the Nonsecure state, <n> is the number

of coprocessor from 0 to 13:
0 = secure access only, reset value

1 = secure or nonsecure access.

To access the Nonsecure Access Control Register, read or write CP15 with:

MRC p15, @, <Rd>, c1, cl, 2 ; Read Nonsecure Access Control Register data
MCR p15, @, <Rd>, c1, cl, 2 ; Write Nonsecure Access Control Register data

Table 3-59 shows the results of attempted access for each mode.

Table 3-59 Results of access to the Auxiliary Control Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Data Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

3.2.31 c2, Translation Table Base Register 0

The purpose of the Translation Table Base Register 0 is to hold the physical address of
the first level translation table.

You use Translation Table Base Register O for process-specific addresses, where each
process maintains a separate first level translation table. On a context switch you must
modify both Translation Table Base Register O and the Translation Table Base Control
Register, if appropriate.

The Translation Table Base Register O is:

. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.
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31

Figure 3-26 shows the bit arrangement of the Translation Table Base Register 0.

14-N 13-N 543210

Translation table base 0 Reserved RGN | P

Cc

Figure 3-26 Translation Table Base Register 0 format

Table 3-60 shows how the bit values correspond with the Translation Table Base
Register O functions.

Table 3-60 Translation Table Base Register 0 bit functions

Bits Field

Function

[31:14-N]2

[13-N:5]

base 0

Translationtable  Holds the translation table base address, the physical address of the first level

translation table.

Reserved. RAZ, SBZ.

[4:3] RGN

(2]

Indicates the outer cacheable attributes for translation table walking:
b00 = outer noncacheable

b01 = write-back, write allocate

b10 = write-through, no allocate on write

bl1 = write-back, no allocate on write.

Read-As-Zero and ignore writes. This bit is not implemented on this processor.

(1]

Indicates the translation table walk is to nonshared or to shared memory:
0 = nonshared
1 = shared.

(0]

Indicates the translation table walk is inner cacheable or inner noncacheable:
0 = inner noncacheable

1 = inner cacheable.

a. For an explanation of N, see c2, Translation Table Base Control Register on page 3-79.

Attempts to write to this register in secure privileged mode when CP15SDISABLE is

HIGH result in an Undefined Instruction exception, see Security Extensions write

access disable on page 2-47.
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Table 3-61 shows the results of attempted access for each mode.

Table 3-61 Results of access to the Translation Table Base Register 02

Secure privileged Nonsecure privileged Secure User Nonsecure User

Read Write Read Write Read Write Read Write

Secure data  Secure data  Nonsecure data  Nonsecure data  Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

A write to the Translation Table Base Register O updates the address of the first level
translation table from the value in bits [31:7] of the written value, to account for the
maximum value of 7 for N. The number of bits of this address that the processor uses,
and the required alignment of the first level translation table, depends on the value of N,
see c2, Translation Table Base Control Register on page 3-79.

A read from the Translation Table Base Register O returns the complete address of the
first level translation table in bits [31:7] of the read value, regardless of the value of N.

To access the Translation Table Base Register 0, read or write CP15 c2 with:

MRC p15, @, <Rd>, c2, c@, @ ; Read Translation Table Base Register
MCR p15, @, <Rd>, c2, c@, @ ; Write Translation Table Base Register

Note

The processor cannot perform a translation table walk from L1 cache. Therefore, if C is
set to 1, to ensure coherency, you must store translation tables in inner write-through
memory. If you store the translation tables in an inner write-back memory region, you
must clean the appropriate cache entries after modification so that the mechanism for
the hardware translation table walks sees them.

3.2.32 c2, Translation Table Base Register 1

The purpose of the Translation Table Base Register 1 is to hold the physical address of
the first level table. The expected use of the Translation Table Base Register 1 is for OS
and I/O addresses.

The Translation Table Base Register 1 is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-27 shows the bit arrangement of the Translation Table Base Register 1.
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31 14 13 543210
Translation table base 1 Reserved RGN|P|S|C
Figure 3-27 Translation Table Base Register 1 format
Table 3-62 shows how the bit values correspond with the Translation Table Base
Register 1 functions.
Table 3-62 Translation Table Base Register 1 bit functions
Bits Field Function
[31:14] Translationtable  Holds the translation table base address, the physical address of the first level translation
base 1 table.
[13:5] - Reserved. RAZ, SBZ.
[4:3] RGN Indicates the outer cacheable attributes for translation table walking:
b00 = outer noncacheable
b01 = write-back, write allocate
b10 = write-through, no allocate on write
bl1 = write-back, no allocate on write.
[2] P Reserved, RAZ and ignore writes. This bit is not implemented on this processor.
[1] S Indicates the translation table walk is to nonshared or to shared memory:
0 = nonshared
1 = shared.
[0] C Indicates the translation table walk is inner cacheable or inner noncacheable:
0 = inner noncacheable
1 = inner cacheable.
Table 3-63 shows the results of attempted access for each mode.
Table 3-63 Results of access to the Translation Table Base Register 12
Secure privileged  Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure ~ Nonsecure  Undefined  Undefined Undefined Undefined
data data data data
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a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

A write to the Translation Table Base Register 1 updates the address of the first level
translation table from the value in bits [31:14] of the written value. Bits [13:5]
Should-Be-Zero. The Translation Table Base Register 1 must reside on a 16KB page
boundary.

To access the Translation Table Base Register 1, read or write CP15 with:

MRC p15, @, <Rd>, c2, c@, 1 ; Read Translation Table Base Register 1
MCR p15, @, <Rd>, c2, c@, 1 ; Write Translation Table Base Register 1

Note

The processor cannot perform a translation table walk from L1 cache. Therefore, if C is
set to 1, to ensure coherency, you must store translation tables in inner write-through
memory. If you store the translation tables in an inner write-back memory region, you
must clean the appropriate cache entries after modification so that the mechanism for
the hardware translation table walks sees them.

3.2.33 c2, Translation Table Base Control Register

The purpose of the Translation Table Base Control Register is to determine if a
translation table miss for a specific VA uses, for its translation table walk, either:

. Translation Table Base Register 0. The recommended use is for task-specific
addresses

. Translation Table Base Register 1. The recommended use is for operating system
and I/O addresses.

Figure 3-28 on page 3-79 shows the bit arrangement of the Translation Table Base
Control Register.

31 6

Reserved

= O Tluo
© O T+

N T 0| w
Z

Figure 3-28 Translation Table Base Control Register format
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Table 3-64 shows how the bit values correspond with the Translation Table Base
Control Register functions.

Table 3-64 Translation Table Base Control Register bit functions

Bits

Field

Function

[31:6]
[5]

PD1

Reserved. UNP, SBZ.

Specifies occurrence of a translation table walk on a TLB miss when using Translation Table Base
Register 1. When translation table walk is disabled, a section translation fault occurs instead on a
TLB miss:

0 = The processor performs a translation table walk on a TLB miss, with secure or nonsecure
privilege appropriate to the current Secure or Nonsecure state. This is the reset value.

1 = The processor does not perform a translation table walk. If a TLB miss occurs with Translation
Table Base Register 1 in use, the processor returns a section translation fault.

(4]

PDO

Specifies occurrence of a translation table walk on a TLB miss when using Translation Table Base
Register 0. When translation table walk is disabled, a section translation fault occurs instead on a
TLB miss:

0 = The processor performs a translation table walk on a TLB miss, with secure or nonsecure
privilege appropriate to the current Secure or Nonsecure state. This is the reset value.

1 = The processor does not perform a translation table walk. If a TLB miss occurs with Translation
Table Base Register 0 in use, the processor returns a section translation fault.

(3]

Reserved. UNP, SBZ.

[2:0]

N

Specifies the boundary size of Translation Table Base Register 0:
b000 = 16KB, reset value

b001 = 8KB
b010 = 4KB
b011 = 2KB
b100 = 1KB
b101 =512B
b110 = 256B
b111 =128B.

Attempts to write to this register in secure privileged mode when CP15SDISABLE is
HIGH result in an Undefined Instruction exception, see Security Extensions write
access disable on page 2-47.
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Table 3-65 shows the results of attempted access for each mode.

Table 3-65 Results of access to the Translation Table Base Control Register

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined® Undefined Undefined Undefined
data data data data

a. The access gives an Undefined Instruction exception when the coprocessor instruction is executed.

To access the Translation Table Base Control Register, read or write CP15 with:

MRC p15, @, <Rd>, c2, c@, 2 ; Read Translation Table Base Control Register
MCR p15, @, <Rd>, c2, c@, 2 ; Write Translation Table Base Control Register

A translation table base register is selected in the following fashion:

. If N is set to 0, always use Translation Table Base Register 0. This is the default
case at reset. It is backwards compatible with ARMvS5 and earlier processors.

. If N is set to a value greater than 0, and bits [31:32-N] of the VA are all zeros, use
Translation Table Base Register 0. Otherwise, use Translation Table Base
Register 1. N must be in the range 0-7.

—— Note

The processor cannot perform a translation table walk from L1 cache. Therefore, if C is
set to 1, to ensure coherency, you must store translation tables in inner write-through
memory. If you store the translation tables in an inner write-back memory region, you
must clean the appropriate cache entries after modification so that the mechanism for
the hardware translation table walks sees them.

3.2.34 c3, Domain Access Control Register

The purpose of the Domain Access Control Register is to hold the access permissions
for a maximum of 16 domains.

The Domain Access Control Register is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-29 shows the bit arrangement of the Domain Access Control Register.

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved. 3-81
Non-Confidential



System Control Coprocessor

3130292827 26252423222120191817161514131211109 8 7 6 56 4 3 2 1 0

D15|D14 (D13 | D12 | D11 |D10| D9 | D8 | D7 | D6 | D5 | D4 | D3 | D2 | D1 | DO

Figure 3-29 Domain Access Control Register format

Table 3-66 shows how the bit values correspond with the Domain Access Control
Register functions.

Table 3-66 Domain Access Control Register bit functions

Bits Field

Function

D<n>2

The fields D15-DO in the register define the access permissions for each one of the 16 domains. These
domains can be either sections, large pages, or small pages of memory:

b00 = No access. Any access generates a domain fault.

b01 = Client. Accesses are checked against the access permission bits in the TLB entry.

b10 = Reserved. Any access generates a domain fault.

bl1 = Manager. Accesses are not checked against the access permission bits in the TLB entry, so a
permission fault cannot be generated. Attempting to execute code in a page that has the TLB eXecute
Never (XN) attribute set does not generate an abort.

a. nis the Domain number in the range between 0 and 15

Attempts to write to this register in secure privileged mode when CP15SDISABLE is
HIGH result in an Undefined Instruction exception, see Security Extensions write
access disable on page 2-47.

Table 3-67 shows the results of attempted access for each mode.

Table 3-67 Results of access to the Domain Access Control Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined Undefined Undefined Undefined
data data data data

a.

An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the Domain Access Control Register, read or write CP15 with:

MRC pl5, 0, <Rd>, c3, c@, O ; Read Domain Access Control Register
MCR p15, 0, <Rd>, c3, c@, @ ; Write Domain Access Control Register
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3.2.35 5, Data Fault Status Register

31

The purpose of the Data Fault Status Register (DFSR) is to hold the source of the last
data fault.

The Data Fault Status Register is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-30 shows the bit arrangement of the Data Fault Status Register when the data
abort is not imprecise. When the data abort is imprecise, only bits [3:0] are valid.

13121110 9 8 7 4 3 0

S|R .
Reserved Dlw S|({0|0| Domain Status

Figure 3-30 Data Fault Status Register format

Table 3-68 shows how the bit values correspond with the Data Fault Status Register
functions.

Table 3-68 Data Fault Status Register bit functions

Bits Field

Function

[31:13]

[12] SD

Reserved. UNP, SBZ.

Indicates whether an AXI Decode or Slave error caused an abort. This bit is only valid for external
aborts. For all other aborts this bit Should-Be-Zero:

0 = AXI Decode error caused the abort, reset value

1 = AXI Slave error caused the abort.

[11] RW

Indicates whether a read or write access caused an abort:

0 =read access caused the abort, reset value

1 = write access caused the abort.

[10] S

Part of the Status field. See bits [3:0] in this table. The reset value is 0.
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Table 3-68 Data Fault Status Register bit functions (continued)

Bits Field Function

[9:8] - Reserved, RAZ and ignore writes.

[7:4] Domain Indicates which one of the 16 domains, D15-D0, is accessed when a data fault occurs. This field
takes values 0-15.

[3:0] Status Indicates the type of exception generated. To determine the data fault, bits [12] and [10] must be
used in conjunction with bits [3:0]. The following encodings are listed in priority order, highest
first:

. b000001 alignment fault
. b000100 instruction cache maintenance fault
o bx01100 L1 translation, precise external abort
o bx01110 L2 translation, precise external abort
. b011100 L1 translation precise parity error
. b011110 L2 translation precise parity error
. b000101 translation fault, section
. b000111 translation fault, page
o b000011 access flag fault, section
. b000110 access flag fault, page
o b001001 domain fault, section
. b001011 domain fault, page
. b001101 permission fault, section
. b001111 permission fault, page
o bx01000 precise external abort, nontranslation
. bx10110 imprecise external abort
. b011000 imprecise error, parity or ECC
. b000010 debug event.
Any unused encoding not listed is reserved.
Where x represents bit [12] in the encoding, bit [12] can be either:
0 = AXI Decode error caused the abort, reset value
1 = AXI Slave error caused the abort.
Note
When the SCR EA bit is set to 1, see cl, Secure Configuration Register on page 3-70,
the processor writes to the Secure Data Fault Status Register on a Monitor entry caused
by an external abort.
To access the Data Fault Status Register, read or write CP15 with:
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MRC p15, @, <Rd>, c5, c@, O ; Read Data Fault Status Register
MCR p15, @, <Rd>, c5, c@, @ ; Write Data Fault Status Register

System Control Coprocessor

The purpose of the Instruction Fault Status Register (IFSR) is to hold the source of the

last instruction fault.

The Instruction Fault Status Register is:

. a read/write register banked for Secure and Nonsecure states

. accessible in privileged modes only.

Figure 3-31 shows the bit arrangement of the Instruction Fault Status Register.

31 13121110 9 4 3 0
Reserved g S Reserved Status
Reserved —,
Figure 3-31 Instruction Fault Status Register format
Table 3-69 shows how the bit values correspond with the Instruction Fault Status
Register functions.
Table 3-69 Instruction Fault Status Register bit functions
Bits Field Function
[31:13] - Reserved. UNP, SBZ.
[12] SD Indicates whether an AXI Decode or Slave error caused an abort. This bit is only valid for external

aborts. For all other aborts this bit Should-Be-Zero:

0 = AXI Decode error caused the abort, reset value

1 = AXI Slave error caused the abort.

[11] -

Reserved. UNP, SBZ.
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Table 3-69 Instruction Fault Status Register bit functions (continued)

Bits

Field

Function

[10]

S

Part of the Status field. See bits [3:0] in this table.

[9:4]

Reserved. UNP, SBZ.

[3:0]

Status

Indicates the type of exception generated. To determine the data fault, bits [12] and [10] must be
used in conjunction with bits [3:0]. The following encodings are listed in priority order, highest first:

.

bx01100 L1 translation, precise external abort
bx01110 L2 translation, precise external abort
b011100 L1 translation precise parity error
b011110 L2 translation precise parity error
b000101 translation fault, section

b000111 translation fault, page

b000011 access flag fault, section

b000110 access flag fault, page

b001001 domain fault, section

b001011 domain fault, page

b001101 permission fault, section

b001111 permission fault, page

bx01000 precise external abort, nontranslation
b011001 precise parity error

b000010 debug event.

Any unused encoding not listed is reserved.

Where x represents bit [12] in the encoding, bit [12] can be either:

0 = AXI Decode error caused the abort, reset value
1 = AXI Slave error caused the abort.

Note

When the SCR EA bit is set to 1, see cl, Secure Configuration Register on page 3-70,
the processor writes to the Secure Instruction Fault Status Register on a Monitor entry
caused by an external abort.

To access the Instruction Fault Status Register, read or write CP15 with:

MRC pl5, @, <Rd>, c5, c@, 1 ; Read Instruction Fault Status Register
MCR pl5, 0, <Rd>, c5, c@, 1 ; Write Instruction Fault Status Register
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3.2.37 5, Auxiliary Fault Status Registers

The Auxiliary Fault Status Register is provided for compatibility with all ARMv7-A
designs. This is true for both the instruction and data auxiliary FSR. The processor
always reads this as RAZ. All writes are ignored.

The Auxiliary Fault Status Register is:
. a read-only register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Table 3-70 shows the results of attempted access for each mode.

Table 3-70 Results of access to the Auxiliary Fault Status Registers?

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined Undefined Undefined Undefined
data data data data

a.

An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the

coprocessor instruction is executed.

To access the Auxiliary Fault Status Registers, read or write CP15 with:

MRC p15, @, <Rd>, c5, cl, 0; Read Data Auxiliary Fault Status Register
MCR p15, @, <Rd>, c¢5, cl, 0; Write Data Auxiliary Fault Status Register
MRC p15, @, <Rd>, c¢5, c1, 1; Read Instruction Auxiliary Fault Status Register
MCR p15, @, <Rd>, c¢5, cl, 1; Write Instruction Auxiliary Fault Status Register

There is no physical register for Auxiliary Data Fault Status Register or Auxiliary
Instruction Fault Status Register as the register is always RAZ.

3.2.38 c¢6, Data Fault Address Register

The purpose of the Data Fault Address Register (DFAR) is to hold the Modified Virtual
Address (MVA) of the fault when a precise abort occurs.

The DFAR is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

The Data Fault Address Register bits [31:0] contain the MVA where the precise abort
occurred.
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Table 3-71 shows the results of attempted access for each mode.

Table 3-71 Results of access to the Data Fault Address Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined Undefined Undefined Undefined
data data data data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the DFAR, read or write CP15 with:

MRC pl5, 0, <Rd>, c6, c@, O ; Read Data Fault Address Register
MCR p15, 0, <Rd>, c6, c@, @ ; Write Data Fault Address Register

A write to this register sets the DFAR to the value of the data written. This is useful for
a debugger to restore the value of the DFAR.

The processor also updates the DFAR on debug exception entry because of watchpoints.
See Effect of debug exceptions on CP15 registers and WFAR on page 12-75 for more
information.

3.2.39 c6, Instruction Fault Address Register

The purpose of the Instruction Fault Address Register (IFAR) is to hold the address of
instructions that cause a prefetch abort.

The IFAR is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

The Instruction Fault Address Register bits [31:1] contain the instruction fault MVA and
bit [0] is RAZ.
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Table 3-72 shows the results of attempted access for each mode.

Table 3-72 Results of access to the Instruction Fault Address Registera

Secure privileged Nonsecure privileged  Secure User Nonsecure User

Read Write Read Write Read Write Read Write

Secure data  Secure data  Nonsecure Nonsecure Undefined Undefined Undefined Undefined
data data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the IFAR, read or write CP15 with:

MRC p15, @, <Rd>, c6, c@, 2 ; Read Instruction Fault Address Register
MCR pl15, @, <Rd>, c6, c@, 2 ; Write Instruction Fault Address Register

A write to this register sets the [FAR to the value of the data written. This is useful for
a debugger to restore the value of the IFAR.

3.2.40 c7, Cache operations

The purpose of c7 is to manage the associated cache levels. The maintenance operations
are formed into two management groups:

. Set and way:
— clean
— invalidate
— clean and invalidate.

— clean
— invalidate
—  clean and invalidate.

In addition, the maintenance operations use the following definitions:

Point of coherency

The time when the imposition of any more cache becomes transparent for
instruction, data, and translation table walk accesses to that address by
any processor in the system.
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Point of unification

The time when the instruction and data caches, and the TLB translation
table walks have merged for a uniprocessor system.

Note

. Reading from c7, except for reads from the Physical Address Register (PAR),
causes an Undefined Instruction exception.

. All accesses to c¢7 can only be executed in a privileged mode of operation, except
Data Synchronization Barrier, Flush Prefetch Buffer, and Data Memory Barrier.
These can be executed in User mode. Attempting to execute a privileged
instruction in User mode results in an Undefined Instruction exception.

. For information on the behavior of the invalidate, clean, and prefetch operations
in the secure and nonsecure operations, see the ARM Architecture Reference
Manual.

Data formats for the cache operations

The possible formats for the data supplied to the cache maintenance and prefetch buffer
operations depend on the specific operation:

. Set and way on page 3-91
. MVA on page 3-92
. SBZ on page 3-93.

Table 3-73 shows the data value supplied to each cache maintenance and prefetch buffer
operations, See also Coprocessor instructions on page 16-12 for the effect on these
operations of the setting of bit [20] of the Auxiliary Control Register.

Table 3-73 Register ¢7 cache and prefetch buffer maintenance operations

CBRm Opcode_2 Function Data
¢S5 0 Invalidate all instruction caches to PoU. Also flushes branch target cache.2 SBZ
c5 1 Invalidate instruction cache line by MVA to PoC. MVA
c5 4 Prefetch flush. The prefetch buffer is flushed.b SBZ
c5 6 Invalidate entire branch predictor array. SBZ
c5 7 Invalidate MVA from branch predictor array MVA
c6 1 Invalidate Data or Unified cache line by MVA to PoU. MVA
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Table 3-73 Register c¢7 cache and prefetch buffer maintenance operations (continued)

CRm Opcode_2 Function Data
c6 2 Invalidate Data or Unified cache line by Set/Way. Set/Way
cl0 1 Clean Data or Unified cache line by MVA to PoC. MVA
cl0 2 Clean Data or Unified cache line by Set/Way. Set/Way
cll 1 Clean Data or Unified cache line by MVA to PoU. MVA
cl4 1 Clean and Invalidate Data or Unified cache line by MVA to PoC. MVA
cl4 2 Clean and Invalidate Data or Unified cache line by Set/Way. Set/Way

a. Only applies to separate instruction caches, does not apply to unified caches.
b. Available in User mode.

Set and way

Figure 3-32 shows the set and way format for invalidate and clean operations.

31 32-A 31-A  L+S L+S-1 L L1 4 3 10
Way Reserved Set Reserved Level
L Reserved
Figure 3-32 c7 format for set and way
Table 3-74 shows how the bit values correspond with the Cache Operation functions for
set and way format operations.
Table 3-74 Functional bits of c7 for set and way
Bits Field Function
[31:32-A] Way Selects the way for the c7 set and way cache operation.
[31-A:L+S] - Reserved, SBZ.
[L+S-1:L] Set Selects the set for the c7 set and way cache operation.
[L-1:4] - Reserved, SBZ.
[3:1] Level  Selects the cache level for the ¢7 set and way operation. 0 indicates cache level 1 is selected.

(0]

Reserved, SBZ.
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For the processor, the L1 and L2 cache are configurable at implementation time.
Therefore, the set and way fields are unique to the configured cache sizes. Table 3-75
shows the values of A, L, and S for L1 cache sizes, and Table 3-76 shows the values of
A, L, and S for L2 cache sizes.

Table 3-75 Values of A, L, and S for L1 cache sizes

L1 ALS Way Set Level

16KB 266 [31:30]  [11:6] [3:1]

32KB 267 [31:30] [12:6] [3:1]

Table 3-76 shows the values of A, L, and S for L2 cache sizes and the resultant bit range
for Way, Set, and Level. See Table 3-74 on page 3-91 and Figure 3-32 on page 3-91.

Table 3-76 Values of A, L, and S for L2 cache sizes

L2 ALS Way Set Level

0KB 360 [31:29] - [3:1]

128KB 368 [31:29] [13:6] [3:1]

256KB 369 [31:29] [14:6] [3:1]

512KB 3610 [31:29] [15:6] [3:1]

1024KB 3611 [31:29] [16:6] [3:1]

See c0, Cache Type Register on page 3-26 for more information on cache sizes.
MVA

Figure 3-33 shows the MVA format for invalidate, clean, and prefetch operations.

31 6 5 0

Modified virtual address Reserved

Figure 3-33 c7 format for MVA
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Table 3-77 shows how the bit values correspond with the Cache Operation functions for
MVA format operations.

Table 3-77 Functional bits of c7 for MVA

Bits Field Function

[31:6] Modified virtual address  Specifies address to invalidate, clean, or prefetch

[5:0] - Reserved, SBZ

SBZ

The value supplied Should-Be-Zero. The value 0x00000000 must be written to the
register.

VA to PA translation operations

The purpose of the VA to PA translation operations, nonsecure operations, is to provide
a secure means to determine address translation between the Secure and Nonsecure
states. VA to PA translations operate through:

. PA Register
. VA to PA translation in the current Secure or Nonsecure state on page 3-97

. VA to PA translation in the other Secure or Nonsecure state on page 3-97.

PA Register

The purpose of the Physical Address Register (PAR) is to hold:
. the Physical Address (PA) after a successful translation
. the source of the abort for an unsuccessful translation.

Table 3-78 on page 3-94 shows the purpose of the bits of the PAR for successful
translations and Table 3-79 on page 3-96 shows the purpose of the bits of the PAR for
unsuccessful translations.

The PAR is:
. a read/write register banked in Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-34 on page 3-94 shows the bit arrangement of the PAR for successful
translations.
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31 1211109 8 7 6 43210
PA g P a INNER 0
Reserved —| OUTER—I
Supersection
Figure 3-34 PA Register format for successful translation
Figure 3-35 shows the bit arrangement of the PAR for unsuccessful translations.
31 7 6 10
Reserved FSR[12,10,3:0] |1

Figure 3-35 PA Register format for unsuccessful translation

Table 3-78 shows how the bit values correspond with the PAR for a successful

translation.
Table 3-78 PA Register for successful translation bit functions
Bits Field Function
[31:12] PA Contains the physical address after a successful translation.
[11:10] - Reserved. UNP, SBZ.
[9] NS Indicates the state of the NS attribute bit in the translation
table:
0 = secure memory
1 = nonsecure memory.
[8] P Not used in the processor.
[7] SH Indicates shareable memory:
0 = nonshared
1 = shared.
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Table 3-78 PA Register for successful translation bit functions (continued)

Bits

Field

Function

[6:4]

INNER

Indicates the inner attributes from the translation table:
b000 = noncacheable

b001 = strongly ordered

b010 = reserved

b011 = device

b100 = reserved

b101 = inner write-back, allocate on write

b110 = inner write-through, no allocate on write

b111 = inner write-back, no allocate on write.

[3:2]

OUTER

Indicates the outer attributes from the translation table:
b00 = noncacheable

b01 = write-back, allocate on write

b10 = write-through, no allocate on write

bl1 = write-back, no allocate on write.

(1]

Supersection

Indicates if the result is a supersection:

0 = page is not a supersection, that is, PAR [31:12] contains
PA[31:12], regardless of the page size.

1 = page is part of a supersection:
PAR[31:24] contains PA[31:24]
PAR[23:16] contains bO0O000000
PAR[15:12] contains b0000.

Note
PA[23:12] is the same as VA[23:12] for supersections.

(0]

Indicates that the translation succeeded:
0 = translation successful.
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Table 3-79 shows how the bit values correspond with the PAR for an unsuccessful

translation.
Table 3-79 PA Register for unsuccessful translation bit functions
Bits Field Function
[31:7] - Reserved. UNP, SBZ.

[6:1] FSR[12,10,3:0] Holds the FSR bits for the aborted address. See ¢5, Data Fault Status Register on page 3-83
and c¢5, Auxiliary Fault Status Registers on page 3-87.

[0] - Indicates that the translation aborted:
1 = translation aborted.

Attempts to access the PAR in User mode results in an Undefined Instruction exception.

Note

The VA to PA translation can only generate an abort to the core if the operation failed
because an external abort occurred on the possible translation table request. In this case,
the processor does not update the PA Register. The processor updates the Data Fault
Status Register and the Fault Address Register:

. if the EA bit in the Secure Configuration Register is set to 1, the secure versions
of the two registers are updated and the processor traps the abort into Monitor
mode

. if the EA bit in the Secure Configuration Register is not set to 1, the processor

updates the secure or nonsecure versions of the two registers, depends whether the
core is in Secure or Nonsecure state when the operation was issued.

For all other cases when the VA to PA operation fails, the processor only updates the PA
Register, secure or nonsecure version, depends whether the core is in Secure or
Nonsecure state when the operation was issued, with the Fault Status Register encoding
and bit [0] set to 1. The Data Fault Status Register and Fault Address Register remain
unchanged and the processor does not send an abort to the core.

To access the PA Register, read or write CP15 ¢7 with:

MRC pl5, 0, <Rd>, c7, c4, O ; Read PA Register
MCR pl5, 0, <Rd>, c7, c4, @ ; Write PA Register
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VA to PA translation in the current Secure or Nonsecure state

The purpose of the VA to PA translation in the current Secure or Nonsecure state is to
translate the address with the current virtual mapping for either Secure or Nonsecure
state.

The VA to PA translation in the current Secure or Nonsecure state use:

. CP15 c7

. four, write-only operations common to the Secure and Nonsecure states
. operations accessible in privileged modes only.

The operations work for privileged or User access permissions and returns information
in the PA Register for aborts, when the translation is unsuccessful, or translation table
information, when the translation succeeds.

Attempts to access the VA to PA translation operations in the current Secure or
Nonsecure state in User mode result in an Undefined Instruction exception.

To access the VA to PA translation in the current Secure or Nonsecure state, write CP15
¢7 with:

MCR p15, @, <Rn>, c7, c8, 3 ; get VA = <Rn> and run VA-to-PA translation
; with User write permission.
; if the selected translation table has the
; User write permission, the PA is loaded in the PA
; Register, otherwise abort information is loaded in
; the PA Register.

MRC p15, @, <Rd>, c7, c4, 0 ; read in <Rd> the PA value

Note
. The VA that this operation uses is the true VA not the MVA.

. General register <Rn> contains the VA for translation. The result returns in the
PA Register.

VA to PA translation in the other Secure or Nonsecure state

The purpose of the VA to PA translation in the other Secure or Nonsecure state is to
translate the address with the current virtual mapping in the Nonsecure state while the
core is in the Secure state.

The VA to PA translation in the other Secure or Nonsecure state use:
. CP15c7

. four, write-only operations in the Secure state only
. operations accessible in privileged modes only.
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The operations work in the Secure state for nonsecure privileged or nonsecure User
access permissions and returns information in the PA Register for aborts, when the
translation is unsuccessful, or translation table information, when the translation
succeeds.

When a VA to PA translation occurs in the other state from the Secure state, the value
of the NS bit for a successful translation is Unpredictable.

Attempts to access the VA to PA translation operations in the other Secure or Nonsecure
state in any nonsecure or User mode result in an Undefined Instruction exception.

To access the VA to PA translation in the other Secure or Nonsecure state, write CP15
¢7 with Opcode_2 set to:

. 4 for privileged read permission
. 5 for privileged write permission
. 6 for User read permission

. 7 for User write permission.

General register <Rn> contains the VA for translation. The result returns in the PA
Register, for example:

MCR p15, @, <Rn>, c7, c8, 4 ; get VA = <Rn> and run nonsecure translation
; with nonsecure privileged read permission.
; if the selected translation table has privileged
; read permission, the PA is loaded in the PA
; Register, otherwise abort information is loaded
; in the PA Register.

MRC pl15, 0, <Rd>, c7, c4, 0 ; read in <Rd> the PA value

Data synchronization barrier operation

The purpose of the data synchronization barrier operation is to ensure that all
outstanding explicit memory transactions complete before any following instructions
begin. This ensures that data in memory is up to date before the processor executes any
more instructions.

The data synchronization barrier operation is:

. a write-only operation, common to both Secure and Nonsecure states
. accessible in both User and privileged modes.
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Table 3-80 shows the results of attempted access for each mode.

Table 3-80 Results of access to the data synchronization barrier operation

Read Write

Undefined Instruction exception  Data

To perform a data synchronization barrier operation, write CP15 with:
MCR p15, @, <Rd>, c¢7, c10, 4 ; Data synchronization barrier operation

See the ARM Architecture Reference Manual for more information on memory barriers.

Data memory barrier operation

The purpose of the data memory barrier operation is to ensure that all outstanding
explicit memory transactions complete before any following explicit memory
transactions begin. This ensures that data in memory is up to date for any memory
transaction that depends on it.

The data memory barrier operation is:
. a write-only operation, common to the Secure and Nonsecure states
. accessible in User and privileged modes.

Table 3-81 shows the results of attempted access for each mode.

Table 3-81 Results of access to the data memory barrier operation

Read Write

Undefined Instruction exception  Data

To perform a data memory barrier operation, write CP15 with:
MCR p15, @, <Rd>; c7, c10, 5 ; Data memory barrier operation

See the ARM Architecture Reference Manual for more information on memory barriers.

3.2.41 8, TLB operations

The purpose of the TLB operations is to either:

. invalidate all the unlocked entries in the TLB

. invalidate all TLB entries for an area of memory before the MMU remaps it
. invalidate all TLB entries that match an ASID value.
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31

You can perform these operations on either:
. instruction TLB
. data TLB.

To perform TLB operations, write CP15 with:

MCR pl5, 0, <Rd>, c8, c5, @ ; Invalidate Inst-TLB

MCR p15, 0, <Rd>, c8, c5, 1 ; Invalidate Inst-TLB entry (MVA)

MCR p15, 0, <Rd>, c8, c5, 2 ; Invalidate Inst-TLB (ASID)

MCR pl5, 0, <Rd>, c8, c6, @ ; Invalidate Data-TLB

MCR pl5, 0, <Rd>, c8, c6, 1 ; Invalidate Data-TLB entry (MVA)

MCR p15, 0, <Rd>, c8, c6, 2 ; Invalidate Data-TLB (ASID)

MCR p15, 0, <Rd>, c8, c7, @ ; Invalidate Inst-TLB and Data-TLB

MCR pl5, 0, <Rd>, c8, c7, 1 ; Invalidate Inst-TLB and Data-TLB entry (MVA)
MCR p15, 0, <Rd>, c8, c7, 2 ; Invalidate Inst-TLB and Data-TLB (ASID)

All other ARMv7-A TLB maintenance encodings are Unpredictable.

Functions that update the contents of the TLB occur in program order. Therefore, an
explicit data access before the TLB function uses the old TLB contents, and an explicit
data access after the TLB function uses the new TLB contents. For instruction accesses,
TLB updates are guaranteed to have taken effect before the next pipeline flush. This
includes flush prefetch buffer operations and exception return sequences.

Invalidate TLB unlocked entries

Invalidate TLB unlocked entries invalidates all the unlocked entries in the TLB.

Invalidate TLB Entry by MVA

For an area of memory to be remapped, you can use the Invalidate TLB Entry by MVA
to invalidate any TLB entry, locked or unlocked, by either:

. matching the MVA and ASID
. matching the MVA for a globally marked TLB entry.

The operation uses both the MVA and ASID as arguments. Figure 3-36 shows the
format.

121 8 7 0

Modified virtual address Reserved ASID

Figure 3-36 TLB Operations MVA and ASID format
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Invalidate TLB Entry on ASID Match

System Control Coprocessor

This operation invalidates all TLB entries that match the provided ASID value. This
function invalidates locked entries but does not invalidate entries marked as global.

The Invalidate TLB Entry on ASID Match function requires an ASID as an argument.
Figure 3-37 shows the format.

Reserved

ASID

3.2.42 9, Performance Monitor Control Register

31

Figure 3-37 TLB Operations ASID format

The purpose of the Performance MoNitor Control (PMNC) Register is to control the
operation of the four Performance Monitor Count Registers, and the Cycle Counter

Register:

The PMNC Register is:

. a read/write register common to Secure and Nonsecure states

. accessible as determined by c9, User Enable Register on page 3-117.

Figure 3-38 shows the bit arrangement of the PMNC Register.

24

23

16

15

1110

6

IMP

IDCODE

Reserved

Figure 3-38 Performance Monitor Control Register format
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Table 3-82 shows how the bit values correspond with the PMNC Register functions.

Table 3-82 Performance Monitor Control Register bit functions

Bits

Field

Function

[31:24]

IMP

Specifies the implementor code:
0x41 = ARM.

[23:16]

IDCODE

Specifies the identification code:
0x0.

[15:11]

Specifies the number of counters implemented:
0x4 = 4 counters implemented.

[10:6]
[5]

DP

Reserved. RAZ, SBZP.

Disables cycle counter, CCNT, when non-invasive debug is prohibited:
0 = count is enabled in regions where non-invasive debug is prohibited
1 = count is disabled in regions where non-invasive debug is prohibited.

(4]

Enables export of the events from the event bus to an external monitoring block, such as the ETM

to trace events:
0 = export disabled, reset value
1 = export enabled.

(3]

Cycle count divider:
0 = counts every processor clock cycle, reset value

1 = counts every 64th processor clock cycle.

(2]

(1]

Cycle counter reset:

0 = no action

1 = resets cycle counter, CCNT, to zero.
This bit Read-As-Zero.

Performance counter reset:

0 = no action

1 =resets all performance counters to zero.
This bit Read-As-Zero.

(0]

Enable bit:
0 = disables all counters, including CCNT
1 = enables all counters including CCNT.
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The PMNC Register is always accessible in privileged modes. Table 3-83 shows the
results of attempted access for each mode.

Table 3-83 Results of access to the Performance Monitor Control Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
b. The EN bitin ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the PMNC Register, read or write CP15 with:

MRC p15, @, <Rd>, 9, c12, 0 ; Read PMNC Register

MCR p15, @, <Rd>, 9, c12, @ ; Write PMNC Register
3.2.43 9, Count Enable Set Register

The purpose of the CouNT ENable Set (CNTENS) Register is to enable or disable any
of the Performance Monitor Count Registers.

When reading this register, any enable that reads as 0 indicates the counter is disabled.
Any enable that reads as 1 indicates the counter is enabled.

When writing this register, any enable written with a value of 0 is ignored, that is, not
updated. Any enable written with a value of 1 indicates the counter is enabled.

The CNTENS Register is:
. a read/write register common to Secure and Nonsecure states
. accessible as determined by c9, User Enable Register on page 3-117.

Figure 3-39 shows the bit arrangement of the CNTENS Register.

3130 43210
P|P|P|P
C Reserved 3l201l0

Figure 3-39 Count Enable Set Register format
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Table 3-84 shows how the bit values correspond with the CNTENS Register functions.

Table 3-84 Count Enable Set Register bit functions

Bits Field Function

[31] C Enable cycle counter.

[30:4] - Reserved. UNP, SBZ.

[3] P3 Enable Counter 3.

[2] P2 Enable Counter 2.

[1] P1 Enable Counter 1.

[0] PO Enable Counter 0.

Table 3-85 shows the results of attempted access for each mode.

Table 3-85 Results of access to the Count Enable Set Register2

Secure privileged Nonsecure privileged  Secure User Nonsecure User
ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. Anentry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
b. The EN bit in ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the CNTENS Register, read or write CP15 with:

MRC p15, 0, <Rd>, c9, c12, 1 ; Read CNTENS Register
MCR pl5, 0, <Rd>, 9, cl12, 1 ; Write CNTENS Register

3.2.44 9, Count Enable Clear Register

The purpose of the CouNT ENable Clear (CNTENC) Register is to enable or disable
any of the Performance Monitor Count Registers.

When reading this register, any enable that reads as 0 indicates the counter is disabled.
Any enable that reads as | indicates the counter is enabled.

When writing this register, any enable written with a value of 0 is ignored, that is, not
updated. Any enable written with a value of 1 clears the counter enable to O.
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The CNTENC Register is:
. a read/write register common to Secure and Nonsecure states
. accessible as determined by c9, User Enable Register on page 3-117.

Figure 3-40 shows the bit arrangement of the CNTENC Register.

3130 43210
P|P|P|P
C Reserved 3l211l0

Figure 3-40 Count Enable Clear Register format

Table 3-86 shows how the bit values correspond with the CNTENC Register functions.

Table 3-86 Count Enable Clear Register bit functions

Bits Field Function

[31] C Disable cycle counter.
[30:4] - Reserved. UNP, SBZP.
[3] P3 Disable Counter 3.

[2] P2 Disable Counter 2.

[1] P1 Disable Counter 1.

[0] PO Disable Counter O.

Table 3-87 shows the results of attempted access for each mode.

Table 3-87 Results of access to the Count Enable Clear Register

Secure privileged Nonsecure privileged Secure User Nonsecure User

Read Write Read Write Read Write Read Write
EN=02 Data Data Data Data Undefined® Undefined Undefined Undefined
EN=1 Data Data Data Data Data Data Data Data

a. The EN bitin ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.
b. The access gives an Undefined Instruction exception when the coprocessor instruction is executed.

To access the CNTENC Register, read or write CP15 with:

MRC pl15, @, <Rd>, ¢9, c12, 2 ; Read CNTENC Register
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MCR p15, 0, <Rd>, c9, cl12, 2 ; Write CNTENC Register

You can use the enable, EN, bit [0] of the PMNC Register to disable all performance
counters including CCNT. The CNTENC Register retains its value when the enable bit
of the PMNC is set to 0, even though its settings are ignored.

3.2.45 ¢9, Overflow Flag Status Register

The purpose of the Overflow Flag Status (FLAG) Register is to enable or disable any of
the performance monitor counters producing an overflow flag.

When reading this register, any overflow flag that reads as O indicates the counter has
not overflowed. Any overflow flag that reads as 1 indicates the counter has overflowed.

When writing this register, any overflow flag written with a value of 0 is ignored, that
is, not updated. Any overflow flag written with a value of 1 clears the counter overflow

flag to 0.

The FLAG Register is:

. a read/write register common to Secure and Nonsecure states

. accessible as determined by c9, User Enable Register on page 3-117.

Figure 3-41 shows the bit arrangement of the FLAG Register.

3130

N

C

Reserved

w TV |Ww
N T [N
-

o T |o

Figure 3-41 Overflow Flag Status Register format

Table 3-88 shows how the bit values correspond with the FLAG Register functions.

Table 3-88 Overflow Flag Status Register bit functions

Bits Field Function

[31] C Cycle counter overflow flag.
[30:4] - Reserved. UNP, SBZP.

3] P3 Counter 3 overflow flag.

[2] P2 Counter 2 overflow flag.

[1] P1 Counter 1 overflow flag.

[0] PO Counter 0 overflow flag.
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Table 3-89 shows the results of attempted access for each mode.

Table 3-89 Results of access to the Overflow Flag Status Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. Anentry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
b. The EN bitin c9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the FLAG Register, read or write CP15 with:

MRC p15, @, <Rd>, 9, c12, 3 ; Read FLAG Register

MCR p15, @, <Rd>, <9, c12, 3 ; Write FLAG Register
3.2.46 9, Software Increment Register

The purpose of the Software INCRement (SWINCR) Register is to increment the count
of a performance monitor count register.

When writing this register, a value of 1 increments the counter, and a value of 0 does
nothing.

The SWINCR Register is:
. a read/write register common to Secure and Nonsecure states
. accessible as determined by c¢9, User Enable Register on page 3-117.

Figure 3-42 shows the bit arrangement of the SWINCR Register.

N TN
T |-
o T |o

31 4

W TV |w

Reserved

Figure 3-42 Software Increment Register format
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Table 3-90 shows how the bit values correspond with the SWINCR Register functions.

Table 3-90 Software Increment Register bit functions

Bits Field Function

[31:4] - Reserved. RAZ, SBZP
[3] P3 Increment Counter 3
2] P2 Increment Counter 2
[1] P1 Increment Counter 1
[0] PO Increment Counter O

The SWINCR Register only has effect when counter event is set to 0x00.

Table 3-91 shows the results of attempted access for each mode.

Table 3-91 Results of access to the Software Increment Register2

Secure privileged  Nonsecure privileged  Secure User Nonsecure User
ENPb Read Write Read Write Read Write Read Write
0 0 Data 0 Data Undefined Undefined Undefined Undefined
1 0 Data 0 Data 0 Data 0 Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
b. The EN bit in ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the SWINCR Register, read or write CP15 with:

MRC p15, 0, <Rd>, c9, c12, 4 ; Read SWINCR Register

MCR pl5, 0, <Rd>, 9, cl12, 4 ; Write SWINCR Register
3.2.47 c9, Performance Counter Selection Register

The purpose of the Performance Counter SELection (PMNXSEL) Register is to select
a Performance Monitor Count Register.

The PMNXSEL Register is:
. a read/write register common to Secure and Nonsecure states
. accessible as determined by c9, User Enable Register on page 3-117.
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Figure 3-43 shows the bit arrangement of the PMNXSEL Register.

31 5 4 0

Reserved SEL

Figure 3-43 Performance Counter Selection Register format

Table 3-92 shows how the bit values correspond with the PMNXSEL Register
functions.

Table 3-92 Performance Counter Selection Register bit functions

Bits Field Function

[31:5] - RAZ, SBZP.

[4:0] SEL Counter select:
5'b00000 = selects counter O
5'b00001 = selects counter 1
5'b00010 = selects counter 2
5'b00011 = selects counter 3.

Any values programmed in the PMNXSEL Register other than those specified in
Table 3-92 are Unpredictable.

Table 3-93 shows the results of attempted access for each mode.

Table 3-93 Results of access to the Performance Counter Selection Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor

instruction is executed.
b. The EN bitin ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the PMNXSEL Register, read or write CP15 with:

MRC p15, @, <Rd>, c9, c12, 5; Read PMNXSEL Register
MCR p15, @, <Rd>, c9, cl12, 5; Write PMNXSEL Register
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3.2.48 9, Cycle Count Register

The purpose of the Cycle CouNT (CCNT) Register is to count the number of clock
cycles since the register was reset. See bit [3] of the ¢9, Performance Monitor Control
Register on page 3-101.

The CCNT Register is:
. a read/write register common to Secure and Nonsecure states
. accessible as determined by c9, User Enable Register on page 3-117.

Table 3-94 shows the results of attempted access for each mode.

Table 3-94 Results of access to the Cycle Count Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor

instruction is executed.

b. The EN bit in ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the CCNT Register, read or write CP15 with:

MRC p15, 0, <Rd>, c9, c13, @ ; Read CCNT Register
MCR p15, 0, <Rd>, c9, c13, @ ; Write CCNT Register

The CCNT Register must be disabled before software can write to it. Any attempt by
software to write to this register when enabled is Unpredictable.

3.2.49 c9, Event Selection Register

The purpose of the Event SELection (EVTSEL) Register is to select the events that you
want a Performance Monitor Count Register to count.

The EVTSEL Register is:
. a read/write register common to Secure and Nonsecure states
. accessible as determined by c9, User Enable Register on page 3-117.

Figure 3-44 on page 3-111 shows the bit arrangement of the EVTSEL Register.
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31 8 7 0

Reserved SEL

Figure 3-44 Event Selection Register format
Table 3-95 shows how the bit values correspond with the EVTSEL Register functions.

Table 3-95 Event Selection Register bit functions

Bits Field Function

[31:8] - Reserved. RAZ, SBZP

[7:0] SEL Specifies the event selected as shown in Table 3-97 on page 3-112

Table 3-96 shows the results of attempted access for each mode.

Table 3-96 Results of access to the Event Selection Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor

instruction is executed.
b. The EN bit in ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the EVTSEL Register, read or write CP15 with:

MRC p15, @, <Rd>, c9, c13, 1 ; Read EVTSEL Register
MCR p15, @, <Rd>, c9, c13, 1 ; Write EVTSEL Register
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Table 3-97 shows the range values for predefined events that you can monitor using the
EVTSEL Register.

Table 3-97 Values for predefined events

Value

Description

0x00

Software increment. The register is incremented only on writes to the Software Increment Register. See 9,
Software Increment Register on page 3-107.

0x01

Instruction fetch that causes a refill at the lowest level of instruction or unified cache. Each instruction fetch
from normal cacheable memory that causes a refill from outside of the cache is counted. Accesses that do
not cause a new cache refill, but are satisfied from refilling data of a previous miss are not counted. Where
instruction fetches consist of multiple instructions, these accesses count as single events. CP15 cache
maintenance operations do not count as events. This counter increments for speculative instruction fetches
and for fetches of instructions that reach execution.

0x02

Instruction fetch that causes a TLB refill at the lowest level of TLB. Each instruction fetch that causes a
translation table walk or an access to another level of TLB caching is counted. CP15 TLB maintenance
operations do not count as events. This counter increments for speculative instruction fetches and for fetches
of instructions that reach execution.

0x03

Data read or write operation that causes a refill at the lowest level of data or unified cache. Each data read
from or write to normal cacheable memory that causes a refill from outside of the cache is counted. Accesses
that do not cause a new cache refill, but are satisfied from refilling data of a previous miss are not counted.
Each access to a cache line to normal cacheable memory that causes a new linefill is counted, including the
multiple transaction of instructions such as LDM or STM, PUSH and POP. Write-through writes that hit in
the cache do not cause a linefill and so are not counted. CP15 cache maintenance operations do not count as
events. This counter increments for speculative data accesses and for data accesses that are explicitly made
by instructions.

0x04

Data read or write operation that causes a cache access at the lowest level of data or unified cache. Each
access to a cache line to normal cacheable memory is counted including the multiple transaction of
instructions such as LDM or STM. CP15 cache maintenance operations do not count as events. This counter
increments for speculative data accesses and for data accesses that are explicitly made by instructions.

0x05

Data read or write operation that causes a TLB refill at the lowest level of TLB. Each data read or write
operation that causes a translation table walk or an access to another level of TLB caching is counted. CP15
TLB maintenance operations do not count as events. This counter increments for speculative data accesses
and for data accesses that are explicitly made by instructions.

0x06

0x07

Data read architecturally executed. This counter increments for every instruction that explicitly read data,
including SWP. This counter only increments for instructions that are unconditional or that pass their
condition codes.

Data write architecturally executed. The counter increments for every instruction that explicitly wrote data,
including SWP. This counter only increments for instructions that are unconditional or that pass their
condition codes.
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Table 3-97 Values for predefined events (continued)

Value

Description

0x08

Instruction architecturally executed. This counter counts for all instructions, including conditional
instructions that fail their condition codes.

0x09

Exception taken. This counts for each exception taken.

0x0A

Exception return architecturally executed. This includes:

. RFE <addressing_mode> <Rn>{!}

. MOVS PC (and other similar data processing instructions)
o LDM <addressing_mode> Rn{!}, <registers_and_pc>

This counter only increments for instructions that are unconditional or that pass their condition codes.

0x0B

Instruction that writes to the Context ID Register architecturally executed. This counter only increments for
instructions that are unconditional or that pass their condition codes.

0xaC

Software change of PC, except by an exception, architecturally executed. This counter only increments for
instructions that are unconditional or that pass their condition codes.

0x0D

0x0E

Immediate branch architecturally executed, taken or not taken. This includes B{L}, BLX, CB{N}Z, HB{L},
and HBLP. This counter counts for all immediate branch instructions that are architecturally executed,
including conditional instructions that fail their condition codes.

Procedure return, other than exception returns, architecturally executed. This includes:

. BXR14

. MOV PC, LR

. POP {..., PC}

. LDR PC, [R13], #offset

. LDMIA R9!, {...,PC}

. LDR PC, [R9Y], #offset

This counter only increments for instructions that are unconditional or that pass their condition codes.

0x0F

Unaligned access architecturally executed. This counts each instruction that is an access to an unaligned
address. This counter only increments for instructions that are unconditional or that pass their condition
codes.

0x10

Branch mispredicted or not predicted. This counts for every pipeline flush because of a misprediction from
the program flow prediction resources.

0x11

Cycle count. This counts for every clock cycle.

0x12

Branches or other change in the program flow that could have been predicted by the branch prediction
resources of the processor.

0x13-0x3F

Reserved.
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Table 3-97 Values for predefined events (continued)

Value Description
0x40 Any write buffer full cycle.
0x41 Any store that is merged in the L2 memory system.
0x42 Any bufferable store transaction from load/store to L2 cache, excluding eviction or cast out data.
0x43 Any accesses to the L2 cache.
0x44 Any cacheable miss in the L2 cache.
0x45 The number of AXI read data transfers.
0x46 The number of AXI write data transfers.
0x47 Any replay event in the memory system.
0x48 Any unaligned memory access that results in a replay.
0x49 Any L1 data memory access that misses in the cache as a result of the hashing algorithm. The cases covered
are:
. hash hit and physical address miss
. hash hit and physical address hit in another way
. hash miss and physical address hit.
0x4a Any L1 instruction memory access that misses in the cache as a result of the hashing algorithm. The cases
covered are:
. hash hit and physical address miss
. hash hit and physical address hit in another way
. hash miss and physical address hit.
0x4b Any L1 data memory access in which a page coloring alias occurs.

alias = virtual address [12] ! = physical address [12]

This behavior results in a data memory eviction or cast out.

0x4c Any NEON access that hits in the L1 data cache.
0x4d Any NEON cacheable data accesses for L1 data cache.
0x4e Any L2 cache accesses as a result of a NEON memory access.
ox4f Any NEON hit in the L2 cache.
0x50 Any L1 instruction cache access, excluding CP15 cache accesses.
0x51 Any return stack misprediction because of incorrect target address for a taken return stack pop.
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Table 3-97 Values for predefined events (continued)

Value Description
0x52 Two forms of branch direction misprediction:
. branch predicted taken, but was not taken
o branch predicted not taken, but was taken.
0x53 Any predictable branch that is predicted to be taken.
0x54 Any predictable branch that is executed and taken.
0x55 Number of operations issued, where an operation is either:
. an instruction
. one operation in a sequence of operations that make up a multi-cycle instruction.
0x56 Increment for every cycle that no instructions are available for issue.
0x57 For every cycle, this event counts the number of instructions issued in that cycle. Multi-cycle instructions
are only counted once.
0x58 Number of cycles the processor stalls waiting on MRC data from NEON.
0x59 Number of cycles that the processor stalls as a result of a full NEON instruction queue or NEON load queue.
0x5a Number of cycles that NEON and integer processors are both not idle.
0x60-0x6F  Reserved.
0x70 Counts any event from external input source PMUEXTIN[O0].
0x71 Counts any event from external input source PMUEXTIN[1].
0x72 Counts any event from both external input sources PMUEXTIN[0] and PMUEXTIN[1].
0x73-0xFF  Reserved.
If this unit generates an interrupt, the processor asserts the pin nPMUIRQ. You can
route this pin to an external interrupt controller for prioritization and masking. This is
the only mechanism that signals this interrupt to the core.
The absolute counts recorded might vary because of pipeline effects. This has negligible
effect except in cases where the counters are enabled for a very short time.
In addition to the counters within the processor, most of the events that Table 3-97 on
page 3-112 shows are available to the ETM unit or other external trace hardware to
enable the events to be monitored. See Chapter 14 Embedded Trace Macrocell and
Chapter 15 Cross Trigger Interface for more information.
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3.2.50 c9, Performance Monitor Count Registers

There are four Performance Monitor CouNT (PMCNTO-PMCNT3) Registers in the
processor. The purpose of each PMCNT Register, as selected by the PMNXSEL
Register, is to count instances of an event selected by the EVTSEL Register. Bits [31:0]
of each PMCNT Register contain an event count.

The PMCNTO-PMCNT3 Registers are:
. read/write registers common to Secure and Nonsecure states
. accessible as determined by c9, User Enable Register on page 3-117.

Table 3-98 shows the results of attempted access for each mode.

Table 3-98 Results of access to the Performance Monitor Count Registers?

Secure privileged

Nonsecure privileged  Secure User Nonsecure User

ENP Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
b. The EN bit in ¢9, User Enable Register on page 3-117 enables User mode access of the Performance Monitor Registers.

To access the PMCNT Registers, read or write CP15 with:

MRC p15, 0, <Rd>, c9, c13, 2; Read PMCNTQ-PMCNT3 Registers
MCR p15, 0, <Rd>, c9, c13, 2; Write PMCNTQ-PMCNT3 Registers

Table 3-99 shows what signal settings are required and the Secure or Nonsecure state
and mode that you can enable the counters.

Table 3-99 Signal settings for the Performance Monitor Count Registers

DBGEN Il SPIDEN I Secure  User Performance CCNT
NIDEN SPNIDEN SUNIDEN state mode PMNC[5] counters enabled enabled
0 - - - b0 No Yes

0 - - - bl No No

1 - No - - Yes Yes

1 - Yes - - Yes Yes

1 - Yes No b0 No Yes
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Table 3-99 Signal settings for the Performance Monitor Count Registers (continued)

DBGENII  SPIDEN II Secure  User Performance CCNT
NIDEN SPNIDEN SUNIDEN state mode PMNC[5] counters enabled enabled
1 0 - Yes No bl No No

1 0 0 Yes Yes b0 No Yes

1 0 0 Yes Yes bl No No

1 0 1 Yes Yes X Yes Yes

3.2.51 ¢9, User Enable Register

31

The purpose of the USER ENable (USEREN) Register is to enable User mode to have
access to the Performance Monitor Registers.

—— Note

USEREN Register does not provide access to the registers that control interrupt
generation.

The USEREN Register is:
. a read/write register common to Secure and Nonsecure states
. writable only in privileged mode and readable in any processor mode.

Figure 3-45 shows the bit arrangement of the USEREN Register.

Zm|o

Reserved

Figure 3-45 User Enable Register format

Table 3-100 shows how the bit values correspond with the USEREN Register functions.

Table 3-100 User Enable Register bit functions

Bits Field Function

[31:1] - Reserved. RAZ, SBZP
[0] EN User mode enable
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Table 3-101 shows the results of attempted access for each mode.

Table 3-101 Results of access to the User Enable Register

Secure privileged Nonsecure privileged Secure User Nonsecure User
EN Read Write Read Write Read  Write Read Write
0 Undefined Undefined
Data Data Data Data Data . Data .
exception exception
1 Data Data Data Data Data Undefined Data Undefined
exception exception

To access the USEREN Register, read or write CP15 with:

MRC p15, 0, <Rd>, c9, cl4, 0 ; Read USEREN Register
MCR pl5, 0, <Rd>, 9, cl4, 0 ; Write USEREN Register

3.2.52 ¢9, Interrupt Enable Set Register

The purpose of the INTerrupt ENable Set INTENS) Register is to determine if any of
the Performance Monitor Count Registers, PMCNTO-PMCNT3 and CCNT, generate an
interrupt on overflow.

The INTENS Register is:
. a read/write register common to Secure and Nonsecure states
. accessible in privileged mode only.

When reading this register, any interrupt overflow enable bit that reads as 0 indicates
the interrupt overflow flag is disabled. Any interrupt overflow enable bit that reads as 1
indicates the interrupt overflow flag is enabled.

When writing this register, any interrupt overflow enable bit written with a value of 0 is
ignored, that is, not updated. Any interrupt overflow enable bit written with a value of
1 sets the interrupt overflow enable bit.

Figure 3-46 shows the bit arrangement of the INTENS Register.

3130 43210
P|P|P|P
C Reserved 3l2l1l0

Figure 3-46 Interrupt Enable Set Register format
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Table 3-102 shows how the bit values correspond with the INTENS Register functions.

Table 3-102 Interrupt Enable Set Register bit functions

Bits Field Function

[31] C CCNT overflow interrupt enable.
[30:4] - Reserved. UNP, SBZP.

[3] P3 PMCNT3 overflow interrupt enable.
[2] P2 PMCNT?2 overflow interrupt enable.
[1] P1 PMCNT1 overflow interrupt enable.

[0] PO PMCNTO overflow interrupt enable.

Table 3-103 shows the results of attempted access for each mode.

Table 3-103 Results of access to the Interrupt Enable Set Register2

Secure privileged Nonsecure privileged  Secure User Nonsecure User
EN Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined  Undefined Undefined Undefined
1 Data Data Data Data Undefined  Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the INTENS Register, read or write CP15 with:

MRC p15, @, <Rd>, c9, cl14, 1 ; Read INTENS Register

MCR p15, @, <Rd>, 9, cl14, 1 ; Write INTENS Register
3.2.53 9, Interrupt Enable Clear Register

The purpose of the INTerrupt ENable Clear INTENC) Register is to determine if any
of the Performance Monitor Count Registers, PMCNTO-PMCNT3 and CCNT, generate
an interrupt on overflow.

The INTENC Register is:
. a read/write register common to Secure and Nonsecure states
. accessible in privileged mode only.
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When reading this register, any interrupt overflow enable bit that reads as O indicates
the interrupt overflow flag is disabled. Any interrupt overflow enable bit that reads as 1

indicates the interrupt overflow flag is enabled.

When writing this register, any interrupt overflow enable bit written with a value of 0 is
ignored, that is, not updated. Any interrupt overflow enable bit written with a value of
1 clears the interrupt overflow enable bit to 0.

Figure 3-47 shows the bit arrangement of the INTENC Register.

3130 43210
P|P|P|P
C Reserved 3l201l0

Figure 3-47 Interrupt Enable Clear Register format

Table 3-104 shows how the bit values correspond with the INTENC Register functions.

Table 3-104 Interrupt Enable Clear Register bit functions

Bits Field Function

[31] C CCNT overflow interrupt enable.
[30:4] - Reserved. UNP, SBZP.

[3] P3 PMCNT?3 overflow interrupt enable.
[2] P2 PMCNT?2 overflow interrupt enable.
[1] P1 PMCNT1 overflow interrupt enable.
[0] PO PMCNTO overflow interrupt enable.

Table 3-105 shows the results of attempted access for each mode.

Table 3-105 Results of access to the Interrupt Enable Clear Register2

Secure privileged Nonsecure privileged

Secure User

Nonsecure User

EN Read Write Read Write Read Write Read Write
0 Data Data Data Data Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor

instruction is executed.
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To access the INTENC Register, read or write CP15 with:

MRC pl15, @, <Rd>, c9, cl4, 2 ; Read INTENC Register
MCR p15, @, <Rd>, <9, cl4, 2 ; Write INTENC Register

3.2.54 9, L2 Cache Lockdown Register

31

The L2 Cache Lockdown Register controls the L2 cache lockdown. The Lockdown
Format C provides a method to restrict the replacement algorithm on cache linefills to
only use selected cache ways within a set. Using this method, you can fetch or load code
into the L2 cache and protect data from being evicted, or you can use the method to
reduce cache pollution.

The L2 Cache Lockdown Register is:

. a read-only or read/write register, depending on the security selected for the
register access using CL bit [16] in the c1, Nonsecure Access Control Register on
page 3-73.

. accessible in privileged modes only.

Figure 3-48 shows the bit arrangement of the L2 Cache Lockdown Register.

876 543210

Reserved

LOCK Way-7—|
LOCK way-6

LOCK way-5
LOCK way-4
LOCK way-3
LOCK way-2
LOCK way-1
LOCK way-0

Figure 3-48 L2 Cache Lockdown Register format
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Table 3-106 shows how the bit values correspond with the L2 Cache Lockdown
Register functions.

Table 3-106 L2 Cache Lockdown Register bit functions

Bits Field Function
[31:8] - Reserved. UNP, SBZP.
[7] LOCK Lockdown bit for way 7 of the L2 cache:
way-7 0 =way 7 is not locked and allocation is determined by standard replacement algorithm
1 = way 7 is locked and no allocation is performed to this cache way.
[6] LOCK Lockdown bit for way 6 of the L2 cache:
way-6 0 =way 6 is not locked and allocation is determined by standard replacement algorithm
1 = way 6 is locked and no allocation is performed to this cache way.
[5] LOCK Lockdown bit for way 5 of the L2 cache:
way-5 0 =way 5 is not locked and allocation is determined by standard replacement algorithm
1 = way 5 is locked and no allocation is performed to this cache way.
[4] LOCK  Lockdown bit for way 4 of the L2 cache:
way-4 0 =way 4 is not locked and allocation is determined by standard replacement algorithm
1 = way 4 is locked and no allocation is performed to this cache way.
[3] LOCK Lockdown bit for way 3 of the L2 cache:
way-3 0 =way 3 is not locked and allocation is determined by standard replacement algorithm
1 = way 3 is locked and no allocation is performed to this cache way.
[2] LOCK  Lockdown bit for way 2 of the L2 cache:
way-2 0 =way 2 is not locked and allocation is determined by standard replacement algorithm
1 = way 2 is locked and no allocation is performed to this cache way.
[1] LOCK Lockdown bit for way 1 of the L2 cache:
way-1 0 = way 1 is not locked and allocation is determined by standard replacement algorithm
1 = way 1 is locked and no allocation is performed to this cache way.
[0] LOCK  Lockdown bit for way O of the L2 cache:
way-0 0 =way 0 is not locked and allocation is determined by standard replacement algorithm

1 = way 0 is locked and no allocation is performed to this cache way.
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Table 3-107 shows the results of attempted access for each mode.

Table 3-107 Results of access to the L2 Cache Lockdown Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
CL bit
value Read Write Read Write Read Write Read Write
0 Data Data Undefined Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the L2 Cache Lockdown Register, read or write CP15 with:

MRC p15, 1, <Rd>, 9, c@, 0 ; Read L2 Cache Lockdown Register
MCR p15, 1, <Rd>, c9, c0, @ ; Write L2 Cache Lockdown Register

Specific loading of addresses into cache way

The following procedure for lock down into a data or an instruction cache way i, with
N cache ways, using Format C, ensures that only the target cache way i is locked down.

This is the architecturally-defined method for locking data into caches:

1.

Disable interrupts to ensure that no processor exceptions can occur during the
execution of this procedure. If this is not possible, all code and data that any
exception handlers can call must meet the conditions specified in step 2 and step
3.

Ensure that all data that the following code uses, apart from the data that is to be
locked down, is either:

. in a noncacheable area of memory
. in an already locked cache way.

Ensure that the data to be locked down is in a cacheable area of memory.

Ensure that the data to be locked down is not already in the cache, using either:

. cache clean
. invalidate
. cache clean and invalidate.

See c¢7, Cache operations on page 3-89.
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5. Enable allocation to the target cache way by writing to the Instruction or Data
Cache Lockdown Register, with the CRm field set to 0, setting L to O for bit i, and
L to 1 for all other ways.

6.  Ensure that the memory cache line is loaded into the cache by using an LDR
instruction to load a word from the memory cache line, for each of the cache lines
to be locked down in cache way i.

7.  Write to the Instruction or Data Cache Lockdown Register, setting L to 1 for bit i
and restore all the other bits to the previous values before this routine was started.
Cache unlock procedure

To unlock the lock down portion of the cache, write to register ¢9, setting L to 0 for each
bit.

3.2.55 9, L2 Cache Auxiliary Control Register

The purpose of the L2 Cache Auxiliary Control Register is to enable you to configure
the L2 cache behavior.

The L2 Cache Auxiliary Control Register is:

. a read register, common to Secure and Nonsecure states
. a write register in Secure state only
. accessible in privileged modes only.

Note

If bit [24] of the L2 Cache Auxiliary Control Register is not set to 1, the L2 cache does
not perform a security check for the data that is placed in the L2 cache. If software
requires a higher level of security within the processor, then you must set bit [24] to 1
of this register. By setting bit [24] to 1, the L2 cache performs an external linefill, and
the AXI slave performs the security check on that linefill.

Figure 3-49 on page 3-125 shows the bit arrangement of the L2 Cache Auxiliary
Control Register.
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313029 28 27 26 25 24 23 22 21 20 17 16 15 9 8 6 543 0
Reserved Reserved
L L (2inner I_ Data RAM latency
Parity or ECC enable Reserved
Write allocate disable Tag RAM latency

Write allocate combine disable

Write allocate delay disable

Write combining disable

Reserved

Load data forwarding disable

ECC or Parity

L2 data RAM read multiplexer select

Reserved

Figure 3-49 L2 Cache Auxiliary Control Register format

Table 3-108 shows how the bit values correspond with the L2 Cache Auxiliary Control
Register functions.

Table 3-108 L2 Cache Auxiliary Control Register bit functions

Bits Field Function
[31:30] - Reserved. UNP, SBZP.
[29] L2 data RAM read Configures the timing of the read data multiplexer select between one or two cycles
multiplexer select for all L2 data RAM read operations:
0 = two cycles, default
1 = one cycle.
[28] ECC or Parity Selects ECC or parity:
0 = parity
1 =ECC.
[27] Load dataforwarding  Enables or disables load data forwarding to any LS or NEON request:
disable 0 = enables load data forwarding, default
1 = disables load data forwarding.
[26] - Reserved. UNP, SBZP.
[25] Write combining Enables or disables write combining:
disable 0 = enables write combine, default
1 = disables write combine.
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Table 3-108 L2 Cache Auxiliary Control Register bit functions (continued)

Bits Field Function
[24] Write allocate delay Enables or disables external linefill when storing an entire line with write allocate
disable permission:

0 = enables write allocate delay, default
1 = disables write allocate delay.

[23] Write allocate Enables or disables combining of data in the L2 write combining buffers:
combine disable 0 = enables write allocate combine, default

1 = disables write allocate combine.

[22] Write allocate Enables or disables allocate on write miss in L2:
disable 0 = enables write allocate, default

1 = disables write allocate.

[21] Parity or ECC enable  Parity or ECC enable:
0 = disables parity or ECC, default
1 = enables parity or ECC.

[20:17] - Reserved. UNP, SBZP.

[16] L2 inner Defines whether the L2 observes the inner or outer cacheability attributes:
0 =L2 observes outer cacheability
1 = L2 observes inner cacheability.

[15:9] - Reserved. UNP, SBZP.
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Table 3-108 L2 Cache Auxiliary Control Register bit functions (continued)

Bits Field

Function

[8:6] Tag RAM latency

Program tag RAM latency:

b000 = 2 cycles
b001 = 2 cycles
b010 = 3 cycles
b011 =4 cycles
b100 =4 cycles
b101 =4 cycles
b110 =4 cycles
bl111 =4 cycles.

[5:4] -

Reserved. UNP, SBZP.

[3:0] Data RAM latency

Program data RAM latency:

b0000 =2 cycles
b0001 =2 cycles
b0010 = 3 cycles
b0011 =4 cycles
b0100 =5 cycles
b0101 = 6 cycles
b0110 =7 cycles
b0111 =8 cycles
b1000 =9 cycles
b1001 = 10 cycles
b1010 = 11 cycles
b1011 = 12 cycles
b1100 = 13 cycles
b1101 = 13 cycles
b1110 =13 cycles

b1111 = 13 cycles.

Table 3-109 shows the results of attempted access for each mode.

Table 3-109 Results of access to the L2 Cache Auxiliary Control Register2

Secure privileged

Nonsecure privileged Secure User

Nonsecure User

Read Write Read Write Read Write Read Write
Data Data Data Undefined Undefined Undefined Undefined Undefined
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a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the L2 Cache Auxiliary Control Register, read or write CP15 with:

MRC pl5, 1, <Rd>, c9, c@, 2 ; Read L2 Cache Auxiliary Control Register
MCR p15, 1, <Rd>, c9, c@, 2 ; Write L2 Cache Auxiliary Control Register

If you have not configured the processor to include parity and ECC RAM, then software
cannot set bit [21] to 1, parity or ECC enable bit. The following code sequence shows
how to determine if the processor was configured to include parity and ECC RAM.

MRC p15, 1, <Rd>, c9, c@, 2 ; Read L2 Cache Auxiliary Control Register
ORR <Rd>, <Rd>, #0x0020_0000; Set parity/ECC enable

MCR p15, 1, <Rd>, c9, c@, 2 ; Write L2 Cache Auxiliary Control Register
MRC p15, 1, <Rd>, c9, c@, 2 ; Read L2 Cache Auxiliary Control Register
TST <Rd>, #0x0020_0000 ; Test for parity/ECC enable

BEQ no_parity_ram_setup

parity_ram_setup:
;<do parity RAM setup>
B done_parity_RAM_setup

no_parity_ram_setup:
;<do no parity/ECC RAM setup>

done_parity_RAM_setup:
;<continue>

3.2.56 ¢10, TLB Lockdown Registers

The purpose of the TLB Lockdown Registers is to control which of the fully-associative
TLB entries to allocate on the next table walk. The TLB is normally allocated on a
rotating basis. The oldest entry is always the next allocated.

You can configure the TLB Lockdown Registers to exclude a range of entries from the
round-robin allocation scheme. You must use the TLB Lockdown Registers with the
TLB preload operation. See c10, TLB preload operation on page 3-130 for more
information.

The TLB Lockdown Registers are:
. read/write registers common to Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-50 on page 3-129 shows the bit arrangement of the Data and Instruction TLB
Lockdown Registers.
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31 27 26 2221 10

Base Victim Reserved P

Figure 3-50 TLB Lockdown Register format

Table 3-110 shows how the bit values correspond with the Data and Instruction TLB
Lockdown Register functions.

Table 3-110 TLB Lockdown Register bit functions

Bits Field Function

[31:27] Base Defines the offset from TLB entry O for which entries O to base - 1 are locked assuming P equals 1
during a hardware translation table walk.

[26:22]  Victim  Specifies the entry where the next hardware translation table walk can place a TLB entry. The reset
value is 0. Each hardware translation table walk increments the value of the Victim field.

[21:1] - Reserved. UNP, SBZP.

[0] P Determines if TLB entries allocated by subsequent translation table walks are not invalidated by the
Invalidate TLB unlocked entries operation:

0 = allocated TLB entries are invalidated, reset value

1 = allocated TLB entries are not invalidated.

For the Data or Instruction TLB Lockdown Register:

. The TLB lockdown behavior depends on the TL bit, see cI, Nonsecure Access
Control Register on page 3-73. If the TL bit is not set to 1, the lockdown entries
are reserved for the Secure state.

. The TLB Lockdown Register must be used with the TLB preload operation. See
c10, TLB preload operation on page 3-130.

— Note

Setting the P bit before a hardware translation table walk does not guarantee the locking
down of an entry. The Base field must be set to the first unlocked entry. The Victim field
must always be set to a value greater than or equal to the value of the Base field.

ARM DDI 0344J Copyright © 2006-2009 ARM Limited. All rights reserved. 3-129
Unrestricted Access Non-Confidential



System Control Coprocessor

Table 3-111 shows the results of attempted access for each mode.

Table 3-111 Results of access to the TLB Lockdown Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
TL bit
value Read Write Read Write Read Write Read Write
0 Data Data Undefined Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined

a. Anentry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor

instruction is executed.

To access the Data TLB Lockdown Register, read or write CP15 with:

MRC pl5, 0, <Rd>, c10, c@, 0 ; Read Data TLB Lockdown Register
MCR p15, 0, <Rd>, c10, c@, @ ; Write Data TLB Lockdown Register

To access the Instruction TLB Lockdown Register, read or write CP15 with:

MRC p15, 0, <Rd>, c10, c@, 1 ; Read Instruction TLB Lockdown Register
MCR pl5, 0, <Rd>, c10, c@, 1 ; Write Instruction TLB Lockdown Register

3.2.57 ¢10, TLB preload operation

The TLB preload operations are used to load entries into either the instruction or data
TLB as specified by the virtual address. The operation performs a TLB lookup to
determine if the virtual address has been cached in the TLB array. If the TLB lookup
misses in the TLB array, a hardware translation table walk is performed. There are two
possible results of the hardware translation table walk:

. the descriptor is cached in the TLB array at the entry specified by the Victim field
in the TLB Lockdown Register

. the descriptor faults.

If the operation is a preload D-TLB instruction and the descriptor faults, a data abort is
indicated. The DFSR and DFAR indicate the fault type and the fault address,
respectively.

If the operation is a preload I-TLB instruction and the descriptor faults, a data abort is
indicated. The DFSR indicates the instruction cache maintenance fault value. The
DFAR contains the faulty virtual address, and the IFSR contains the fault type encoding.
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The TLB preload operations are:

. accessible in privileged modes only, User mode causes Undefined Instruction
exception
. supported in both Secure and Nonsecure states

. when CP15 c1 M-bit [0] is LOW, the instruction executes as a NOP

. when CP15 c1 A-bit [1] is HIGH, no alignment faults are generated as VA[1:0]
are ignored.

The data and instruction TLB preload operations are as follows:

MCR p15, @, <Rd>, c10, cl, @ ; Data TLB preload operation
MCR p15, @, <Rd>, c10, cl, 1 ; Instruction TLB preload operation

The TLB preload operation and the TLB lockdown operation can be used to lock entries
into the TLB array. Example 3-1 is a code sequence that locks an entry into the TLB
array.

—— Note

This example assumes that the FCSE PID Register is set to 0. If the FCSE PID is not 0,
then the MVA of the TLB entry must be invalidated.

Example 3-1 Lock an entry to the instruction TLB array

LDR r1,=VA ; Address of entry to lock
MCR p15,0,rl,c8,c5,1 ; Invalidate TLB entry corresponding to VA
LDR r0,=0x00000001 ; base=victim=0 (protect bit=1 [Tock])

LDR r2,=0x08400000

MCR p15,0,r0,c10,c0,1
MCR p15,0,rl,cl0,cl,1
MCR p15,0,r2,c10,c0,1

base=victim=1 (protect bit=0 [unlock])
Write I-TLB Lockdown Register

Prefetch I-TLB

Write I-TLB Lockdown Register

3.2.58 c¢10, Memory Region Remap Registers

The purpose of the Memory Region Remap Registers is to remap memory region
attributes encoded by the TEX[2:0], C, and B bits in the translation tables that the data
side, instruction side, and PLE use. See MM U software-accessible registers on page 6-8
for information on memory remap.
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The Memory Region Remap Registers are:

. two read/write registers banked for the Secure and Nonsecure states:
—  the Primary Region Remap Register
—  the Normal Memory Remap Register.

. accessible in privileged modes only.

These registers apply to all memory accesses and this includes accesses from the data
side, instruction side, and PLE. Table 3-113 on page 3-133 shows the purposes of the
individual bits in the Primary Region Remap Register. Table 3-115 on page 3-134
shows the purposes of the individual bits in the Normal Memory Remap Register.

Note

The behavior of the Memory Region Remap Registers depends on the TEX Remap bit,
see cl, Control Register on page 3-58.

Table 3-112 describes the behavior of memory accesses when the region remapped
registers, PRRR and NMRR, are applied.

Table 3-112 Application of remapped registers on memory access

CP15 M bit CP15TRE bit Expected behavior

0 0 Memory accesses are controlled by the remapped default
memory attributes as defined in the ARM Architecture
Reference Manual

0 1 Memory accesses are not remapped but used the default
memory attributes

1 0 Memory accesses are not remapped and are controlled by
the MMU translation table descriptors

1 1 Memory accesses are controlled by the remapped MMU
translation table descriptors

Figure 3-51 shows the bit arrangement of the Primary Region Remap Register.

31 20191817161514131211109 8 7 6 5 4 3 2 1 0
Reserved -1-1-1-1 - - - - - - - -
Figure 3-51 Primary Region Remap Register format
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Table 3-113 shows how the bit values correspond with the Primary Region Remap

Register functions.

Table 3-113 Primary Region Remap Register bit functions

Bits

Field Function2

[31:20]

(19]

- Reserved. UNP, SBZ

- Remaps shareable attribute when S=1 for Normal regionsb
1 =reset value

(18]

(17]

- Remaps shareable attribute when S=0 for Normal regions®
0 =reset value

- Remaps shareable attribute when S=1 for Device regionsb
0 =reset value

(16]

[15:14]

- Remaps shareable attribute when S= 0 for Device regions®
1=reset value

- Remaps {TEX[0],C,B} =bl11
b10 = reset value

[13:12]

- Remaps {TEX[0],C,B} =b110
b00 = reset value

[11:10]

[9:8]

- Remaps {TEX[0],C,B} =b101
b10 = reset value

- Remaps {TEX[0],C,B} =b100
b10 = reset value

[7:6]

- Remaps {TEX[0],C,B} =b011
b10 = reset value

[5:4]

[3:2]

- Remaps {TEX[0],C,B} =b010
b10 = reset value

- Remaps {TEX[0],C,B} = b001
b0l = reset value

[1:0]

- Remaps {TEX[0],C,B} = b000
b00 = reset value

a. The reset values ensure that no remapping occurs at reset.
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b. Shareable attributes can map for both shared and nonshared memory. If the
shared bit read from the TLB or translation tables is 0, then the bit remaps to
the nonshared attributes in this register. If the shared bit read from the TLB or
translation tables is 1, then the bit remaps to the shared attributes of this

register.

Table 3-114 shows the encoding of the remapping for the primary memory type.

Table 3-114 Encoding for the remapping of the primary memory type

Encoding Memory type

b00 Strongly ordered
b01 Device

b10 Normal

bll UNP (Normal)

Figure 3-52 shows the bit arrangement of the Normal Memory Remap Register.

313029 28 27 26 25 24 23 22 21 20

1918 17 16

1514131211109 8 7 6 5 4 3 2 1 0

Figure 3-52 Normal Memory Remap Register format

Table 3-115 shows how the bit values correspond with the Normal Memory Remap

Register functions.

Table 3-115 Normal Memory Remap Register bit functions

Bits Field Function2

[31:30] - Remaps outer attribute for {TEX[0],C,B} =bl111
b01 = reset value

[29:28] - Remaps outer attribute for { TEX[0],C,B} =b110
b00 = reset value

[27:26] - Remaps outer attribute for { TEX[0],C,B} =b101
b01 = reset value

[25:24] - Remaps outer attribute for { TEX[0],C,B} =b100
b00 = reset value
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Table 3-115 Normal Memory Remap Register bit functions (continued)

Bits Field Functiona

[23:22] - Remaps outer attribute for { TEX[0],C,B} = b011
bl1 = reset value

[21:20] - Remaps outer attribute for { TEX[0],C,B} =b010
b10 = reset value

[19:18] - Remaps outer attribute for { TEX[0],C,B} = b001

b00 = reset value

[17:16] - Remaps outer attribute for { TEX[0],C,B} = b000
b00 = reset value

[15:14] - Remaps inner attribute for { TEX[0],C,B} =bl111
b01 = reset value

[13:12] - Remaps inner attribute for { TEX[0],C,B} =b110
b00 = reset value

[11:10] - Remaps inner attribute for { TEX[0],C,B} = b101
b10 = reset value

[9:8] - Remaps inner attribute for { TEX[0],C,B} = b100
b00 = reset value

[7:6] - Remaps inner attribute for { TEX[0],C,B} = b011
bl1 = reset value

[5:4] - Remaps inner attribute for { TEX[0],C,B} =b010
b10 = reset value

[3:2] - Remaps inner attribute for { TEX[0],C,B} = b001
b00 = reset value

[1:0] - Remaps inner attribute for { TEX[0],C,B} = b000
b00 = reset value

a. The reset values ensure that no remapping occurs at reset.
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Table 3-116 shows the encoding for the inner or outer cacheable attribute bit fields I0 to
I7 and OO0 to O7.

Table 3-116 Remap encoding for inner or outer cacheable attributes

Encoding Cacheable attribute

b00 Noncacheable

b01 Write-back, allocate on write

b10 Write-through, no allocate on write
bl1 Write-back, no allocate on write

Attempts to write to this register in secure privileged mode when CP15SDISABLE is
HIGH result in an Undefined Instruction exception, see Security Extensions write
access disable on page 3-6.

Table 3-117 shows the results of attempted access for each mode.

Table 3-117 Results of access to the memory region remap registers?

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined Undefined Undefined Undefined
data data data data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the Memory Region Remap Registers read or write CP15 with:

MRC pl5, 0, <Rd>, c10, c2, @ ; Read Primary Region Remap Register
MCR pl5, 0, <Rd>, c10, c2, @ ; Write Primary Region Remap Register
MRC p15, 0, <Rd>, c10, c2, 1 ; Read Normal Memory Remap Register

MCR p15, 0, <Rd>, c10, c2, 1 ; Write Normal Memory Remap Register

Memory remap occurs in two stages:

1. The processor uses the Primary Region Remap Register to remap the primary
memory type, normal, device, or strongly ordered, and the shareable attribute.

2. For memory regions that the Primary Region Remap Register defines as Normal
memory, the processor uses the Normal Memory Remap Register to remap the
inner and outer cacheable attributes.
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The behavior of the Memory Region Remap Registers depends on the TEX Remap bit,
see cl, Control Register on page 3-58. If the TEX Remap bit is set to 1, the entries in
the Memory Region Remap Registers remap each possible value of the TEX[0], C and
B bits in the translation tables. You can therefore set your own definitions for these
values. If the TEX Remap bit is cleared to 0, the Memory Region Remap Registers are
not used and no memory remapping takes place. See MMU software-accessible
registers on page 6-8 for more information.

The Memory Region Remap Registers are expected to remain static during normal
operation. When you write to the Memory Region Remap Registers, you must
invalidate the TLB and perform an IMB operation before you can rely on the new
written values. You must also stop the PLE if it is running.

Note
For security reasons, you cannot remap the NS bit.

3.2.59 c11, PLE Identification and Status Registers

The purpose of the PLE Identification and Status Registers is to define:
. the PLE channels that are physically implemented on the particular device
. the current status of the PLE channels.

Processes that handle PLE can read this register to determine the physical resources
implemented and their availability.

The PLE Identification and Status Register is:
. four read-only registers common to Secure and Nonsecure states
. accessible only in privileged modes.

Figure 3-53 shows the bit arrangement of the PLE Identification and Status Registers

0-3.
31 211
c|C
Reserved H(H
1]0
Figure 3-53 PLE identification and Status Registers format
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Table 3-118 shows how the bit values correspond with the PLE Identification and Status

Registers functions.

Table 3-118 PLE Identification and Status Register bit functions

Function

Reserved. UNP, SBZ.

Provides information on PLE Channel 1 functions:
0 = PLE Channel 1 function disabled
1 = PLE Channel 1 function enabled. This is the reset value.

Bits  Field
31:2] -

[1] CH1
[0] CHO

Provides information on PLE Channel 0 functions:
0 = PLE Channel O function disabled
1 = PLE Channel O function enabled. This is the reset value.

Table 3-119 shows the Opcode_2 values for PLE channel function selection.

Table 3-119 Opcode_2 values for PLE Identification and Status Register functions

Opcode_2

Function

0

Indicates channel present:
0 = channel is not present
1 = channel is present.

Reserved. Does not result in an Undefined Instruction
exception.

Indicates channel running:
0 = channel is not running

1 = channel is running.

Indicates channel interrupting:
0 = channel is not interrupting
1 = channel is interrupting, through completion or an error.

4-7

Reserved. Results in an Undefined Instruction exception.
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Access in the Nonsecure state depends on the PLE bit, see ¢/, Nonsecure Access
Control Register on page 3-73. The processor can only access these registers in
privileged modes. Table 3-120 shows the results of attempted access for each mode.

Table 3-120 Results of access to the PLE Identification and Status Registers2

Secure privileged Nonsecure privileged Secure User Nonsecure User
PLE
bit Read Write Read Write Read Write Read Write
0 Data Undefined Undefined  Undefined Undefined Undefined Undefined Undefined
1 Data Undefined Data Undefined  Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the PLE Identification and Status Registers in a privileged mode, read CP15
with:

MRC p15, @, <Rd>, cl1l, c@, @ ; Read PLE Identification and Status Register present
MRC p15, 0, <Rd>, cl1l, c@, 2 ; Read PLE Identification and Status Register running
MRC p15, 0, <Rd>, cl1l, c@, 3 ; Read PLE Identification and Status Register interrupting

3.2.60 c11, PLE User Accessibility Register

The purpose of the PLE User Accessibility Register is to determine if a User mode
process can access the registers for each channel. This register contains a bit for each
channel, referred to as the U bit for that channel.

The PLE User Accessibility Register is:
. a read/write register common to the Secure and Nonsecure states

. accessible in privileged modes only.

Figure 3-54 shows the bit arrangement of the PLE User Accessibility Register.

31 210

Reserved

Figure 3-54 PLE User Accessibility Register format
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Table 3-121 shows how the bit values correspond with the PLE User Accessibility
Register functions.

Table 3-121 PLE User Accessibility Register bit functions

Bits Field Function

[31:2] - Reserved. UNP, SBZP.

[1] Ul Indicates if a User mode process can access the registers for channel 1:
0 = User mode cannot access channel 1, reset value. User mode accesses cause an Undefined
Instruction exception.

1 = User mode can access channel 1.

[0] 18[0] Indicates if a User mode process can access the registers for channel 0:
0 = User mode cannot access channel 0, reset value. User mode accesses cause an Undefined
Instruction exception.
1 = User mode can access channel 0.

Access in the Nonsecure state depends on the PLE bit, see c/, Nonsecure Access
Control Register on page 3-73. The processor can only access this register in privileged
modes. Table 3-122 shows the results of attempted access for each mode.

Table 3-122 Results of access to the PLE User Accessibility Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
PLE
bit Read Write Read Write Read Write Read Write
0 Data Data Undefined Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the PLE User Accessibility Register, read or write CP15 with:

MRC pl5, @, <Rd>, cll, cl, @ ; Read PLE User Accessibility Register
MCR pl5, 0, <Rd>, cll, cl, @ ; Write PLE User Accessibility Register

The registers that you can access in User mode when the U1 or UO bit = 1 for the current
channel are:

. cll, PLE enable commands on page 3-142
. cll, PLE Control Register on page 3-143
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. cll, PLE Internal Start Address Register on page 3-146
. cll, PLE Internal End Address Register on page 3-148
. cll, PLE Channel Status Register on page 3-149.

You can access the PLE Channel Number Register, see c/1, PLE Channel Number
Register, in User mode when the U1 or UO bit for any channel is 1.

The contents of these registers must be preserved on a task switch if the registers are
user accessible.

If the U bit for the currently selected channel is set to 0, and a User mode process
attempts to access any of these registers, the processor takes an Undefined instruction
trap.

3.2.61 c11, PLE Channel Number Register

31

The purpose of the PLE Channel Number Register is to select a PLE channel.

The PLE Channel Number Register is:
. a read/write register common to Secure and Nonsecure states
. accessible in User and privileged modes.

Figure 3-55 shows the bit arrangement of the PLE Channel Number Register.

Z0 |o

Reserved

Figure 3-55 PLE Channel Number Register format

Table 3-123 shows how the bit values correspond with the PLE Channel Number
Register functions.

Table 3-123 PLE Channel Number Register bit functions

Bits Field Function

[31:1] - Reserved. UNP, SBZ.

[0] CN Indicates PLE channel selected:
0 = PLE channel O selected, reset value
1 = PLE channel 1 selected.
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Access in the Nonsecure state depends on the PLE bit, see ¢/, Nonsecure Access
Control Register on page 3-73. The processor can access this register in User mode if
the U bit for any channel is set to 1, see c/1, PLE User Accessibility Register on
page 3-139.

Table 3-124 shows the results of attempted access for each mode.

Table 3-124 Results of access to the PLE User Accessibility Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
U PLE
bit bit Read Write Read Write Read Write Read Write
0 0 Data Data Undefined  Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined
1 0 Data Data Undefined  Undefined Data Data Undefined  Undefined
1 Data Data Data Data Data Data Data Data

. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor

instruction is executed.

To access the PLE Channel Number Register, read or write CP15 with:

MRC p15, 0, <Rd>, cll, c2, @ ; Read PLE Channel Number Register
MCR p15, 0, <Rd>, cl1l, c2, @ ; Write PLE Channel Number Register

3.2.62 c11, PLE enable commands

The purpose of the PLE enable commands is to start, stop, or clear PLE transfers for
each channel implemented.

The PLE enable commands are:
o three commands for each PLE channel common to Secure and Nonsecure states

. accessible in User and privileged modes.

Access in the Nonsecure state depends on the PLE bit, see c/, Nonsecure Access
Control Register on page 3-73. The processor can access these commands in User mode
if the U bit, see cl1, PLE User Accessibility Register on page 3-139, for the currently
selected channel is set to 1.
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Table 3-125 shows the results of attempted access for each mode.

Table 3-125 Results of access to the PLE enable commands?2

Secure privileged Nonsecure privileged Secure User Nonsecure User
U PLE
bit bit Read Write Read Write Read Write Read Write
0 0 Undefined  Data Undefined  Undefined  Undefined Undefined Undefined Undefined
1 Undefined  Data Undefined  Data Undefined Undefined Undefined Undefined
1 0 Undefined  Data Undefined  Undefined Undefined Data Undefined  Undefined
1 Undefined  Data Undefined  Data Undefined Data Undefined Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To issue a PLE enable command, set the PLE Channel Number Register to the
appropriate PLE channel and execute one of the following CP15 command:

MCR p15, @, <Rd>, cl11, c3, @ ; Stop PLE enable command
MCR p15, @, <Rd>, cll, c3, 1 ; Start PLE enable command
MCR p15, @, <Rd>, cll1, c3, 2 ; Clear PLE enable command

3.2.63 c11, PLE Control Register

The purpose of the PLE Control Register for each channel is to control the operations
of that PLE channel.

Table 3-126 on page 3-144 shows the purposes of the individual bits in the PLE Control
Register.

The PLE Control Register is:

. one read/write register for each PLE channel common to Secure and Nonsecure
states
. accessible in User and privileged modes.

Figure 3-56 on page 3-144 shows the bit arrangement of the PLE Control Register.
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313029 28 27 26 25 3 2 0

D U
T IC|IE M Reserved wy

L |—Reserved

Reserved

Figure 3-56 PLE Control Register format

Table 3-126 shows how the bit values correspond with the PLE Control Register
functions.

Table 3-126 PLE Control Register bit functions

Bits

Field

Function

(31]

Reserved. UNP, SBZP.

(30]

DT

Indicates direction of transfer:
0 = transfer from AXI SoC memory to the L2 cache, performing cache linefill.
1 = transfer from L2 cache to AXI SoC memory, performing a cache clean-and-invalidate operation.

[29]

IC

Indicates whether the PLE channel must assert an interrupt on completion of the PLE transfer, or if
the Stop command stops the PLE, see c/1, PLE enable commands on page 3-142.

The interrupt is deasserted from this source, if the processor performs a clear operation on the channel
that caused the interrupt. See c11, PLE enable commands on page 3-142 for more information.

Note

The U bit has no affect on whether an interrupt is generated on completion.

0 = no interrupt on completion

1 = interrupt on completion.

(28]

(27]

1E

Indicates that the PLE channel must assert an interrupt on an error.
The interrupt is deasserted from this source, when the channel is set to idle with a clear operation. See
cll, PLE enable commands on page 3-142 for more information.

Note

If the U bit is set to 1, then an interrupt on error occurs regardless of the state of the IE bit. See c¢/7,
PLE User Accessibility Register on page 3-139 for information on the U bit.

0 = no interrupt on error
1 = interrupt on error.

Reserved. UNP, SBZP.
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Table 3-126 PLE Control Register bit functions (continued)

Bits Field Function

[26] UM Indicates that the permission checks are based on the PLE in User or privileged mode. The UM bit is
provided so that the privileged mode process can emulate a User mode. See Table 3-127 for more

details on the UM bit:
0 = transfer is a privileged transfer

1 = transfer is a User mode transfer.

[25:3] - Reserved. UNP, SBZP.

[2:0] WY Indicates the selected L2 cache way for filling data. This is used in conjunction with the L2 Cache

Lockdown Register:
b000 = way 0
b001 = way 1
b010 = way 2
b011 = way 3
b100 = way 4
b101 =way 5
b110 = way 6
bl11 =way 7.

Access in the Nonsecure state depends on the PLE bit, see c/, Nonsecure Access
Control Register on page 3-73. The processor can access this register in User mode if
the U bit for the currently selected channel is set to 1, see c11, PLE User Accessibility

Register on page 3-139.

Table 3-127 shows the behavior of the processor when writing the UM bit [26] for

various processor modes and U bit settings.

Table 3-127 Writing to UM bit [26]

Data to be written Mode of CP15  Useraccessibility

Value written

to UM bit [26] instruction (U bit) to UM bit [26]

bl User mode b0 Undefined
Instruction
exception taken

b0 User mode b0 Undefined
Instruction
exception taken

bl Privileged mode b0 bl
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Table 3-127 Writing to UM bit [26] (continued)

Data to be written Mode of CP15  Useraccessibility = Value written

to UM bit [26] instruction (U bit) to UM bit [26]
b0 Privileged mode b0 b0
bl User mode bl bl
b0 User mode bl bl
bl Privileged mode bl bl
b0 Privileged mode bl bl

Table 3-128 shows the results of attempted access for each mode.

Table 3-128 Results of access to the PLE Control Registersa

Secure privileged Nonsecure privileged Secure User Nonsecure User
u PLE
bit  Dbit Read Write Read Write Read Write Read Write
0 0 Data Data Undefined Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined
1 0 Data Data Undefined Undefined Data Data Undefined  Undefined
1 Data Data Data Data Data Data Data Data
a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
To access the PLE Control Register, set the PLE Channel Number Register to the
appropriate PLE channel and read or write CP15 with:
MRC p15, 0, <Rd>, cll, c4, @ ; Read PLE Control Register
MCR pl5, @, <Rd>, cll, c4, 0 ; Write PLE Control Register
While the channel has the status of Running, any attempt to write to the PLE Control
Register results in architecturally Unpredictable behavior. For the processor, writes to
the PLE Control Register have no effect when the PLE channel is running.
3.2.64 c11, PLE Internal Start Address Register
The purpose of the PLE Internal Start Address Register for each channel is to define the
start address, that is, the first address that data transfers go to or from.
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The PLE Internal Start Address Register is:

. a 32-bit read/write register with one register for each PLE channel common to
Secure and Nonsecure states

. accessible in User and privileged modes.

The PLE Internal Start Address Register bits [31:0] contain the Internal Start Virtual
Address (VA). Figure 3-57 shows this format.

31 54 0
virtual address UNP/SBZ
Figure 3-57 PLE Internal Start Address Register bit format
Access in the Nonsecure state depends on the PLE bit, see c/, Nonsecure Access
Control Register on page 3-73. The processor can access this register in User mode if
the U bit for the currently selected channel is set to 1, see c11, PLE User Accessibility
Register on page 3-139.
Table 3-129 shows the results of attempted access for each mode.
Table 3-129 Results of access to the PLE Internal Start Address Registera
Secure privileged Nonsecure privileged Secure User Nonsecure User
U PLE
bit bit Read Write Read Write Read Write Read Write
0 0 Data Data Undefined Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined
1 0 Data Data Undefined Undefined Data Data Undefined Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the PLE Internal Start Address Register, set the PLE Channel Number
Register to the appropriate PLE channel and read or write CP15 c11 with:

MRC p15, @, <Rd>, cll, c5, @ ; Read PLE Internal Start Address Register
MCR p15, @, <Rd>, cl1, c5, @ ; Write PLE Internal Start Address Register
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3.2.65 c11, PLE Internal End Address Register

31

The purpose of the PLE Internal End Address Register for each channel is to define the
number of cache lines transferred.

The PLE Internal End Address Register is:

. a 32-bit read/write register with one register for each PLE channel common to
Secure and Nonsecure states

. accessible in User and privileged modes.

Figure 3-58 shows the bit arrangement of the PLE Internal End Address Register
functions.

Reserved Lines Reserved

Figure 3-58 PLE Internal End Address Register format

The PLE Internal End Address Register bits [N:6] contain the number of cache lines
transferred where N is determined by the L2 cache size as defined in Table 3-130.

Table 3-130 Maximum transfer size for various L2 cache sizes

Cache size N Maximum number of lines Maximum transfer size
0KB 6 0 OKB#

128KB 14 256 16KB

256KB 15 512 32KB

512KB 16 1024 64KB

1024KB 17 2048 128KB

a. For a OKB cache, the PLE setup code must read the Cache Size ID Register, see c0,
Cache Size Identification Registers on page 3-54, before attempting PLE access. In a
0KB environment, the PLE does nothing.

Access in the Nonsecure state depends on the PLE bit, see c/, Nonsecure Access
Control Register on page 3-73. The processor can access this register in User mode if
the U bit for the currently selected channel is set to 1, see c11, PLE User Accessibility
Register on page 3-139.
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Table 3-131 shows the results of attempted access for each mode.

Table 3-131 Results of access to the PLE Internal End Address Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User
U PLE
bit Dbit Read Write Read Write Read Write Read Write
0 0 Data Data Undefined  Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined
1 0 Data Data Undefined  Undefined Data Data Undefined  Undefined
1 Data Data Data Data Data Data Data Data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the PLE Internal End Address Register, set the PLE Channel Number Register
to the appropriate PLE channel and read or write CP15 with:

MRC p15, @, <Rd>, cl1, c7, @ ; Read PLE Internal End Address Register
MCR p15, @, <Rd>, cl1, c7, @ ; Write PLE Internal End Address Register

3.2.66 c11, PLE Channel Status Register

31

The purpose of the PLE Channel Status Register for each channel is to define the status
of the most recently started PLE operation on that channel.

The PLE Channel Status Register is:

. one read-only register for each PLE channel common to Secure and Nonsecure
states
. accessible in User and privileged modes.

Figure 3-59 shows the bit arrangement of the PLE Channel Status Register.

9 8 210

Reserved Error code

Status—|

Figure 3-59 PLE Channel Status Register format
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Table 3-132 shows how the bit values correspond with the PLE Channel Status Register

functions.
Table 3-132 PLE Channel Status Register bit functions
Bits Field Function
[31:9] - Reserved. UNP, SBZ.
[8:2] Error code  Indicates the status of the external address error. All other encodings are reserved:
bOXxXXXX = no error
b1x01100 = precise external abort, L1 translation
b1x01110 = precise external abort, L2 translation
b1011100 = parity/ECC error on L1 translation
b1011110 = parity/ECC error on L2 translation
b1000101 = translation fault, section
b1000111 = translation fault, page
b1000011 = access flag fault, section
b1000110 = access flag fault, page
b1001001 = domain fault, section
b1001011 = domain fault, page
b1001101 = permission fault, section
b1001111 = permission fault, page
b1x10110 = imprecise external abort
b1011000 = imprecise parity or ECC error, nontranslation.
Any unused encoding not listed is reserved.
Where x represents bit [7] in the encoding, bit [7] can be either:
0 = AXI Decode error caused the abort, reset value
1 = AXIT Slave error caused the abort.
[1:0] Status Indicates the status of the PLE channel:

b00 = idle, reset value
b01 = reserved
b10 = running

bl1 = complete or error.

Access in the Nonsecure state depends on the PLE bit, see c1, Nonsecure Access
Control Register on page 3-73. You can access these registers in User mode if the U bit
for the currently selected channel is set to 1, see c/1, PLE User Accessibility Register
on page 3-139.
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Table 3-133 shows the results of attempted access for each mode.

Table 3-133 Results of access to the PLE Channel Status Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
U PLE
bit bit Read Write Read Write Read Write Read Write
0 0 Data Undefined  Undefined  Undefined  Undefined Undefined Undefined Undefined
1 Data Undefined  Data Undefined  Undefined Undefined Undefined Undefined
1 0 Data Undefined Undefined  Undefined Data Undefined Undefined Undefined
1 Data Undefined Data Undefined  Data Undefined Data Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the PLE Channel Status Register, set PLE Channel Number Register to the
appropriate PLE channel and read CP15 with:

MRC p15, @, <Rd>, cl1, c8, @ ; Read PLE Channel Status Register

For more details on the operation of the L2 PreLoad Engine (PLE), see L2 PLE on
page 8-6.

3.2.67 c11, PLE Context ID Register

31

The PLE Context ID Register for each channel contains the processor context ID of the
process that uses that channel.

The PLE Context ID Register is:

. a read/write register for each PLE channel common to Secure and Nonsecure
states
. accessible in privileged modes only.

Figure 3-60 shows the bit arrangement of the PLE Context ID Register.

8 7 0

PROCID ASID

Figure 3-60 PLE Context ID Register format
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Table 3-134 shows how the bit values correspond with the PLE Context ID Register
functions.

Table 3-134 PLE Context ID Register bit functions

Bits Field Function

[31:8] PROCID Extends the ASID to form the process ID and identifies the current process

[7:0] ASID Holds the ASID of the current process and identifies the current ASID

Access in the Nonsecure state depends on the PLE bit, see c1, Nonsecure Access
Control Register on page 3-73. Table 3-135 shows the results of attempted access for
each mode.

Table 3-135 Results of access to the PLE Context ID Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
PLE bit Read Write Read Write Read Write Read Write
0 Data Data Undefined Undefined Undefined Undefined Undefined Undefined
1 Data Data Data Data Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the PLE Context ID Register in a privileged mode, set the PLE Channel
Number Register to the appropriate PLE channel and read or write CP15 with:

MRC p15, 0, <Rd>, cl1, c15, @ ; Read PLE Context ID Register
MCR p15, 0, <Rd>, cl1, c15, @ ; Write PLE Context ID Register

3.2.68 c12, Secure or Nonsecure Vector Base Address Register

The purpose of the Secure or Nonsecure Vector Base Address Register is to hold the
base address for exception vectors in the Secure and Nonsecure states. See Exceptions
on page 2-35 for more information.

The Secure or Nonsecure Vector Base Address Register is:
. a read/write register banked in Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-61 on page 3-153 shows the bit arrangement of the Secure or Nonsecure
Vector Base Address Register.
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31 5 4 0
Vector base address Reserved
Figure 3-61 Secure or Nonsecure Vector Base Address Register format
Table 3-136 shows how the bit values correspond with the Secure or Nonsecure Vector
Base Address Register functions.
Table 3-136 Secure or Nonsecure Vector Base Address Register bit functions
Bits Field Functiona

[31:5]  Vector base address  Holds the base address. Determines the location that the core

branches to, on an exception. The reset value is 0.

[4:0] - Reserved. UNP, SBZ.

a. The reset values ensure that no remapping occurs at reset.

When an exception occurs in the Secure state, the core branches to address:
Secure Vector_Base_Address + Exception_Vector_Address.

When an exception occurs in the Nonsecure state, the core branches to address:
Nonsecure Vector_Base_Address + Exception_Vector_Address.

When high vectors are enabled, regardless of the value of the register the processor
branches to OxFFFFQ000 + Exception_Vector_Address.

You can configure IRQ, FIQ, and external abort exceptions to branch to Monitor mode,
see cl, Secure Configuration Register on page 3-70. In this case, the processor uses the
Monitor Vector Base Address, see cI12, Monitor Vector Base Address Register on
page 3-154, to calculate the branch address. The Reset exception always branches to
0x00000000, regardless of the value of the Vector Base Address except when the
processor uses high vectors.

Attempts to write to this register in secure privileged mode when CP15SDISABLE is
HIGH result in an Undefined Instruction exception, see Data formats for the cache
operations on page 3-90.
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Table 3-137 shows the results of attempted access for each mode.

Table 3-137 Results of access to the Secure or Nonsecure Vector Base Address Register2

Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure Nonsecure Undefined Undefined Undefined Undefined
data data data data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.

To access the Secure or Nonsecure Vector Base Address Register, read or write CP15
with:

MRC pl5, 0, <Rd>, cl12, c@, @ ; Read Secure or Nonsecure Vector Base
; Address Register

MCR p15, 0, <Rd>, c12, c@, @ ; Write Secure or Nonsecure Vector Base
; Address Register

3.2.69 c12, Monitor Vector Base Address Register

The purpose of the Monitor Vector Base Address Register is to hold the base address
for the Monitor mode exception vector. See Exceptions on page 2-35 for more
information.

The Monitor Vector Base Address Register is:
. a read/write register in the Secure state only
. accessible in secure privileged modes only.

Figure 3-62 shows the bit arrangement of the Monitor Vector Base Address Register.

31 5 4 0

Monitor vector base address Reserved

Figure 3-62 Monitor Vector Base Address Register format
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Table 3-138 shows how the bit values correspond with the Monitor Vector Base Address
Register functions.

Table 3-138 Monitor Vector Base Address Register bit functions

Bits

Field Function

[31:5]

Monitor vector ~ Holds the base address. Determines the location that the core branches to, on
base address a Monitor mode exception. The reset value is 0.

[4:0]

- Reserved. UNP, SBZ.

When an exception branches to the Monitor mode, the core branches to address:
Monitor_Base_Address + Exception_Vector_Address.

The Software Monitor Exception caused by an SMC instruction branches to Monitor
mode. You can configure IRQ, FIQ, and External abort exceptions to branch to Monitor
mode, see cl, Secure Configuration Register on page 3-70. These are the only
exceptions that can branch to Monitor mode and that use the Monitor Vector Base
Address Register to calculate the branch address. See Exceptions on page 2-35 for more
information.

Note

The Monitor Vector Base Address Register is 0x00000000 at reset. The secure boot code
must program the register with an appropriate value for the Monitor.

Attempts to write to this register in secure privileged mode when CP15SDISABLE is
HIGH result in an Undefined Instruction exception, see Security Extensions write
access disable on page 3-6.

Table 3-139 shows the results of attempted access for each mode.

Table 3-139 Results of access to the Monitor Vector Base Address Registera

Secure privileged Nonsecure privileged Secure User Nonsecure User

Read

Write Read Write Read Write Read Write

Data

Data Undefined Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

To access the Monitor Vector Base Address Register, read or write CP15 with:
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MRC p15, 0, <Rd>, c12, c@, 1 ; Read Monitor Vector Base Address Register
MCR p15, 0, <Rd>, c12, c@, 1 ; Write Monitor Vector Base Address Register

3.2.70 c12, Interrupt Status Register

31

The purpose of the Interrupt Status Register is to:
. reflect the state of the nFIQ and nIRQ pins on the processor
. reflect the state of external aborts.

The Interrupt Status Register is:
. a read-only register common to Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-63 shows the bit arrangement of the Interrupt Status Register.

9 87 6 5 0

Reserved All|F Reserved

Figure 3-63 Interrupt Status Register format

Table 3-140 shows how the bit values correspond with the Interrupt Status Register
functions.

Table 3-140 Interrupt Status Register bit functions

Bits Field Function2

[31:9] - Reserved. UNP, SBZ.

[8] A Indicates when an external abort is pending:
0 = no abort, reset value

1 = abort pending.

[7] 1 Indicates when an IRQ is pending:
0 =no IRQ, reset value
1 =1IRQ pending.

[6] F Indicates when an FIQ is pending:
0 =no FIQ, reset value
1 = FIQ pending.

[5:0] - Reserved. UNP, SBZ.

a. The reset values depend on external signals.
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Note

. The F and I bits directly reflect the state of the nFIQ and nIRQ pins respectively,
but are the inverse state.

. The A bit is set to 1 when an external abort occurs and automatically clears to 0
when the abort is taken.

Table 3-141 shows the results of attempted access for each mode.

Table 3-141 Results of access to the Interrupt Status Register2

Secure privileged Nonsecure privileged Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Data Undefined Data Undefined Undefined Undefined Undefined Undefined

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

The A, I, and F bits map to the same format as the CPSR so that you can use the same
mask for these bits.

The Monitor can poll these bits to detect the exceptions before it completes context
switches. This can reduce interrupt latency.

To access the Interrupt Status Register, read CP15 with:

MRC p15, @, <Rd>, c12, cl, @ ; Read Interrupt Status Register

3.2.71 ¢13, FCSE PID Register

The c13, Context ID Register on page 3-160 replaces the FCSE PID Register. Use of the
FCSE PID Register is deprecated.

The FCSE PID Register is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-64 on page 3-158 shows the bit arrangement of the FCSE PID Register.
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31

2524

FCSE PID Reserved

Figure 3-64 FCSE PID Register format

Table 3-142 shows how the bit values correspond with the FCSE PID Register
functions.

Table 3-142 FCSE PID Register bit functions

Bits Field

Function

[31:25] FCSE PID

Holds the ProcID. Identifies a specific process for fast context switch. The reset value is 0.
The purpose of the FCSE PID Register is to provide the ProcID for fast context switch memory
mappings. The MMU uses the contents of this register to map memory addresses in the range
0-32MB.

[24:0] -

Reserved. UNP, SBZP.

Attempts to write to this register in secure privileged mode when CP1SSDISABLE is
HIGH result in an Undefined Instruction exception, see Security Extensions write
access disable on page 3-6.

Table 3-143 shows the results of attempted access for each mode.

Table 3-143 Results of access to the FCSE PID Register2

Secure privileged

Read

Write

Nonsecure privileged Secure User Nonsecure User

Read Write Read Write Read Write

Secure
data

Secure
data

Nonsecure Undefined Undefined Undefined Undefined

data

Nonsecure
data

a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the

coprocessor instruction is executed.

To access the FCSE PID Register, read or write CP15 with:

MRC p15, 0, <Rd>, c13, c@, @ ; Read FCSE PID Register
MCR pl5, 0, <Rd>, c13, c@, @ ; Write FCSE PID Register

To change the ProcID and perform a fast context switch, write to the FCSE PID
Register. You are not required to flush the contents of the TLB after the switch because

the TLB still holds the valid address tags.
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Because a write to the FCSE PID Register causes a pipeline flush, the effect is
immediate. The next executed instruction is fetched with the new PID.

—— Note

You must not rely on this behavior for future compatibility. An IMB must be executed
between changing the ProcID and fetching from locations that are translated by the
ProcID.

Addresses issued by the processor in the range 0-32MB are translated by the ProcID.
Address A becomes A + (ProcID x 32MB). The MMU uses this translated address, the
MVA. Addresses above 32MB are not translated. The ProcID is a 7-bit field, enabling
128 x 32MB processes to be mapped.

Note

If ProclID is 0, as it is on Reset, then there is a flat mapping between the processor and
the MMU.

Figure 3-65 shows how addresses are mapped using the FCSE PID Register.

Virtual address (VA) Modified virtual address (MVA)
issued by the processor input to MMU
4GB 4GB
— 127

I
I
> I
> 2

64MB
> 1

32MB | 32MB
—»I C13 | > 0

0 0

Figure 3-65 Address mapping with the FCSE PID Register
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3.2.72 ¢13, Context ID Register

The purpose of the Context ID Register is to provide information on the current ASID
and process ID, for example for the ETM and debug logic.

Debug logic uses the ASID information to enable process-dependent breakpoints and
watchpoints. The ASID field of the Context ID Register and FCSE PID Register cannot
be used simultaneously. The FCSE PID Register remapping of VA to MVA has priority
over setting the ASID field to designate non-global pages. Therefore, non-global pages
cannot be used if the FCSE PID Register is set to a non-zero value.

The Context ID Register is:
. a read/write register banked for Secure and Nonsecure states
. accessible in privileged modes only.

Figure 3-66 shows the bit arrangement of the Context ID Register.

31 8 7 0
PROCID ASID
Figure 3-66 Context ID Register format
Table 3-144 shows how the bit values correspond with the Context ID Register
functions.
Table 3-144 Context ID Register bit functions
Bits Field Function

[31:8] PROCID

Extends the ASID to form the process ID and identifies the current process. The reset value is O.

[7:0] ASID Holds the ASID of the current process to identify the current ASID. The reset value is 0.
Table 3-145 shows the results of attempted access for each mode.
Table 3-145 Results of access to the Context ID Registera
Secure privileged Nonsecure privileged  Secure User Nonsecure User
Read Write Read Write Read Write Read Write
Secure Secure Nonsecure  Nonsecure  Undefined Undefined Undefined Undefined
data data data data
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a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the
coprocessor instruction is executed.

The current ASID value in the Context ID Register is exported to the MMU.
To access the Context ID Register, read or write CP15 with:

MRC p15, @, <Rd>, c13, c@, 1 ; Read Context ID Register
MCR pl5, @, <Rd>, c13, c@, 1 ; Write Context ID Register

You must ensure that software executes a Data Synchronization Barrier operation
before changes to this register. This ensures that all accesses are related to the correct
context ID.

You must execute an IMB instruction immediately after changes to the Context ID
Register. You must not attempt to execute any instructions that are from an
ASID-dependent memory region between the change to the register and the IMB
instruction. Code that updates the ASID must execute from a global memory region.

You must program each process with a unique number to ensure that the ETM and
debug logic can correctly distinguish between processes.

3.2.73 c¢13, Thread and Process ID Registers

The purpose of the Thread and Process ID Registers is to provide locations to store the
IDs of software threads and processes for OS management purposes.

The Thread and Process ID Registers are:
. three read/write registers banked for Secure and Nonsecure states:
— user read/write Thread and Process ID Register
— user read-only Thread and Process ID Register
—  privileged only Thread and Process ID Register.
. accessible in different modes:
—  the user read/write Thread and Process ID Register is read/write in User and
privileged modes
—  the user read-only Thread and Process ID Register is read-only in User
mode, and read/write in privileged modes
—  the privileged only Thread and Process ID Register is only accessible in
privileged modes, and is read/write.
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Table

3-146 shows the results of attempted access to each register for each mode.

Table 3-146 Results of access to the Thread and Process ID Registers2

Secure
privileged Nonsecure privileged Secure User Nonsecure User
Registerc Read Write Read Write Read Write Read Write
User Secure  Secure Nonsecure  Nonsecure  Secure Secure data  Nonsecure  Nonsecure
read/write data data data data data data data
User Secure  Secure Nonsecure  Nonsecure  Secure Undefined Nonsecure  Undefined
read-only data data data data data data
Privileged Secure  Secure  Nonsecure  Nonsecure  Undefined  Undefined Undefined  Undefined
only data data data data
a. An entry of Undefined in the table means that the access gives an Undefined Instruction exception when the coprocessor
instruction is executed.
b. Each row refers to a Thread and Process ID Register. For example, the User read/write row refers to the User read/write

Thread and Process ID Register.

To access the Thread and Process ID Registers, read or write CP15 with:

MRC p15,
MCR p15,
MRC p15,
MCR p15,
MRC p15,
MCR p15,

0, <Rd>, c13, c@, 2 ; Read User read/write Thread and Process ID Register
0, <Rd>, c13, c@, 2 ; Write User read/write Thread and Process ID Register
0, <Rd>, c13, c@, 3 ; Read User read-only Thread and Process ID Register
0, <Rd>, c13, c@, 3 ; Write User read-only Thread and Process ID Register
0, <Rd>, c13, c@, 4 ; Read Privileged only Thread and Process ID Register
0, 4

<Rd>, c13, c0, 4 ; Write Privileged only Thread and Process ID Register

Reading or writing the Thread and Process ID Registers has no effect on the processor
state or operation. These registers provide OS support and must be managed by the OS.

You must clear the contents of all Thread and Process ID Registers on process switches
to prevent data leaking from one process to another. This is important to ensure the
security of secure data.

3.2.74 15, L1 system array debug data registers

The purpose of the L1 system array debug data registers is to hold the data:

that is returned on instruction side or data side TLB CAM, TLB ATTR, TLB PA,
HVAB, tag, data, GHB, and BTB instruction or data side read operations

for TLB CAM, TLB ATTR, TLB PA, HVAB, tag, data, GHB, and BTB
instruction side or data side write operations.
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Because BTB, TLB, and data arrays are greater than 32-bits wide, the processor
contains two registers, data low register and data high register, to hold data when
retrieving or registering data as a result of read/write operations. If the data is greater
than 32-bit wide, both the low and high registers are used to transfer data. Otherwise,
only the low register is used to transfer data.

The Data 0 and Data 1 read/write registers are accessible in secure privileged modes
only.

To access the L1 system debug registers, read or write CP15 with:

MCR pl15, @, <Rd>, c15, c@, @ ; Write data L1 Data @ Register
MRC p15, @, <Rd>, c15, c@, @ ; Read data L1 Data @ Register
MCR p15, @, <Rd>, c15, c@, 1 ; Write data L1 Data 1 Register
MRC p15, @, <Rd>, c15, c@, 1 ; Read data L1 Data 1 Register
MCR p15, @, <Rd>, c15, cl, @ ; Write instruction L1 Data @ Register
MRC p15, @, <Rd>, c15, cl, @ ; Read instruction L1 Data @ Register
MCR p15, @, <Rd>, c15, c1, 1 ; Write instruction L1 Data 1 Register
MRC p15, @, <Rd>, c15, cl, 1 ; Read instruction L1 Data 1 Register

Figure 3-67 shows the bit arrangement of the L1 Data 0 Register when retrieving or
registering data as a result of the read/write operations.

31 2928 23 22 14 13 8 7 0

TLB CAM read/write Data

TLB ATTR read/write Reserved Data

TLB PA read/write |Reserved Data

L1 HVAB read/write Reserved Data

L1 tag read/write Reserved Data

L1 data, dirty, and
parity Data
read/write

BTB low data read/
write*

Data

GHB data read/write* Data

*Level one instruction side read/write data only

Figure 3-67 Instruction and Data side Data 0 Registers format
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31

Figure 3-68 shows the bit arrangement of the L1 Data 1 Register when retrieving or
registering data as a result of the read/write operations.

28 27 6 54 3 0

L1 TLB CAM read/
write

Reserved Data

BTB high data read/
write*

Reserved Data

L1 data, dirty, and
parity|
read/write

Reserved Data

*Level one instruction side read/write data only

Figure 3-68 Instruction and Data side Data 1 Registers format

Table 3-147 shows how the bit values correspond with the I-L1 or D-L1 Data 0 Register
functions as a result of a TLB CAM read/write operation.

Table 3-147 Functional bits of I-L1 or D-L1 Data 0 Register for a TLB CAM operation

Bits Field Function

[31:0] Data Holds TLB CAM information.

Table 3-148 shows how the bit values correspond with the I-L1 or D-L1 Data 1 Register
functions as a result of a TLB CAM read/write operation.

Table 3-148 Functional bits of I-L1 or D-L1 Data 1 Register for a TLB CAM
operation

Bits Field Function

[31:5] - Reserved. UNP, SBZ.

[4:0] Data Holds TLB CAM information.

To perform a TLB CAM operation, read or write CP15 with:

MCR p15, 0, <Rd>, c15, c@, 2 ; D-L1 CAM write
MCR p15, 0, <Rd>, c15, c2, 2 ; D-L1 CAM read
MCR pl5, 0, <Rd>, c15, c1, 2 ; I-L1 CAM write
MCR p15, 0, <Rd>, c15, c3, 2 ; I-L1 CAM read
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Table 3-149 shows how the bit values correspond with the I-L1 or D-L1 Data 0 Register
functions as a result of a TLB ATTR read/write operation.

Table 3-149 Functional bits of I-L1 or D-L1 Data 0 Register for a TLB ATTR
operation

Bits Field Function

[31:12] - Reserved. UNP, SBZ.

[11:0] Data Holds TLB ATTR information.

To perform a TLB ATTR operation, read or write CP15 with:

L1 TLB ATTR write
L1 TLB ATTR read
L1 TLB ATTR write
L1 TLB ATTR read

MCR p15 0, <Rd>, c15, c@, 3 ; D-
MCR pl5 @, <Rd>, cl15, c2, 3 ; D-
MCR pl5 @, <Rd>, cl15, c1, 3 ; I-
MCR p15 @, <Rd>, c15, c3, 3 ; I-
Table 3-150 shows how the bit values correspond with the I-L.1 or D-L1 Data 0 Register
as a result of a TLB PA array read/write operation.

Table 3-150 Functional bits of I-L1 or D-L1 Data 0 Register for a TLB PA array
operation

Bits Field Function

[31:29] - Reserved. UNP, SBZ.

[28:0] Data Holds TLB PA information.

To perform a TLB PA operation, read or write CP15 with:

MCR p15 @, <Rd>, c15, c@, 4 ; D-L1 TLB PA write
MCR p15 @, <Rd>, c15, c2, 4 ; D-L1 TLB PA read
MCR p15 0, <Rd>, c15, c1, 4 ; I-L1 TLB PA write
MCR p15 @, <Rd>, c15, c3, 4 ; I-L1 TLB PA read
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Table 3-151 shows how the bit values correspond with the I-L1 or D-L1 Data 0 Register
as a result of a HVAB array read/write operation.

Table 3-151 Functional bits of I-L1 or D-L1 Data 0 Register for an HVAB array
operation

Bits Field Function

[31:8] - Reserved. UNP, SBZ.

[7:0] Data Holds HVAB information.

To perform a HVAB operation, read or write CP15 with:

MCR p15 0, <Rd>, c15, c@, 5 ; D-L1 HVAB write
MCR p15 @, <Rd>, c15, c2, 5 ; D-L1 HVAB read
MCR p15 @, <Rd>, c15, c1, 5 ; I-L1 HVAB write
MCR p15 0, <Rd>, c15, c3, 5 ; I-L1 HVAB read

Table 3-152 shows how the bit values correspond with the I-L1 or D-L1 Data 0 Register
as a result of an L1 tag array read/write operation.

Table 3-152 Functional bits of I-L1 or D-L1 Data 0 Register for an L1 tag array
operation

Bits Field Function

[31:23] - Reserved. UNP, SBZ.

[22:0] Data  Holds L1 tag array information.

To perform a tag operation, read or write CP15 with:

MCR p15 0, <Rd>, c15, c@, 6 ; D-L1 tag write
MCR p15 0, <Rd>, c15, c2, 6 ; D-L1 tag read
MCR pl5 0, <Rd>, c15, cl, 6 ; I-L1 tag write
MCR pl5 0, <Rd>, c15, c3, 6 ; I-L1 tag read

Table 3-153 shows how the bit values correspond with the I-L.1 or D-L1 Data 0 Register
as a result of an L1 data array read/write operation.

Table 3-153 Functional bits of I-L1 or D-L1 Data 0 Register for L1 data array
operation

Bits Field Function

[31:0] Data Holds L1 data array information.
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Table 3-154 shows how the bit values correspond with the I-L1 or D-L1 Data 1 Register
as a result of an L1 data array read/write operation.

Table 3-154 Functional bits of I-L1 or D-L1 Data 1 Register for L1 data array
operation

Bits Field Function

[30:6] - Reserved. UNP, SBZ.

[5:0] Data Holds L1 data array information.

To perform a data operation on the Data 0 or Data 1 Register, read or write CP15 with:

MCR p15 @, <Rd>, c15, c@, 7 ; D-L1 data write
MCR p15 0, <Rd>, c15, c2, 7 ; D-L1 data read
MCR p15 @, <Rd>, c15, cl, 7 ; I-L1 data write
MCR p15 @, <Rd>, c15, c3, 7 ; I-L1 data read

Table 3-155 shows how the bit values correspond with the I-L.1 Data 0 Register as a
result of a BTB array read/write operation.

Table 3-155 Functional bits of I-L1 Data 0 Register for a BTB array operation

Bits Field Function

[31:0] Data Holds L1 Data 0 Register BTB information

Table 3-156 shows how the bit values correspond with the I-L.1 Data 1 Register as a
result of a BTB array read/write operation.

Table 3-156 Functional bits of I-L1 Data 1 Register for a BTB array operation

Bits Field Function

[31:28] - Reserved. UNP, SBZ.

[27:0] Data Holds L1 Data 1 Register BTB information.

To perform a BTB operation on the Data 0 or Data 1 Register, read or write CP15 with:

MCR p15 @, <Rd>, c15, c5, 3 ; I-L1 BTB write
MCR p15 @, <Rd>, c15, c7, 3 ; I-L1 BTB read
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Table 3-157 shows how the bit values correspond with the I-L1 Data 0 Register as a

result of a GHB array read/write operation.

Table 3-157 Functional bits of I-L1 Data 0 Register for a GHB array operation

Bits Field Function

[31:0] Data

Holds L1 Data 0 Register GHB information

To perform a GHB operation on the Data 0 Register, read or write CP15 with:

MCR p15 0, <Rd>, c15, c5, 2 ; I-L1 GHB write
MCR pl5 0, <Rd>, c15, c7, 2 ; I-L1 GHB read

3.2.75 c¢15,L1 TLB operations

The purpose of the L1 TLB operations is to:

read the instruction or data side L1 TLB array contents and write into the system

debug data registers

write into the system debug data registers and instruction or data side L1 TLB

array.

The L1 TLB operations are accessible in secure privileged modes only.

Figure 3-69 shows the bit arrangement of the L1 TLB CAM read operations.

31 27 26 22 21 0
Address TLB
Reserved Address Reserved array
Figure 3-69 L1 TLB CAM read operation format
Figure 3-70 on page 3-169 shows the bit arrangement of the L1 TLB CAM write
operations.
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31 0
L1 Data O
register Data
L1 Data 1 Data
register
Write data
31 27 26 22 21 0 4
Address TLB
Reserved Address Reserved array

TLB CAM array examples

Figure 3-70 L1 TLB CAM write operation format

To write one entry in data side TLB CAM array, for example:

LDR RO, =0x03000323;

MCR pl5, 0, RO, cl5, c@, 0;
LDR R2, =0x01;

MCR p15, @, R2, cl15, <0, 1;
LDR R1, =0x00C00000;

MCR p15, @, R1, cl5, c0, 2;

Move RO to D-L1 Data @ Register
Move RO to D-L1 Data 1 Register

Write D-L1 Data @ or 1 Register to D-TLB CAM

To read one entry in data side TLB CAM array, for example:

LDR R1, =0x00C00000;

MCR p15, @, R1, cl5, c2, 2;
MRC p15, 0, RO, cl5, c@, 0;
MRC p15, @, R2, cl5, c0, 1;

Read D-TLB CAM 1into data L1 Data @/1 Register
Move D-L1 Data @ Register to RO
Move D-L1 Data 1 Register to R2

To write one entry in instruction side TLB CAM array, for example:

LDR RO, =0x03000323;

MCR p15, @, RO, cl15, cl, 0;
LDR R2, =0x01;

MCR pl5, @, R2, cl15, cl, 1;
LDR R1, =0x00C00000;

MCR p15, 0, R1, cl15, c1, 2;

Move RO to I-L1 Data @ Register
Move RO to I-L1 Data 1 Register

Write I-L1 Data @ or 1 Register to D-TLB CAM

To read one entry in instruction side TLB CAM array, for example:

LDR R1, =0x00C00000;
MCR p15, @, R1, cl5, c3, 2;
MRC p15, @, RO, cl5, cl, 0;

Read I-TLB CAM into data L1 Data @/1 Register
Move I-L1 Data @ Register to RO
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MRC p15, @, R2, cl15, cl, 1; Move I-L1 Data 1 Register to R2

TLB ATTR array examples

To write one entry in data side TLB ATTR array, for example:

LDR RO, =0x252E;

MCR p15, @, RO, cl15, c0, 0; Move RO to D-L1 Data @ Register
LDR R1, =0x00C00000;
MCR p15, @, R1, cl15, c0, 3; Write D-L1 Data @ Register to D-TLB ATTR

To read one entry in data side TLB ATTR array, for example:

LDR R1, =0x00C00000;
MCR p15, @, R1, cl15, c2, 3; Read D-TLB ATTR into data L1 Data @ Register
MRC p15, @, RO, cl5, c0, 0; Move D-L1 Data @ Register to RO

To write one entry in instruction side TLB ATTR array, for example:

LDR RO, =0x252E;

MCR p15, @, RO, cl15, cl, O; Move RO to I-L1 Data @ Register
LDR R1, =0x00C00000;
MCR p15, @, R1, cl15, cl, 3; Write I-L1 Data O Register to I-TLB ATTR

To read one entry in instruction side TLB ATTR array, for example:

LDR R1, =0x00C00000;

MCR p15, 0, R1, cl15, c3, 3; Read I-TLB ATTR into data L1 Data @ Register
MRC p15, @, RO, cl15, c0, 0; Move I-L1 Data @ Register to RO

TLB PA array examples

To write one entry in data side TLB PA array, for example:

LDR RO, =0x05730000;

MCR p15, @, RO, cl15, c0, 0; Move RO to D-L1 Data @ Register
LDR R1, =0x00C00000;
MCR pl5, 0, R1, cl15, co, 4; Write D-L1 Data @ Register to D-TLB PA

To read one entry in data side TLB PA array, for example:

LDR R1, =0x00C00000;
MCR pl5, 0, R1, cl15, c2, 4; Read D-TLB PA into data L1 Data @ Register
MRC p15, @, RO, cl15, c0, 0; Move D-L1 Data @ Register to RO

To write one entry in instruction side TLB PA array, for example:

LDR RO, =0x05730000;

MCR p15, @, RO, cl15, cl, O; Move RO to I-L1 Data @ Register
LDR R1, =0x00C00000;
MCR p15, @, R1, cl15, cl, 4; Write I-L1 Data O Register to I-TLB PA
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To read one entry in instruction side TLB PA array, for example:

LDR R1, =0x00C00000;
MCR p15, @, R1, c15, c3, 4; Read I-TLB PA into data L1 Data @ Register
MRC p15, @, RO, c15, c1, 0; Move I-L1 Data @ Register to RO

3.2.76 c¢15, L1 HVAB array operations

313029

The purpose of the L1 HVAB array operations is to:
. read the L1 HVAB array contents and write to the system debug data registers
. write into the system debug data registers and into the L1 HVAB array.

The L1 HVAB array operation is accessible in secure privileged modes only. You can
calculate the value of N in Figure 3-71 and Figure 3-72 using the NumSets and LineSize
fields as defined in Table 3-42 on page 3-56.

Figure 3-71 shows the bit arrangement of the L1 HVAB array read operation.

N+1 N 6 5 0

HVAB

Reserved Address Reserved array

Address

|— Address

Figure 3-71 L1 HVAB array read operation format

Figure 3-72 shows the bit arrangement of the L1 HVAB array write operation.

31 8 7 0
L1 Data 0
register Reserved Data
Write data
313029 N+1 N 6 5 0 A
Address HVAB
Reserved Address Reserved array

I— Address

Figure 3-72 L1 HVAB array write operation format

To write one entry in data side HVAB array, for example:
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LDR RO, =0x47;

MCR p15, @, RO, cl15, c0, 0; Move RO to D-L1 Data @ Register

LDR R1, =0x800000C0;

MCR pl5, 0, R1, cl15, c0, 5; Write D-L1 Data @ Register to D-HVAB

To read one entry from data side HVAB array, for example:

LDR R1, =0x800000C0;
MCR pl5, 0, R1, cl15, c2, 5; Read D-HVAB into data L1 Data @ Register
MRC p15, @, R2, cl15, c0, 0; Move D-L1 Data @ Register to R2

To write one entry in instruction side HVAB array, for example:

LDR RO, =0x47;

MCR p15, @, RO, cl15, cl, O; Move RO to I-L1 Data @ Register

LDR R1, =0x800000C0;

MCR p15, @, R1, cl15, cl, 5; Write I-L1 Data @ Register to I-HVAB

To read one entry from instruction side HVAB array, for example:

LDR R1, =0x800000C0;
MCR p15, 0, R1, cl15, c3, 5; Read I-HVAB into I-L1 Data @ Register
MRC p15, @, R2, cl15, cl, 0O; Move I-L1 Data @ Register to R2

3.2.77 c15, L1 tag array operations

The purpose of the L1 tag array operations is to:
. read the L1 tag array contents and write into the system debug data registers
. write into the system debug data registers and copy into the L1 tag array.

The L1 tag array operation is accessible in secure privileged modes only. You can
calculate the value of N in Figure 3-73 and Figure 3-74 on page 3-173 using the
NumsSets and LineSize fields as defined in Table 3-42 on page 3-56.

Figure 3-73 shows the bit arrangement of the L1 tag array read operation.

313029 N+1 N 6 5 0

Tag

Reserved Address Reserved array

Address

I— Address

Figure 3-73 L1 tag array read operation format

Figure 3-74 on page 3-173 shows the bit arrangement of the L1 tag array write
operation.
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31 23 22 0

L1 Data 0
register Reserved Data
Write data
313029 N+1 N 6 5 0 A

Address Tag

Reserved Address Reserved array
I— Address

Figure 3-74 L1 tag array write operation format

To write one entry to the data side L1 tag array, for example:

LDR RO, =0x00500007;

MCR pl5, @, RO, cl5, c0, 0; Move RO to D-L1 Data @ Register
LDR R1, =0x800000C0;
MCR p15, @, R1, c15, c@, 6; Write D-L1 Data 0@ Register to D-tag

To read one entry from the data side L1 tag array, for example:

LDR R1, =0x800000C0;
MCR p15, @, R1, c15, c2, 6; Read D-tag into data L1 Data @ Register
MRC p15, @, R2, c15, c@, 0; Move D-L1 Data @ Register to R2

To write one entry to the instruction side L1 tag array, for example:

LDR RO, =0x00500007;

MCR p15, @0, RO, cl5, cl, 0; Move RO to I-L1 Data @ Register
LDR R1, =0x800000C0;
MCR p15, @, R1, cl5, cl, 6; Write I-L1 Data @ Register to I-tag

To read one entry from the instruction side L1 tag array, for example:

LDR R1, =0x800000C0;
MCR p15, @, R1, cl5, c3, 6; Read I-tag into I-L1 Data @ Register
MRC p15, @, R2, cl5, cl1, 0; Move I-L1 Data @ Register to R2

3.2.78 c¢15, L1 data array operations

The purpose of the L1 data array operations is to:

. read the L1 data array contents and write into the system debug data registers
. write into the system debug data registers and copy into the L1 data array.
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3130 29

The L1 data array operation is accessible in secure privileged modes only. You can
calculate the value of N in Figure 3-75 and Figure 3-76 using the NumSets and LineSize
fields as defined in Table 3-42 on page 3-56.

Figure 3-75 shows the bit arrangement of the L1 data array read operation.

N+1 N 210

L1
Reserved Address data
Address array

I— Address

L Reserved

Figure 3-75 L1 data array read operation format

Figure 3-76 shows the bit arrangement of the L1 data array write operation.

31 6 5 0
L1 Data O
register Data
L1 Data 1
register Reserved Data
Write data
313029 N+1 N 210 A
Address L1
Reserved Address data
array

I— Address

I— Reserved

Figure 3-76 L1 data array write operation format
To write one entry in data side L1 data array, for example:

LDR RO, =0x01234567;

MCR p15, @, RO, cl15, c0, 0; Move RO to D-L1 Data @ Register

LDR R2, =0x1B;

MCR p15, @, R2, cl15, c0, 1; Move RO to D-L1 Data 1 Register

LDR R1, =0x800000D8;

MCR p15, @, R1, cl15, c0, 7; Write D-L1 Data @ or 1 Register to D-L1 data

To read one entry in data side L1 data array, for example:

LDR R1, =0x300000D8;
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MCR p15, @, R1, c15, c2, 7; Read D-L1 data into data L1 Data @ or 1 Register
MRC p15, 0, RO, cl5, c0, 0; Move D-L1 Data @ Register to RO
MRC p15, @, R2, cl5, co0, 1; Move D-L1 Data 1 Register to R2

To write one entry in instruction side L1 data array, for example:

LDR RO, =0x01234567;

MCR p15, @, RO, cl5, cl, 0; Move RO to I-L1 Data @ Register

LDR R2, =0x1B;

MCR p15, 0, R2, cl15, c1, 1; Move RO to I-L1 Data 1 Register

LDR R1, =0x800000D8;

MCR p15, @, R1, cl5, c1, 7; Write I-L1 Data @ or 1 Register to I-L1 data

To read one entry in instruction side L1 data array, for example:

LDR R1, =0x800000DS;

MCR p15, @, R1, c15, c3, 7; Read I-L1 data into I-L1 Data @ or 1 Register
MRC p15, @, RO, cl5, cl, 0; Move I-L1 Data @ Register to RO
MRC p15, @, R2, cl5, c1, 1; Move I-L1 Data 1 Register to R2

Note

The granularity of the dirty bits is so that two sets of dirty bits are updated for each CP15
L1 DATA array write operation. A doubleword set of dirty bits are updated so that if
word 0 or word 1 is being updated, then the D-bit and D-bit parity bits are updated for
both word 0 and word 1.

3.2.79 c15, BTB array operations

313029

The purpose of the Branch Target Buffer (BTB) array operations is to:
. read the BTB array contents and write into the system debug data registers
. write into the system debug data registers and into the BTB array.

The BTB array operation is accessible in secure privileged modes only.

Figure 3-77 shows the bit arrangement of the BTB array read operation.

11 10 3 2 0

BTB

Reserved Address array

Address

I— Address

Reserved

L Reserved

Figure 3-77 BTB array read operation format

Figure 3-78 on page 3-176 shows the bit arrangement of the BTB array write operation.

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved. 3-175
Non-Confidential



System Control Coprocessor

31 28 27 0
Instruction L1
Data O register Data
Instruction L1
Data 1 register Reserved Data
Write data
313029 11 10 3 2 0 Y
R d Add BTB
eserve ress
arra
Address y

|— Address

Reserved

L Reserved

Figure 3-78 BTB array write operation format
To write one entry in the instruction side BTB array, for example:

LDR RO, =0x01234567;

MCR p15, @, RO, cl15, cl, 0; Move RO to I-L1 Data @ Register

LDR R2, =0xODDFFFFF;

MCR p15, @, R2, cl15, cl, 1; Move RO to I-L1 Data 1 Register

LDR R1, =0x40000408;

MCR p15, @, R1, cl15, c5, 3; Write I-L1 Data @ or 1 Register to BTB

To read one entry in instruction side BTB array, for example:

LDR R1, =0x40000408;

MCR p15, 0, R1, cl15, c7, 3; Read BTB into I-L1 Data @ or 1 Register
MRC p15, @, RO, cl15, cl, 0; Move I-L1 Data @ Register to RO
MRC p15, @, R2, cl15, cl, 1; Move I-L1 Data 1 Register to R2

3.2.80 c¢15, GHB array operations

The purpose of the Global History Buffer (GHB) array operation is to:
. read the GHB array contents and write into the system debug data registers
. write into the system debug data registers and into the GHB array.

The GHB array operation is accessible in secure privileged modes only.

Figure 3-79 on page 3-177 shows the bit arrangement of the GHB array read operation.
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10 9 210

GHB

Reserved Address array

Address

L Reserved

Figure 3-79 GHB array read operation format

Figure 3-80 shows the bit arrangement of the GHB array write operation.

31 0
Instruction L1
Data O register Data
Write data

31 10 9 210 A

R d Add GHB
eserve ress
arra

Address y

L Reserved

Figure 3-80 GHB array write operation format
To write one entry in the instruction side GHB array, for example:

LDR RO, =0x3333AAAA;

MCR p15, @, RO, cl5, cl, 0; Move RO to I-L1 Data @ Register
LDR R1, =0x0000020C;
MCR p15, @, R1, c15, c5, 2; Write I-L1 Data @ Register to GHB

To read one entry in the instruction side GHB array, for example:

LDR R1, =0x0000020C;
MCR p15, @, R1, cl5, c7, 2; Read GHB into I-L1 Data @ Register
MRC p15, 0, RO, cl5, cl, 0; Move I-L1 Data @ Register to RO

3.2.81 c¢15, L2 system array debug data registers

The purpose of the L2 system array debug data registers is to hold the data:
. that is returned from the L2 tag, data, parity/ECC read operations
. for L2 tag, data, parity/ECC write operations.
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Because the L2 data arrays are greater than 32-bits wide, the processor contains three
registers, Data 0, Data 1, and Data 2 registers, to hold data when retrieving or registering
data as a result of read/write operations. If the data is greater than 32-bit wide, all of the
registers are used to transfer data.

The Data 0, Data 1, and Data 2 read/write registers are accessible in secure privileged
modes only.

To access the L2 system debug registers, read or write CP15 with:

MCR p15, 0, <Rd>, c15, c8, @ ; Write L2 Data @ Register
MRC p15, 0, <Rd>, c15, c8, @ ; Read L2 Data 0@ Register
MCR pl5, @, <Rd>, c15, c8, 1 ; Write L2 Data 1 Register
MRC pl5, 0, <Rd>, c15, c8, 1 ; Read L2 Data 1 Register
MCR p15, 0, <Rd>, c15, c8, 5 ; Write L2 Data 2 Register
MRC p15, 0, <Rd>, c15, c8, 5 ; Read L2 Data 2 Register

Figure 3-81 shows the bit arrangement of the L2 Data 0 Register when retrieving or
registering data as a result of the read/write operations.

1615 1312 8 7 5 4 210

Parity/ECC RAM
read/write

Reserved Data

Data RAM read/
write

Data

Tag RAM read/write

Data Reserved Data Data

Data RAM read/write

31

Reserved J

Figure 3-81 L2 Data 0 Register format

Figure 3-82 shows the bit arrangement of the L2 Data 1 Register when retrieving or
registering data as a result of the read/write operations.

Data

Figure 3-82 L2 Data 1 Register format

Figure 3-83 on page 3-179 shows the bit arrangement of the L2 Data 2 Register when
retrieving or registering data as a result of the read/write operations.
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Reserved

Data ]

Figure 3-83 L2 Data 2 Register format

Table 3-158 shows how the bit values correspond with the L2 Data 0 Register functions
as a result of an L2 parity/ECC read/write operation.

Table 3-158 Functional bits of L2 Data 0 Register for an L2 parity/ECC operation

Bits Field Function

[31:16] - Reserved. UNP, SBZ.

[15:0] Data  Holds L2 parity/ECC information.

To perform an L2 parity/ECC operation, read or write CP15 with:

MCR p15, @, c15, c8, 4 ; L2 parity and ECC write
MCR p15, @, c15, c9, 4 ; L2 parity and ECC read

Table 3-159 shows how the bit values correspond with the L2 Data 0 Register functions
as a result of an L2 tag RAM read/write operation.

Table 3-159 Functional bits of L2 Data 0 Register for a tag RAM operation

Bits

Field Function

[31:13]

[12:8]

[7:5]

Data  Holds bits [31:13] of the physical address tag read from or written to the L2 tag RAM.

Reserved. UNP, SBZ.

Data  Bit [7] holds the L2 tag RAM parity. Bits [6:5] hold the L2 tag RAM outer attributes.

[4:2]

- Reserved. UNP, SBZ.

[1:0]

Data Bit [1] holds the L2 tag RAM secure valid bit and bit [0] holds the nonsecure valid bit.

To perform an L2 tag RAM operation, read or write CP15 with:

MCR pl15, @, c15, c8, 2 ; L2 tag write
MCR p15, @, c15, c9, 2 ; L2 tag read
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Table 3-160 shows how the bit values correspond with the L2 Data 0 Register functions
as a result of an L2 data RAM read/write operation.

Table 3-160 Functional bits of L2 Data 0 Register for a data RAM operation

Bits Field Function

[31:0] Data Holds L2 data RAM information

Table 3-161 shows how the bit values correspond with the L2 Data 1 Register as a result
of a data RAM read/write operation.

Table 3-161 Functional bits of L2 Data 1 Register for a data RAM operation

Bits Field Function

[31:0] Data Holds L2 data RAM information

Table 3-162 shows how the bit values correspond with the L2 Data 2 Register as a result
of a data RAM read/write operation.

Table 3-162 Functional bits of L2 Data 2 Register for a data RAM operation

Bits Field Function

[31:1] - Reserved. UNP, SBZ.

[0] Data  Holds a duplicate copy of the dirty bit that the L2 tag RAM stores.

To perform an L2 data 0, data 1, or data 2 operation, read or write CP15 with:

MCR p15, 0, c15, c8, 0 ; L2 data 0 write
MRC p15, 0, c15, c8, @ ; L2 data @ read
MCR p15, 0, c15, c8, 1 ; L2 data 1 write
MRC p15, @, cl15, c8, 1 ; L2 data 1 read
MCR p15, 0, c15, c8, 5 ; L2 data 2 write
MRC p15, @, c15, c8, 5 ; L2 data 2 read

3.2.82 c¢15, L2 parity/ECC array operations

The purpose of the L2 parity/ECC array operations is to:

. read the L2 parity/ECC array contents and write into the system debug data
registers

. write into the system debug data registers and copy into the L2 parity/ECC array.
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The L2 parity/ECC array operation is accessible in secure privileged mode only. You
can determine the value of N in Figure 3-84 and Figure 3-85 on page 3-182 from
Table 3-163.

Figure 3-84 shows the bit arrangement of the L2 parity/ECC array read operation.

31 2928 N+1 N 6 5 0

ECC

Reserved Address Reserved array

Address

I— Address

Figure 3-84 L2 parity/ECC array read operation format

The value of N in the Address field is:

Table 3-163 Address field values

L2 cache size N

0KB -

128KB 13
256KB 14
512KB 15
1024KB 16

Figure 3-85 on page 3-182 shows the bit arrangement of the L2 parity/ECC array write
operation.
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31 16 15 0
L2 parity/ECC
RAM Reserved Data
Write data
31 29 28 N+1 N 6 5 0 A

Dat R d Add R d ECC

ata eserve ress eserve
Address array

I— Address

Figure 3-85 L2 parity/ECC array write operation format
To write one entry to the L2 parity/ECC array, for example:

LDR RO, =0x0000ABCD;

MCR p15, @, RO, cl5, c8, 0; Move RO to L2 Data O Register
LDR R1, =0x400000C0;
MCR p15, @, R1, cl15, c8, 4; Write L2 Data @ Register to L2 parity/ECC RAM

To read one entry from the L2 parity/ECC array, for example:

LDR R1, =0x400000C0 ;
MCR p15, 0, R1, cl15, c9, 4; Read L2 parity/ECC RAM into L2 Data @ Register
MRC p15, @, R2, cl15, c8, 0; Move L2 Data @ Register to R2

3.2.83 c¢15, L2 tag array operations

The purpose of the L2 tag array operations is to:
. read the L2 tag array contents and write into the system debug data registers
. write into the system debug data registers and copy into the L2 tag array.

The L2 tag array operation is accessible in secure privileged modes only. You can
determine the value of N in Figure 3-86 on page 3-183 and Figure 3-87 on page 3-183
from Table 3-163 on page 3-181.

Figure 3-86 on page 3-183 shows the bit arrangement of the L2 tag array read operation.
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31 2928 N+1 N 6 5 0

Tag

Reserved Address Reserved array

Address

I— Address

Figure 3-86 L2 tag array read operation format

Figure 3-87 shows the bit arrangement of the L2 tag array write operation.

31 N+1 N 8 7 5 4 210
L2 Data O register Tag Reserved Data Data
Reserved_,
Write data l
31 29 28 N+1 N 6 5 0
Tag
Reserved Address Reserved arra
y
Address

I— Address

Figure 3-87 L2 tag array write operation format
To write one entry to the L2 tag array, for example:

LDR RO, =0x000020D1;

MCR p15, 0, RO, cl5, c8, 0; Move RO to L2 Data @ Register
LDR R1, =0x400000C0;
MCR p15, @, R1, cl5, c8, 2; Write L2 Data @ Register to L2 tag RAM

To read one entry from the L2 tag array, for example:
LDR R1, =0x400000C0;

MCR pl5, @, R1, c15, c9, 2; Read L2 tag RAM into L2 Data @ Register
MRC p15, @, R2, cl5, c8, 0; Move L2 Data O Register to R2

3.2.84 c¢15, L2 data array operations

The purpose of the L2 data array operations is to:

. read the L2 data array contents and write into the system debug data registers
. write into the system debug data registers and copy into the L2 data array.
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29 28

The L2 data array operation is accessible in secure privileged modes only. You can
determine the value of N in Figure 3-88 and Figure 3-89 from Table 3-163 on
page 3-181.

Figure 3-88 shows the bit arrangement of the L2 data RAM array read operation.

N+1 N 3 2 0

Data

Reserved Address array

Address

I— Address

|— Reserved

Figure 3-88 L2 data RAM array read operation format

Figure 3-89 shows the bit arrangement of the L2 data RAM array write operation.

31 10
L2 Data O register Data
L2 Data 1 register Data
L2 Data 2 register Reserved
DataJ
Write data
31 29 28 N+1 N 3 2 0 A
Reserved Address Data
Address array
I— Address |— Reserved
Figure 3-89 L2 data RAM array write operation format
To write one entry to the L2 data RAM array, for example:
LDR RO, =0x01234567;
MCR p15, @, RO, cl5, c8, 0; Move RO to L2 Data 0 Register
LDR R@, =0x89ABCDEF;
MCR p15, @, RO, cl15, c8, 1; Move RO to L2 Data 1 Register
LDR RO, =0x00000001;
MCR p15, @, RO, cl5, c8, 5; Move RO to L2 Data 2 Register
LDR R1, =0x400000C8;
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MCR p15, @, R1, c15, c8, 3; Write L2 Data 0-2 Registers to L2 data RAM
To read one entry from the L2 data RAM array, for example:

LDR R1, =0x400000C8;

MCR p15, @, R1, c15, c9, 3; Read L2 data RAM into L2 Data @-2 Registers
MRC p15, 0, R2, cl5, c8, 0; Move L2 Data @ Register to R2
MRC p15, @, R3, cl5, c8, 1; Move L2 Data 1 Register to R3
MRC p15, @, R4, cl5, c8, 5; Move L2 Data 2 Register to R4
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Chapter 4
Unaligned Data and Mixed-endian Data Support

This chapter describes the unaligned and mixed-endianness data access support for the
processor. It contains the following sections:

. About unaligned and mixed-endian data on page 4-2
. Unaligned data access support on page 4-3
. Mixed-endian access support on page 4-5.
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4.1 About unaligned and mixed-endian data

The processor has the following features to support unaligned and mixed-endian data
access:

permanently enabled support for unaligned data access

architecturally defined unaligned word, unaligned halfword, and word-aligned
doubleword access

byte-reverse instructions that operate on general-purpose register contents to
support signed and unsigned halfword data values

separate endianness control for data with instructions fixed as little-endian
format, naturally aligned, but with legacy support for 32-bit word-invariant binary
images and ROM

EE bit in CP15 c1 Control Register 1 that controls load and store endianness
during exceptions

ARM and Thumb instructions to change the endianness and the E flag in the
Program Status Registers (PSRs)

byte-invariant addressing to support fine-grain big-endian and little-endian shared
data structures, to conform to a shared memory standard.

Note

Instructions are always little-endian and must be aligned according to the size of the
instruction:

32-bit ARM instructions must be word-aligned with address bits [1:0] equal to
b0O0.

16-bit or 32-bit Thumb instructions must be halfword-aligned with address bit [0]
equal to 0.
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4.2 Unaligned data access support

The processor supports loads and stores of unaligned words and halfwords. The
processor makes the required number of memory accesses and transfers adjacent bytes
transparently.

Note
Data accesses that cross a word boundary can add to the access time.

Setting the A bit in the CP15 c1 Control Register enables alignment checking. When
the A bit is set to 1, two types of memory access generate a Data Abort signal and an
Alignment fault status code:

. a 16-bit access that is not halfword-aligned
. a 32-bit load or store that is not word-aligned.

Alignment fault detection is a mandatory address-generation function rather than an
optionally supported function of external memory management hardware.

See the ARM Architecture Reference Manual for more information on unaligned data
access support.

4.2.1 NEON data alignment

This section describes NEON data access, alignment and the alignment qualifiers.

Alignment specifiers

In vector load and vector store operations, you can specify alignment requirements in
the instruction.

Alignment faults are generated based on both memory attributes and alignment
qualifiers.

When executing NEON vector accesses, the number of memory accesses (N) is
determined based on the internal interface (128-bit) and the number of bytes being
accessed. If no alignment qualifier is specified, the number of memory accesses is equal
to N + 1. Adding alignment qualifiers improves performance by reducing extra cycles
required to access memory.
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Normal memory

Normal memory conforms to the following rules concerning NEON alignment
qualifiers:

. If an alignment qualifier is specified, a check is made for strict alignment based
on the qualifier, independent of the A-bit setting. Table 4-1 shows the NEON
alignment qualifiers:

Table 4-1 NEON normal memory alignment qualifiers

Alignment specifier Low-order address bits

@16 Address[0] = b0
@32 Address[1:0] = b00
@64 Address[2:0] = b000
@128 Address[3:0] = b0000
. If an alignment qualifier is not specified, and A=1, the alignment fault is taken if

it is not aligned to element size.

. If an alignment qualifier is not specified, and A=0, it is treated as unaligned
access.

Device memory and strongly ordered memory

Strongly ordered or device memory conforms to the following rules concerning NEON
alignment qualifiers:

. if an alignment qualifier is specified, a check is made for strict alignment based
on the qualifier, independent of the A-bit setting as Table 4-1 shows

. independent of the A bit, the alignment fault is taken if it is not aligned to element
size
. access to the external memory is handled by creating a burst sequence of element

sized transfers, up to the bus width.
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4.3 Mixed-endian access support

In the processor, instruction endianness and data endianness are separated:
Instructions Instructions are fixed little-endian.
Data Data accesses can be either little-endian or big-endian as controlled by

the E bit in the Program Status Register.

On any exception entry, including reset, the EE bit in the CP15 c1 Control
Register determines the state of the E bit in the CPSR. See ¢/, Control
Register on page 3-58 for details.

See the ARM Architecture Reference Manual for more information on mixed-endian
access support.
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Chapter 5

Program Flow Prediction

This chapter describes how the processor performs branch prediction. It contains the
following sections:

About program flow prediction on page 5-2
Predicted instructions on page 5-3

Nonpredicted instructions on page 5-6

Guidelines for optimal performance on page 5-7
Enabling program flow prediction on page 5-8
Operating system and predictor context on page 5-9.
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5.1 About program flow prediction

The processor contains program flow prediction hardware, also known as branch
prediction. With program flow prediction disabled, all taken branches incur a 13-cycle
penalty. With program flow prediction enabled, all mispredicted branches incur a
13-cycle penalty.

To avoid this penalty, the branch prediction hardware operates at the front of the
instruction pipeline. The branch prediction hardware consists of:

. a 512-entry 2-way set associative Branch Target Buffer (BTB)
. a 4096-entry Global History Buffer (GHB)
. an 8-entry return stack.

An unpredicted branch executes in the same way as a branch that is predicted as not
taken. Incorrect or invalid prediction of the branch prediction or target address causes
the pipeline to flush, invalidating all of the following instructions.
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5.2 Predicted instructions

This section shows the instructions that the processor predicts. Unless otherwise
specified, the list applies to ARM, Thumb-2, and ThumbEE instructions. See the ARM
Architecture Reference Manual for more information about instructions or addressing
modes.

The flow prediction hardware predicts the following instructions:

. B conditional
. B unconditional
. BL

. BLX(1) immediate
The BL and BLX(1) instructions act as function calls and push the return address
and ARM or Thumb state onto the return stack.

. BLX(2) register
The BLX(2) instruction acts as a function call and pushes the return address and
ARM or Thumb state onto the return stack.

. BX
The BX rl14 instruction acts as a function return and pops the return address and
ARM or Thumb state from the return stack.

J LDM(1) with PC in the register list in ARM state
The LDM instruction with r13 specified as the base register acts as a function return
and pops the return address and ARM or Thumb state from the return stack.

. POP with PC in register list in Thumb state
The POP instruction acts as a function return and pops the return address and ARM
or Thumb state from the return stack.

. LDM with PC in register list in Thumb or ThumbEE state

The LDM instruction with r13 specified as the base register, or 19 specified as the
base register in ThumbEE state acts as a function return and pops the return
address and ARM or Thumb state from the return stack.

J LDR with PC destination

The LDR instruction with r13 specified as the base register, or 19 specified as the
base register in ThumbEE state, acts as function return and pops the return
address and ARM or Thumb state from the return stack.
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PC-destination data-processing operations in ARM state

In ARM state, the second operand of a data-processing instruction can be a 32-bit
immediate value, an immediate shift value, or a register shift value. An instruction
with an immediate shift value or a register shift value is predicted. An instruction
with a 32-bit immediate value is not predicted. For example:

— MOV pc, rl@, LSL r3is predicted

— ADD pc, r@, rl, LSL #2is predicted

—  ADD pc, r4, #4isnot predicted.

There is no restriction on the opcode predicted, but a majority of opcodes do not
make sense for branch-type instructions. Usually only MOV, ADD, and SUB are useful.

Note

Instructions with the S suffix are not predicted. They are typically used to return
from exceptions and have side effects that can change privilege mode and security
state.

ADD(4) with PC destination in Thumb state
MOV(3) with PC destination in Thumb state
CPY with PC destination in Thumb state
CZB in Thumb state

TBB/TBH in Thumb state

Note

In Thumb state, a branch that is normally encoded as unconditional can be
conditioned by inclusion in an If-Then-Else (ITE) block. Then it is treated as a
normal conditional branch.

HB (ThumbEE state only)
HBP (ThumbEE state only)
HBL (ThumbEE state only)

HBLP (ThumbEE state only).

The HBL and HBLP instructions act as function calls and push the return address onto
the return stack.

5-4

Copyright © 2006-2009 ARM Limited. All rights reserved. ARM DDI 0344J
Non-Confidential Unrestricted Access



Program Flow Prediction

5.2.1 Return stack predictions

The return stack stores the address and the ARM or Thumb state of the instruction after
a function-call type branch instruction. This address is equal to the link register value
stored in r14.

The following instructions cause a return stack push if predicted:
. BL immediate

. BLX(1) immediate

. BLX(2) register

. HBL (ThumbEE state)

. HBLP (ThumbEE state).

The following instructions cause a return stack pop if predicted:
. BX rl4

. MOV pc, rl4

. LDM r13, {.pc}

o LDR pc, [ri3]

J LDM r9, {..pc} (ThumbEE state only)

. LDR pc, [r9] (ThumbEE state only).

The LDR instruction can use any of the addressing modes, as long as r13 is the base
register. Additionally, in ThumbEE state you can also use 19 as a stack pointer so the
LDR and LDM instructions with pc as a destination and 19 as a base register are also treated
as a return stack pop.

Because return-from-exception instructions can change processor privilege mode and
security state, they are not predicted. This includes the LDM(3) instruction, and the MOVS
pc, rl4 instruction.
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5.3 Nonpredicted instructions
The following instructions are not predicted:

. Instructions that can be used to return from an exception
These instructions change the PC. They potentially change processor state,
privilege mode, and security state. To fetch the target instructions in the new
privilege mode, the pipeline must be flushed.

. Instructions that restore the CPSR from memory or from the SPSR
These instructions change the PC. They potentially change processor state,
privilege mode, and security state. To fetch the target instructions in the new
privilege mode, the processor must flush the pipeline.

. PC-destination data-processing instructions with immediate values in ARM state.
As described, PC-destination data-processing instructions where the second
operand is an immediate, are not predicted

. BXJ

The processor implements the trivial Jazelle extension, so BXJ becomes BX. This
can be used as an unpredictable indirect branch instruction to force a pipeline
flush on execution.

. ENTERX/LEAVEX

Transitions between Thumb and ThumbEE state are not predicted.
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5.4 Guidelines for optimal performance

You can avoid certain code constructs to maximize branch prediction performance. For
example:

Using conditional Undefined instructions in normal code to enter the undefined
handler as a means of doing emulation.

Coding more than two likely taken branches per fetch. This can only happen in
Thumb state. Unless used as a jump table where each branch is its own basic
block, use NOPs for padding.

Coding more than three branches per fetch that are likely to be executed in
sequence.

In Thumb state, it is possible to pack four branches in a single fetch, for example,
in a multiway branch:

BVS overflow
BGT greater_than
BLT Tess_than

B equal

This is a sequence of more than three branches with three conditional branches,
and the fourth branch is likely to be reached. Avoid this kind of sequence, or use
NOPs to break up the branch sequence.
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5.5 Enabling program flow prediction

You can enable program flow prediction by setting the Z bit in the CP15 c1 Control
Register to 1. See cl, Control Register on page 3-58 for details. Reset disables program
flow prediction, invalidates the BTB, and resets the GHB to a known state. No software
intervention is required to prepare the prediction logic before enabling program flow
prediction.
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5.6 Operating system and predictor context

The BTB does not have to be invalidated on a context switch, self-modifying code, or
any other change in the VA-to-PA mapping.

ARMV7-A specifies two branch prediction invalidation operations:
. MCR p15, @, Rx, c7, c5, 6 ; invalidate entire branch predictor array

. MCR p15, @, Rx, c7, c5, 7 ; invalidate VA from branch predictor array

These operations are not required to perform a context switch in the processor and are
implemented as NOPs. ARMv7-A generic context-switching or self-modifying code
can contain these operations without cycle penalty. These instructions can be enabled
by setting the IBE bit in the Auxiliary Control Register to 1. See cI, Auxiliary Control
Register on page 3-61 for details.

5.6.1 Instruction memory barriers

ARMV7-A requires Instruction Memory Barriers (IMBs) after updates to certain CP15
registers or CP15 operations. The processor flushes the pipeline to ensure that the
instructions following the given CP15 instruction are fetched in the new context. In
addition, self-modifying code sequences must be preceded by an IMB. The
recommended means of implementing an IMB is the ISB instruction.

The following prefetch flush instruction is from earlier versions of the ARM
architecture. The processor supports this instruction, but its use is deprecated in
ARMV7-A.

MCR pl5, @, Rx, c7, c5, 4
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Chapter 6
Memory Management Unit

This chapter describes the Memory Management Unit (MMU). It contains the following

sections:
. About the MMU on page 6-2
. Memory access sequence on page 6-3

. 16MB supersection support on page 6-4

. MMU interaction with memory system on page 6-5
. External aborts on page 6-6

. TLB lockdown on page 6-7

. MMU software-accessible registers on page 6-8.
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6.1

About the MMU

The MMU works with the L1 and L2 memory system to translate virtual addresses to
physical addresses. It also controls accesses to and from external memory. See the ARM
Architecture Reference Manual for a full architectural description of the MMU.

The processor implements the ARMv7-A MMU enhanced with Security Extensions
features to provide address translation and access permission checks. The MMU
controls table walk hardware that accesses translation tables in main memory. The
MMU enables fine-grained memory system control through a set of virtual-to-physical
address mappings and memory attributes held in instruction and data TLBs.

The MMU features include the following:

full support for Virtual Memory System Architecture version 7 (VMSAvVT)
separate, fully-associative, 32-entry data and instruction TLBs

support for 32 lockable entries using the lock-by-entry model

TLB entries that support 4KB, 64KB, 1MB, and 16MB pages

16 domains

global and application-specific identifiers to prevent context switch TLB flushes
extended permissions check capability

round-robin replacement policy

CP15 TLB preloading instructions to enable locking of TLB entries.
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6.2 Memory access sequence

When the processor generates a memory access, the MMU:

1. Performs alookup for the requested virtual address and current ASID and security
state in the relevant instruction or data TLB.

2. Performs a hardware translation table walk if the lookup in step 1 misses.

The MMU might not find global mapping, mapping for the currently selected ASID, or
a matching NSTID for the virtual address in the TLB. The hardware does a translation
table walk if the translation table walk is enabled by the PDO or PD1 bit in the TTB
Control Register. If translation table walks are disabled, the processor returns a Section
Translation fault.

If the MMU finds a matching TLB entry, it uses the information in the entry as follows:

1. The access permission bits and the domain determine if the access is enabled. If
the matching entry does not pass the permission checks, the MMU signals a
memory abort. See the ARM Architecture Reference Manual for a description of
abort types and priorities, and for a description of the Instruction Fault Status
Register (IFSR) and Data Fault Status Register (DFSR).

2. The memory region attributes specified in the CP15 c10 registers control the
cache and write buffer, and determine if the access is secure or nonsecure, cached
or noncached, and device or shared.

3. The MMU translates the virtual address to a physical address for the memory
access.

If the MMU does not find a matching entry, a hardware table walk occurs.

6.2.1 TLB match process

Each TLB entry contains a virtual address, a page size, a physical address, and a set of
memory attributes.

A TLB entry matches when these conditions are true:

. its virtual address matches that of the requested address

. its NSTID matches the secure or nonsecure state of the MMU request
. its ASID matches the current ASID or is global.

The behavior of a TLB if two or more entries match at any time, including global and
ASID-specific entries, is Unpredictable. The operating system must ensure that only
one TLB entry matches at any time. Entries with different NSTIDs can never be hit
simultaneously.
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6.3 16MB supersection support

The processor supports supersections that consist of 16MB blocks of memory. The
processor does not support the optional extension of physical address bits [39:32].

Figure 6-1 shows the descriptor format for supersections.

31 24 23 191817 16 15 14 121110 9 543210
Supersectionbase | pocoreq 1| |s TEX | AP | Reserved cls|1]o
address
NS _, L I_ APX I_ XN
nG
Figure 6-1 16MB supersection descriptor format
Note

Each translation table entry for a supersection must be repeated 16 times in consecutive
memory locations in the level 1 translation tables, and each of the 16 repeated entries
must have identical translation and permission information. See the ARM Architecture

Reference Manual for more information.
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6.4 MMU interaction with memory system

You can enable or disable the MMU as described in the ARM Architecture Reference
Manual.

After a CP15 cl instruction enables the MMU, the processor flushes all following
instructions in the pipeline. The processor then begins refetching instructions, and the
MMU performs virtual-to-physical address mapping according to the translation table
descriptors in main memory.

After a CP15 cl instruction disables the MMU, the processor flushes all following
instructions in the pipeline. The processor then begins refetching instructions and uses
flat address mapping. In flat address mapping, PA = VA.

The following is an example of enabling the MMU:

MRC p15, @, rl1, cl, c0, O ; read CP15 Register 1
ORR rl, rl, #0x1
MCR p15, @, rl, cl, c0, 0 ; enable MMUs

Fetch translated
Fetch translated
Fetch translated
Fetch translated

The following is an example of disabling the MMU:

MRC p15, @, rl, cl1, c0, O ; read CP15 Register 1
BIC r1, rl, #0x1

MCR p15, @, rl, cl, c0, 0 ; disabled

Fetch flat

Fetch flat

Fetch flat

Fetch flat
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6.5 External aborts

External memory errors are defined as those that occur in the memory system but are
not detected by the MMU. External memory errors are expected to be extremely rare
and are likely to be fatal to the running processor. External aborts are caused by errors
flagged by AXI when the request goes external to the processor. External aborts can be
configured to trap to the monitor by setting the EA bit in the Secure Configuration
Register to 1. See c1, Secure Configuration Register on page 3-70 for more information.

6.5.1 External aborts on data read or write

Externally generated errors during a data read or write can be imprecise. This means
that the r14_abt on entry into the abort handler on such an abort might not hold the
address of the instruction that caused the exception.

The DFAR is Unpredictable when an imprecise abort occurs.
In the case of a load multiple or store multiple operation, the address captured in the
DFAR is that of the address that generated the precise external abort.

6.5.2 Precise and imprecise aborts

Chapter 3 System Control Coprocessor describes precise and imprecise aborts, their
priorities, and the IFSR and DFSR. To determine a fault type, read the DFSR for a data
abort or the IFSR for an instruction abort.

The processor supports an Auxiliary Fault Status Register for software compatibility
reasons only. The processor does not modify this register because of any generated
abort.
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6.6 TLB lockdown

The TLB supports the TLB lock-by-entry model as described in the ARM Architecture
Reference Manual. CP15 preload TLB instructions support loading entries into the TLB
to be locked. Any preload operation first looks in the TLB to determine if the entry hits
within the TLB array. If the entry misses, a hardware translation table walk loads that
entry into the TLB array. See c10, TLB Lockdown Registers on page 3-128 and c10, TLB
preload operation on page 3-130 for more information.
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6.7 MMU software-accessible registers
Table 6-1 shows the CP15 registers that control the MMU. See Chapter 3 System
Control Coprocessor for more information on CP15.
Table 6-1 CP15 register functions
Register Cross reference
TLB Type Register c0, TLB Type Register on page 3-28
Control Register cl, Control Register on page 3-58
Nonsecure Access Control Register cl, Nonsecure Access Control Register on page 3-73
Translation Table Base Register 0 c2, Translation Table Base Register 0 on page 3-75
Translation Table Base Register 1 c2, Translation Table Base Register 1 on page 3-77
Translation Table Base Control Register c2, Translation Table Base Control Register on page 3-79
Domain Access Control Register ¢3, Domain Access Control Register on page 3-81
Data Fault Status Register (DFSR) ¢5, Data Fault Status Register on page 3-83
Instruction Fault Status Register (IFSR) ¢35, Instruction Fault Status Register on page 3-85
Data Fault Address Register (DFAR) ¢6, Data Fault Address Register on page 3-87
Instruction Fault Address Register (IFAR)  ¢6, Instruction Fault Address Register on page 3-88
TLB operations ¢8, TLB operations on page 3-99
TLB Lockdown Registers c10, TLB Lockdown Registers on page 3-128
Primary Region Remap Register c10, Memory Region Remap Registers on page 3-131
Normal Memory Remap Register c10, Memory Region Remap Registers on page 3-131
FCSE PID Register c13, FCSE PID Register on page 3-157
Context ID Register c13, Context ID Register on page 3-160
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Chapter 7

Level 1 Memory System

This chapter describes the L1 memory system. It contains the following sections:

About the L1 memory system on page 7-2

Cache organization on page 7-3

Memory attributes on page 7-6

Cache debug on page 7-9

Data cache features on page 7-10

Instruction cache features on page 7-11

Hardware support for virtual aliasing conditions on page 7-13
Farity detection on page 7-14.
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71 About the L1 memory system

The L1 memory system consists of separate instruction and data caches in a Harvard
arrangement. The L1 memory system provides the core with:

. fixed line length of 64 bytes
. support for 16KB or 32KB caches
. two 32-entry fully associative ARMv7-A MMU

. data array with parity for error detection

. an instruction cache that is virtually indexed, IVIPT

. a data cache that is physically indexed, PIPT

. 4-way set associative cache structure

. random replacement policy

. nonblocking cache behavior for Advanced SIMD code
. blocking for integer code

. MBIST

. support for hardware reset of the L1 data cache valid RAM, see Hardware RAM
array reset on page 10-8.
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7.2

7.2.1

7.2.2

7.2.3

7.24

7.2.5

Level 1 Memory System

Cache organization

Each cache is 4-way set associative of configurable size. They are physically tagged,
and virtually indexed for instruction and physically indexed for data. The cache sizes
are configurable with sizes of 16KB or 32KB. Both the instruction cache and the data
cache are capable of providing two words per cycle for all requesting sources. Data
cache can provide four words per cycle for NEON or VFP memory accesses.

The system control coprocessor, CP15, handles the control of the L1 memory system
and the associated functionality, together with other system wide control attributes. See
Chapter 3 System Control Coprocessor for more information on CP15 registers.

Cache control operations

The cache control operations that are supported by the processor are described in
Chapter 3 System Control Coprocessor.

Cache miss handling

A cache miss results when a read access is not present in the cache. The caches perform
critical word-first cache refilling.

Cache disabled behavior

If you disable the cache then the cache is not accessed for reads or writes. This ensures
that you can achieve maximum power savings. It is therefore important that before you
disable the cache, all of the entries are cleaned to ensure that the external memory has
been updated. In addition, if the cache is enabled with valid entries in it then it is
possible that the entries in the cache contain old data. Therefore the cache must be
completely cleaned and invalidated before being disabled. Unlike normal reads and
writes to the cache, cache maintenance operations are performed even if the cache is
disabled.

Unexpected hit behavior

An unexpected hit is where the cache reports a hit on a memory location that is marked
as noncacheable or shared. The unexpected hit is ignored.

For writes, an unexpected cache hit does not result in the cache being updated.

Cache parity error detection

The purpose of cache parity error detection is to increase the tolerance to memory faults.
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Instruction cache data RAM parity error detection

The instruction cache RAM is written on cache linefills. Parity error detection is done
on a fetch-wide basis, that is, a parity error on any byte in a 64-bit fetch region causes
a parity error on the first instruction within that fetch. The detection of a parity error
instruction cache RAM causes the processor to return a Prefetch Abort.

When the processor executes the instruction:

. the address of the fetch containing the parity error is stored in the Instruction Fault
Address Register
. the Instruction Fault Status Register is set to indicate the presence of a parity error.

Data cache data RAM parity error detection

The detection of a parity error in the data cache RAM causes the processor to return a
Data Abort. The Data Fault Status Register is set to indicate the presence of a parity
error. The parity error is always imprecise on the data cache.

7.2.6 Instruction cache maintenance

The Cortex-A8 processor is implemented with an optional extension, the IVIPT
extension (Instruction cache Virtually Indexed Physically Tagged extension). The effect
of this extension is to reduce the instruction cache maintenance requirement to a single
condition:

. writing new data to an instruction address.

Note

This condition is consistent with the maintenance required for a Virtually Indexed
Physically Tagged (VIPT) instruction cache.

Software can read the Cache Type Register to determine whether the IVIPT extension
is implemented, see c0, Cache Type Register on page 3-26.

Software written to rely on a VIPT instruction cache must only be used with processors
that implement the IVIPT. For maximum compatibility across processors, ARM
recommends that operating systems target the ARMv7 base architecture that uses
ASID-tagged VIVT instruction caches, and do not assume the presence of the IVIPT
extension. Software that relies on the IVIPT extension might fail in an unpredictable
way on an ARMv7 implementation that does not include the IVIPT extension.

7-4
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With an instruction cache, the distinction between a VIPT cache and a PIPT cache is
much less visible to the programmer than it is for a data cache, because normally the
contents of an instruction cache are not changed by writing to the cached memory.
However, there are situations where a program must distinguish between the different
cache tagging strategies. Example 7-1 describes such a situation.

Example 7-1 A situation where software must be aware of the
Instruction cache tagging strategy

Two processes, P1 and Py, share some code and have separate virtual mappings to the
same region of instruction memory. Py changes this region, for example as a result of a
JIT, or some other self-modifying code operation. P> needs to see the modified code.

As part of its self-modifying code operation, P must invalidate the changed locations
from the instruction cache. If this invalidation is performed by M VA, and the instruction
cache is a VIPT cache, then P, might continue to see the old code. For more
information, see the ARM Architecture Reference Manual.

In this situation, if the instruction cache is a VIPT cache, after the code modification the
entire instruction cache must be invalidated to ensure P, observes the new version of the
code.
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7.3

7.3.1

7.3.2

7.3.3

Memory attributes

ARMV7-A defines three memory regions using the TEX, C and B bits. They are:
. Strongly ordered
. Device

. Normal.

An access can be marked as shared. If it is marked as shared, the access is treated as
noncacheable.

Strongly ordered

Device

Normal

Strongly ordered memory type is noncacheable, nonbufferable, and serialized. This
type of memory flushes all buffers and waits for acknowledge from the bus before
executing the next instruction. You must execute strongly ordered memory
nonspeculatively. Unaligned accesses to strongly ordered memory result in an
alignment fault.

Device memory type is noncacheable and must be executed nonspeculatively. Ordering
requirement for device accesses are as follows:

. device loads cannot bypass device stores

. device stores can be buffered, but must be executed with respect to other device
stores

. unaligned accesses to strongly ordered memory result in an alignment fault.

Normal memory type can have the following attributes:

. noncacheable, bufferable

. write-back cached, write-allocate

. write-through cached, no allocate on write, buffered
. write-back cached, no allocate on write, buffered.

Table 7-1 on page 7-7 shows how L1 and L2 memory systems handle these memory
types.
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Table 7-1 Memory types affecting L1 and L2 cache flows

. . . Buffers .
a
L1 inner policy: L2 outer policy flushed Description
Strongly ordered Strongly ordered Yes Noncacheable and nonbufferable.
Device shared Device shared No Device accesses are noncacheable and must be executed
nonspeculative.
Device nonshared Device nonshared No Device accesses are noncacheable and must be executed
nonspeculative.
Noncacheable, Cacheable, No Loads and stores are not cached at 1. Loads are not filled into
nonbufferable write-back, no the fill buffer but are allocated to the L2 cache. Stores bypass
write-allocate integer store buffer and are directly sent to L2.
Noncacheable, Cacheable, No Loads and stores are not cached at LL1. Loads are not filled into
nonbufferable write-back, the fill buffer but are allocated to the L2 cache. Stores bypass
write-allocate integer store buffer and are directly sent to L2. L2 store misses
allocate the line into L2 cache.
Noncacheable, Cacheable, No Loads and stores are not cached at L1. Loads are not filled into
nonbufferable write-through, no the fill buffer. Stores bypass integer store buffer and are
write-allocate directly sent to L2. L2 store misses do not allocate the line into
L2 cache. Store hits are sent externally in addition to updating
L2.
Cacheable, Noncacheable, No Load misses are filled into L1. Store misses are sent to L2. L2
write-back, no nonbufferable does not allocate the line into L2 cache on an L2 miss but is
write-allocate sent externally.
Cacheable, Noncacheable, No This is not supported. L1 is always in the no write-allocate
write-back, nonbufferable mode.
write-allocate
Cacheable, Cacheable, No Load misses are allocated into L1. Store misses bypass integer
write-back, write-back, store buffer and are sent to L2. Store hits update the cache. L2
write-allocate write-allocate allocates the line into L2 cache for store misses.
Cacheable, Noncacheable, No Load misses are filled into L1. Store hits and store misses are
write-through, no nonbufferable sent to L2. L2 does not allocate the line into L2 cache on an L2
write-allocate miss because it is sent externally.
Cacheable, Cacheable, No Load misses are allocated into L1. Store misses bypass integer

write-back, no
write-allocate

write-back, no
write-allocate

store buffer and are sent to L2. Store hits update the cache. L2
does not allocate the line into L2 cache on store misses.
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Table 7-1 Memory types affecting L1 and L2 cache flows (continued)

. . . Buffers I
a

L1 inner policy L2 outer policy flushed Description
Cacheable, Cacheable, No Load misses are allocated into L1. Store misses bypass integer
write-back, no write-back, store buffer and are sent to L2. Store hits update the cache. L2
write-allocate write-allocate allocates the line into L2 cache for store misses.
Cacheable, Cacheable, No Load misses are allocated into L1. L2 makes store hits
write-back, no write-through, no write-through at L2 cache and does not allocate the line into
write-allocate write-allocate L2 for store misses.
Cacheable, Cacheable, No Loads are allocated into L1. Store hits are made write-through
write-through, no write-back, no at L1. Store hits update the cache and are sent to L2. L2 does
write-allocate write-allocate not allocate store misses but they are sent externally.
Cacheable, Cacheable, No Loads are allocated into L1. Store hits are made write-through
write-through, no write-back, at L1. Store hits update the cache and are sent to L2. Store
write-allocate write-allocate misses are allocated into L2.
Cacheable, Cacheable, No Loads are allocated into L1. Store hits are made write-through
write-through, no write-through, no at L1. Store hits update the cache and are sent to L2. Store
write-allocate write-allocate misses are not allocated into L2.
Noncacheable, Noncacheable, No Loads are replayed and access is sent externally. Stores bypass
bufferable bufferable integer store buffer and are placed into L2 write buffer. Stores

are sent externally.

a. You can configure the L2 cache to use the inner policy attributes.
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Cache debug

See Chapter 12 Debug for information on cache debug.

Level 1 Memory System
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7.5 Data cache features

This section describes the unique features of the data cache. It contains the following:
. Data cache preload instruction
. Data cache behavior with C-bit disabled.

7.5.1 Data cache preload instruction

ARMV7-A specifies the PLD instruction as a preload hint instruction. The processor uses
the PLD instruction to preload cache lines to the L2 cache. If the PLD instruction results
in a L1 cache hit, L2 cache hit, or TLB miss no more action is taken. If a cache miss and
TLB hit result, the line is retrieved from external memory and is loaded into the L2
memory cache.

7.5.2 Data cache behavior with C-bit disabled

The C bit in CP15 Control Register c1 enables or disables the L1 data cache. See c/,
Control Register on page 3-58 for more information on caching data when enabling the
data cache. If the C bit is disabled, then memory requests do not access any of the data
cache arrays.

An exception to this rule is the CP15 data cache operations. If the data cache is disabled,
all data cache maintenance operations can still execute normally.
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7.6 Instruction cache features

This section describes the unique features of the instruction cache. It contains the

following:

. Instruction cache preload instruction

. Instruction cache speculative memory accesses
. Instruction cache disabled behavior.

7.6.1 Instruction cache preload instruction

ARMV7-A specifies the PLI instruction as a preload hint instruction. Because the
processor implements a blocking L1 cache and to avoid the penalty associated with a
cache miss, the processor handles the PLI instruction as a NOP.

7.6.2 Instruction cache speculative memory accesses

An instruction can remain in the pipeline between being fetched and being executed.
Because there can be several unresolved branches in the pipeline, instruction fetches are
speculative, meaning there is no guarantee that they are executed. A branch or
exceptional instruction in the code stream can cause a pipeline flush, discarding the
currently fetched instructions.

Fetches or instruction table walks that begin without an empty pipeline are marked
speculative. If the pipeline contains any instruction up to the point of branch and
exception resolution, then the pipeline is considered not empty. If a fetch is marked
speculative and misses the L1 instruction cache and the L2 cache, it is not forwarded to
the external interface. Fetching is suspended until all outstanding instructions are
resolved or the pipeline is flushed.

This behavior is controlled by the ASA bit in the CP15 Auxiliary Control Register c1.
See cl, Auxiliary Control Register on page 3-61 for information on the ASA bit. By
default, this bit is 0, indicating that speculative fetches or instruction table walks are not
forwarded to the external interface. If this bit is set to 1, then neither fetches nor
instruction table walks are marked speculative, and are forwarded to the external
interface.

Given the aggressive prefetching behavior, you must not place read-sensitive devices in
the same page as code. Pages containing read-sensitive devices must be marked with the
TLB XN (execute never) attribute bit.

7.6.3 Instruction cache disabled behavior

The I bit in CP15 Control Register cl enables or disables the L1 instruction cache. If
the I bit is disabled, then fetches do not access any of the instruction cache arrays.
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An exception to this rule is the CP15 instruction cache operations. If the instruction
cache is disabled, the instruction cache maintenance operations can still execute
normally.
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7.7 Hardware support for virtual aliasing conditions
Previously, restrictions were placed on software to ensure that no virtual aliasing
conditions arise. This restriction, referred to as page coloring, is no longer required.
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7.8 Parity detection

The L1 memory system instruction and data caches support parity detection on data
arrays. There is one parity bit for each data byte. For data cache, because the dirty bit is
also held in the data array, there is a corresponding parity bit to cover the dirty bit. Parity
errors reported by instruction cache accesses result in precise prefetch aborts. Parity
errors reported by data cache accesses result in imprecise data aborts.

Parity errors reported by instruction cache accesses are reported on a fetch-granularity
basis, that is, if any byte within a fetch region contains a parity error, the parity error is
reported on the first instruction in the fetch, although this instruction might not contain
the parity error.

The Auxiliary Control Register bit [3], L1PE, controls parity errors reported by the L1
caches. Parity errors are enabled if the L1PE bit is set to 1.

If a cache access result is a parity error in the L1 data cache, then the L1 data cache and
the L2 cache are unpredictable. No recovery is possible. The abort handler must:

. disable the caches
. communicate the fail directly with the external system
. request a reboot.
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Chapter 8
Level 2 Memory System

This chapter describes the L2 memory system. It contains the following sections:
. About the L2 memory system on page 8-2

. Cache organization on page 8-3

. Enabling and disabling the L2 cache controller on page 8-5

. L2 PLE on page 8-6

. Synchronization primitives on page 8-11

. Locked access on page 8-13

. Parity and error correction code on page §-14.
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8.1 About the L2 memory system

The processor contains an on-chip L2 memory system that consists of the following
components:

. L2 PreLoad Engine (PLE)
. AXTI interface
. configurable L2 RAM.

The L2 memory system is tightly coupled to the L1 data cache and L1 instruction cache.
The L2 memory system does not support hardware cache coherency, therefore software
intervention is required to maintain coherency in the system.

The key features of the L2 memory system include:

. configurable cache size of 0KB, 128KB, 256KB, 512KB, and 1MB
. fixed line length of 64 bytes

. physically indexed and tagged

. 8-way set associative cache structure

. support for lockdown format C

. configurable 64-bit or 128-bit wide AXI system bus interface with support for
multiple outstanding requests

. random replacement policy

. optional ECC or parity protection on the data RAM
. optional parity protection on the tag RAM

. MBIST

. support for hardware reset of the L2 unified cache valid RAM, see Hardware
RAM array reset on page 10-8.
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8.2 Cache organization

The L2 cache is 8-way set associative of configurable size. The cache is physically
addressed. The cache sizes are configurable with sizes in the range of 0OKB, 128KB,
256KB, 512KB, and 1MB.

You can reduce the effective cache size using lockdown format C. This feature enables
you to lock cache ways to prevent allocation to locked entries.

You can configure the L2 memory pipeline to insert wait states to take into account the
latencies of the compiled memories for the implemented RAMs.

To enable streaming of NEON read accesses from the L1 data cache, the L2 memory
system supports up to twelve NEON read accesses. The write buffer handles integer
writes, NEON writes, and eviction accesses from the L1 data cache. This enables
streaming of write requests from the L1 data cache.

The L2 cache incorporates a dirty bit per quadword to reduce AXI traffic. This
eliminates unnecessary transfer of clean data on the AXI interface.
8.2.1 L2 cache bank structure

The L2 cache is partitioned into multiple banks to enable parallel operations. There are
two levels of banking:

. the tag array is partitioned into multiple banks to enable up to two requests to
access different tag banks of the L2 cache simultaneously

. each tag bank is partitioned into multiple data banks to enable streaming accesses
to the data banks.

Figure 8-1 on page 8-4 shows the logical representation of the L2 cache bank structure.
The diagram shows a configuration with all possible tag and data bank combinations.
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Data bank
selected by
PA[5:4]

8.2.2 L2 cache transfer policy

Tag bank selected by PA[6]

( )
b0 b1
b11 || Databank 3 || || Data bank 3 |
b10 || Databank 2 || || Data bank 2 |
b01 || Databank 1 || || Data bank 1 |
b00 || Data bank 0 || || Data bank O |
Tag bank 0 Tag bank 1
| 128KB-1MB2tag 4data |

Figure 8-1 L2 cache bank structure

Table 8-1 describes instruction and data transfers to and from the L2 cache.

Table 8-1 L2 cache transfer policy

Request type L2 hit L2 miss

Instruction miss (read) L2 —>L1 AXI—> LI
AXI—>12

Data miss (read) L2 —>L1 AXI—>L1
AXTI—>12

NEON (read) L2 —> NEON AXI —> NEON
AXI—>12

Data or NEON (write) Write data —> L2 Initiates write allocate fill

Read, modify, and write to
recalculate error correction
code if necessary

AXI (merged with write data) —> L2

TLB table walk (instruction or data) L2 —> TLB AXI—>TLB
AXT—>12
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8.3 Enabling and disabling the L2 cache controller

The L2 cache is enabled when both the C bit of the CP15 Control Register c1 and the
L2EN bit of the CP15 Auxiliary Control Register, c1, are both active. If either of these
bits is disabled, then the L2 cache is disabled.

To enable the L2 cache following a reset or to change the settings of the L2 Cache
Auxiliary Control Register, you must use the following sequence:

1. Complete the processor reset sequence or disable the L2 cache.

2. Program the L2 Cache Auxiliary Control Register. See c9, L2 Cache Auxiliary
Control Register on page 3-124 for details.
——— Note

If you have configured the processor to support parity or ECC memory, you must
enable those features before you can program the C bit.

3. Program the Auxiliary Control Register to set the L2ZEN bit to 1. See c/, Auxiliary
Control Register on page 3-61 for details.

4. Program the C bit in the CP15 Control Register cl. See cI, Control Register on
page 3-58 for details.

To disable the L2 cache, but leave the L1 data cache enabled, use the following
sequence:

1. Disable the C bit.

2. Clean and invalidate the L1 and L2 caches.

3. Disable the L2 cache by clearing the L2EN bit to 0.
4. Enable the C bit.

Note

To keep memory coherent when using cache maintenance operations, you must follow
the L2 cache disabling sequence. Cache maintenance operations have an effect on the
L1 and L2 caches when they are disabled. A cache maintenance operation can evict a
cache line from the L1 data cache. If the L2EN bit is set to 1, the evicted cache line can
be allocated to the L2 cache. If the L2EN bit is not set to 1, then evictions from the L1
data cache are sent directly to external memory using the AXI interface.
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8.4 L2 PLE

The L2 cache controller supports transactions from a programmable preloading engine.
This PLE is not the same Dynamic Memory Allocation (DMA) engine used in previous
ARM family of processors but has a similar programming interface.

The L2 PLE has two channels to permit two blocks of data movement to or from the L2
cache RAM.

The L2 PLE shares the translation table base TTBRO, TTBR1 and control, TTBCR,
registers with the main translation table walk hardware.

The L2 PLE also supports the ability to lock data to a specific L2 cache way. If software
requires the data to always remain resident in the L2 cache way, software can lock the
specific cache way per channel when the PLE transfers data to or from the L2 cache
RAM. Locking of a specified way only guarantees that the PLE is within the L2 cache
RAM after completion. If the way is not locked, it is possible that the software might
have evicted or replaced data with the way that the PLE is transferring data. To lock a
cache way, you must program the L2 Cache Lockdown Register c9. See c9, L2 Cache
Lockdown Register on page 3-121 for more information.

The programming of other registers within the PLE is possible only within the secure
privileged state with specific extensions as described in this section. You can reprogram
this capability using the Nonsecure Access Control Register and setting the PLE bit [18]
to 1. If you program any register in nonsecure privileged state when the PLE bit [18] is
0, an Undefined Instruction exception occurs. Additionally, you can use the software to
program the L2 Preload Engine Control Register UM bit [26] to 1 to enable more
accessibility to the PLE registers.

8.4.1 Configuring the preload engine

To start the PLE, the software must program the following registers:
. L2 PLE User Accessibility

. L2 PLE Channel Number

. L2 PLE Control

. L2 PLE Internal Start Address

. L2 PLE Internal End Address

. L2 PLE Context ID.

After the software has programmed the registers, it enables the PLE by programming
the L2 PLE Enable Register with a start command. The start command triggers data
to be transferred to or from the L2 cache RAM as defined by DT bit [30] of the L2 PLE
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Control Register. The internal start address defines the block of data transfer beginning
at the 64-byte aligned address and ending when the number of cache lines is transferred
to or from the L2 cache as defined by the internal end address.

— Note
The number of lines is limited to the size of the L2 cache RAM way.

If the direction bit indicates that data is being transferred into the L2 RAM, then the L2
RAM cache way is loaded. However, if the software programmed the direction bit to
indicate the transferring of data from the L2 RAM, then each address performs an L2
RAM lookup. Any cache line found to be dirty is evicted from the L2 cache RAM.

Note

It is entirely possible that the L1 data cache contains the same line that is transferred by
the PLE engine to the external memory. Therefore it is possible for the line to become
valid in the L2 cache as a result of an L1 eviction.

During data transfers into the L2 cache RAM, any L2 cache RAM data present in a
different L2 cache RAM way, other than the way specified by the L2 PLE Control
Register bits [2:0], remain in the different way. The preload engine continues with the
next cache line to be loaded and the line is not relocated to the specified way.

During transfers to or from the L2 cache RAM, if the PLE crosses a page boundary, a
hardware translation table walk is performed to obtain a new physical address for that
new page. All standard fault checks are also performed. If a fault occurs, the PLE
signals an interrupt on error. The PLE updates the L2 PLE Channel Status Register to
capture the fault status. The address where the fault occurred is captured in the L2 PLE
Internal Start Address Register.

When a PLE channel completes the transfer of the data block to or from the L2 cache
RAM, it signals an interrupt. This interrupt can be either secure, nDMASIRQ, or
nonsecure, nDMAIRQ, if IC bit [29] in the L2 PLE Control Register is enabled. In
addition, there might be an interrupt-on-error, nDMAEXTERRIRQ, indicated if the
PLE aborts for any reason and if the interrupt-on-error bit is enabled.

If you program the PLE to load data into the L2 cache RAM, the PLE transfers data to
the L2 cache RAM if the memory region type is cacheable. To determine the memory
region type, the PLE performs a hardware translation table walk at the start of the
sequence and for any 4KB page boundary. The PLE channel does not save any state for
the table walk. The translation procedure is for exception checking purposes and for
determination of the memory attributes of the page. Any unexpected L2 cache RAM
hits found when using the PLE are ignored for any type of data transfer.

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved. 8-7
Non-Confidential



Level 2 Memory System

Note

Both channels can run concurrently and be programmed to transfer data from external
memory to the same L2 cache RAM way. At the completion of both PLE transactions,
the data from either channel O or 1might be present in the L2 cache.

8.4.2 Preload engine commands and status interaction

When the preloading engine channel has been configured, the channel begins to transfer
data after it executes the start command. If at any time during the transfer, a preloading
engine channel command of stop or clear is executed, the following rules apply for that
command:

START Channel status transitions from idle to running. It has no effect on a
channel status of running. The start and end address registers are updated
as preloading engine transfers complete.

STOP Channel status transitions from running to idle. The start and end address
reflect the next transfer to occur. When the channel is stopped, the
address plus stride of the last transfer is stored in the PLE Internal Start
Address Register. In addition, the remaining number of cache lines to be
transferred is stored in the PLE Internal End Address Register. Therefore,
by executing a start command, the preloading engine continues from the
point when it was stopped.

CLEAR Channel status transitions from error or complete to idle and the interrupt
or error flag is cleared to 0. It has no effect on a channel status of running.
The start and end address registers are unchanged.

Note

While the PLE channel is running, the contents of the PLE Internal Start and End
Address registers are Unpredictable for that channel.

8.4.3 Interaction of the preload engine with WFI

If one or more channels of the preload engine are active when the processor executes a
WFI instruction, the preload engine controller suspends the PLE channels to enable the
processor to enter WFI. When the processor wakes up from WFI, the PLE controller
restarts all suspended PLE channels.

If it is important for the PLE channels to complete the data transfer, software must poll
each PLE Channel Status Register for a status of completion or error. When each
channel has completed, software can then execute the WFI instruction.
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8.4.4 Memory region interaction with the preload engine

If you programmed the preload engine to load data into the L2 cache RAM, the preload
engine transfers data to the L2 cache RAM if the memory region type is cacheable.
Table 8-2 shows the memory region types that the L2 memory system considers
cacheable or noncacheable.

Table 8-2 Cacheable and noncacheable memory region types

Memory region type Cacheable
Strongly ordered No
Shared device No
Nonshared device No
Write-through, nonshared Yes
Write-through, shared No
Write-back, no write-allocate, nonshared  Yes
Write-back, no write-allocate, shared No
Write-back, write-allocate, nonshared yes
Write-back, write-allocate, shared No
Noncached No

When the preload engine encounters a noncached memory region, including at the start
of the transfer, the preload engine stops the transfer and marks the transfer as complete.

8.4.5 Processor configuration and the impact on the preload engine

During a preloading engine transfer, if the processor configuration of the memory
system that affects the preloading engine is altered, the behavior of the preloading
engine is Unpredictable. Some processor configurations that cause Unpredictable
behavior are of the following:

altering the MMU enable

modifying the memory region remap registers
changing the Context ID

disabling the L2 cache controller.

ARM DDI 0344J

Unrestricted Access

Copyright © 2006-2009 ARM Limited. All rights reserved.
Non-Confidential



Level 2 Memory System

Note

You must enable the MMU for the PLE to operate. If you disabled the MMU during
preloading engine configurations, the PLE treats all memory as noncacheable
regardless of the state of the Memory Region Remap Registers.

8.4.6 Effects of cache maintenance operations during preloading engine transfers

When a CP15 operation is performed during a preloading engine transfer, the preload
engine pauses the transfer of data and waits for all outstanding AXI transactions to
complete. Following completion of the CP15 operation, the preload engine restarts.
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8.5 Synchronization primitives

On previous versions of the ARM architectures, support for shared memory
synchronization was with the read-locked-write operations that swap register contents
with memory, the SWP and SWPB instructions. These support basic busy and free
semaphore mechanisms. See the ARM Architecture Reference Manual for details of the
swap instructions.

ARMV7-A describes support for more comprehensive shared-memory synchronization
primitives that scale for multiple-processor system designs. Two sets of instructions are
introduced to support multiple-processor and shared-memory inter-process
communication:

. load-exclusive, LDR{B,H,D}EX
. store-exclusive, STR{B,H,D}EX.

The exclusive-access instructions rely on the ability to tag a physical address as
exclusive-access for a particular processor. This tag is later used to determine if an
exclusive store to an address occurs.

For nonshared memory regions, the LDR{B,H,D}EX and STR{B,H,D}EX instructions are
presented to the ports as normal LDR or STR. If a processor does an STR on a memory
region that it has already marked as exclusive, this does not clear the tag. However, if
the region has been marked by another processor, an STR clears the tag.

Other events might cause the tag to be cleared. In particular, for memory regions that
are not shared, it is Unpredictable whether a store by another processor to a tagged
physical address causes the tag to be cleared.

An external abort on either a load-exclusive or store-exclusive puts the processor into
Abort mode.

—— Note

An external abort on a load-exclusive can leave the processor internal monitor in its
exclusive state and might affect your software. If it does, you must execute a
store-exclusive to an unused location in your abort handler or use the CLREX instruction
to clear the processor internal monitor to an open state.

8.5.1 Load-exclusive instruction

Load-exclusive performs a load from memory and causes the physical address of the
access to be tagged as exclusive-access for the requesting processor. This causes any
other physical address that has been tagged by the requesting processor to no longer be
tagged as exclusive-access.
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8.5.2 Store-exclusive instruction

Store-exclusive performs a conditional store to memory. The store only takes place if
the physical address is tagged as exclusive-access for the requesting processor. This
operation returns a status value on BRESP, indicating whether the write was successful.
If BRESP is EXOKAY, then the destination register is written with a value of 0.
Otherwise, it is written with a value of 1. The exclusive monitor is cleared after
completion.

A store-exclusive that fails because of the local monitor does not cause a translation
table walk, MMU fault, or watchpoint.

8.5.3 Example of LDREX and STREX usage

The following is an example of typical usage. Suppose you are trying to claim a lock:

Lock address : LockAddr
Lock free : 0x00
Lock taken : OxFF
MOV R1, #OxFF ; load the ‘lock taken’ value
try LDREX RO, [LockAddr] ; Toad the Tock value

CMP RO, #0 is the lock free?
STREXEQ R1, RO, [LockAddr]; try and claim the Tock
CMPEQ RO, #0 ; did this succeed?

BNE try ; ho - try again. . .

; yes - we have the Tock
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8.6 Locked access

The AXI protocol specifies that, when a locked transaction occurs, the master must
follow the locked transaction with an unlocked transaction to remove the lock of the
interconnect. The locked sequence is not complete until the end of the locking
transaction. The SWP{B,H} instructions include separate read and write transactions on
the AXI. The read transaction is marked as a locked transaction while the write
transaction is not marked as a locked transaction. Therefore, the write transaction serves
as the unlocking transaction and the AXI interconnect is unlocked when the write
response is generated.

The SWP{B,H} instructions can access cacheable or noncacheable memory. If it is to
cacheable memory, the bus transaction is not marked as a locked transaction. If it is to
noncacheable memory, both the read and write transactions are treated as strongly
ordered memory type, and the bus transaction is marked as a locked transaction.

If an abort occurs, the swapping of data between the register and memory is
unsuccessful. To clear the lock, the processor issues a write transaction on the AXI
interface without any byte strobes active.

—— Note

All transactions related to the swap instructions are issued with the lock indicator on its
respective port, ARLOCK or AWLOCK.
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8.7 Parity and error correction code

The L2 memory supports parity detection on the tag arrays. The data arrays can support
parity or Error Correction Code (ECC). If ECC support is implemented, two extra
cycles are added to the L2 pipeline to perform the checking and correction functionality.
In addition, ECC introduces extra cycles to support read-modified-write conditions
when a subset of the data covered by the ECC logic is updated. The ECC supports
single-bit correction and double-bit detection.

The L2 Cache Auxiliary Control Register bits [28] and [21] control the parity and ECC
support.

If a cache access result is a parity error or double bit ECC error in the L2 Cache, then
both the L1 data cache and the L2 cache are unpredictable. No recovery is possible. The
abort handler must:

. disable the caches
. communicate the fail directly with the external system
. request a reboot.
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Chapter 9

External Memory Interface

This chapter describes the features of the AXI interconnect used by the processor. It
contains the following sections:

. About the external memory interface on page 9-2
. AXI control signals in the processor on page 9-4
. AXI instruction transactions on page 9-7
. AXI data read/write transactions on page 9-8.
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9.1 About the external memory interface

The external memory interface enables the processor to interface with third level
caches, peripherals, and external memory. You can configure the processor to connect
to either a 64-bit or 128-bit AXI interconnect that provides flexibility to system designs.
The external memory interface supports the following interfaces:

. read address channel

. read data/response channel
. write address channel

. write data channel

. write response channel.

All internal requests that require access to an external interface must use the appropriate
external interface. You can generate requests with the following:

. instruction fetch unit

. load/store unit

. table walk

. preload engine

. internal L2 cache controller.

By using the features of the AXI interconnect that enable split address and data
transactions, in addition to multiple outstanding requests, the processor can reduce the
external pin interface without reducing performance. The processor has a single AXI
master interface. It does not contain an AXI slave interface.

9.1.1 External interface servicing instruction fetch transactions

The L2 memory system handles all instruction-side cache misses, including those for
noncacheable memory. All instruction fetch requests are read-only and are routed to the
external read address and data channels. For cacheable memory accesses, a wrapping
burst transaction is generated to fetch an entire cache line from external memory. A
nonwrapping burst transaction is generated by the L2 memory system for noncacheable,
strongly ordered, or device memory instruction fetch accesses. See Table 9-5 on

page 9-7 for information on AXI instruction transactions.

9.1.2 External interface servicing data transactions

The L2 memory system handles all data-side cache misses, including those for
noncacheable memory, and those generated by the preload engine. Read data accesses
are routed to the read address and data channels, whereas write data accesses are routed
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to the write address and data channels. Swap and semaphore instruction support is also
built into the L2 memory system and external interface that are unique to data-side
accesses.

Cacheable accesses generate a wrapping burst transaction on the external interface.
Strongly ordered, device, and noncacheable accesses typically result in single
transaction requests to external interface. See Table 9-7 on page 9-10 for information on
data transactions.
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9.2 AXI control signals in the processor

For additional information about AXI control signals, see the AMBA AXI Protocol

Specification.

9.2.1 AXI identifiers

The AXI interconnect uses identifiers with each transaction that enables requests to be
serviced out-of-order under certain circumstances. The processor supports multiple

outstanding transactions and assigns unique IDs to each specific transaction. There are
two sets of identifiers, one for the read address channel, ARRID[3:0], and one for the
write address channel, AWRID[3:0]. Table 9-1 shows the AXI ID assignment for read

address channel.

Table 9-1 Read address channel AXI ID

Read address channel request type

ID tag value

Instruction fetch

L2 cacheable b1000-b1011
L1 cacheable (L2 non-cacheable) bl111
Noncacheable or Strongly Ordered  b0100
Shared or nonshared device b0101

Integer data and CP14 loads

L2 cacheable b1000-b1011
L1 cacheable (L2 non-cacheable) bl110
Noncacheable or Strongly Ordered  b0000
Shared device b0001
Nonshared device b0011

NEON and VFP loads L2 cacheable b1000-b1011
Noncacheable or Strongly Ordered ~ b0000
Shared device b0001
Nonshared device b0011

Table Walks L2 cacheable b1000-b1011
Noncacheable b0110

PLD and PLE L2 cacheable b1000-b1011
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Table 9-2 shows the AXI ID assignment for write address channel.

Table 9-2 Write address channel AXI ID

Write address channel request type ID tag value
Evictions from L2 cache Each ID corresponds to one eviction in the L2 cache  b1000 - b1011
Integer data and CP14 writes Noncacheable/cacheable b0000
Write-through/strongly ordered
Cacheable non-burst writes b0010
Shared device b0001
Nonshared device b0011
NEON and VFP writes Noncacheable/cacheable b0000

Write-through/strongly ordered

Cacheable non-burst writes b0010
Shared device b0001
Nonshared device b0011
PLE L2 cacheable b1000-b1011
CP15 (cache maintenance) L2 cacheable b1000-b1011

The processor supports multiple read and write channel transactions as Table 9-3
shows.

Table 9-3 AXI master interface attributes

Attribute Outstanding transactions

Write Issuing Capability 12

Read Issuing Capability 18

Combined Issuing Capability 262

a. The combined issuing capability is limited to a total of four
outstanding linefills or evictions. Therefore the sum of the
read and write issuing capability does not equal the
combined issuing capability.
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9.2.2 Read/write data bus width configuration pin

The primary input pin A64n128 of the processor determines the width of the AXI
interface read/write data buses. You must ensure that this pin is driven appropriately for
your system configuration.

Table 9-4 shows the supported values for A64n128.

Table 9-4 A64n128 encoding

Value Description

0 128-bit interface
1 64-bit interface
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This section describes the AXI master interface behavior for instruction side
transactions to either Cacheable or Noncacheable regions of memory.

See the AMBA AXI Protocol Specification for details of the other AXI signals.

9.3.1 AXI instruction address transactions

Table 9-5 shows the values of ARADDR[31:0], ARLEN[3:0], ARSIZE[2:0],
ARBURST][1:0], and ARLOCK]1:0] for instruction transactions.

Table 9-5 AXI address channel for instruction transactions

Transfer Bus width ARADDR ARLEN ARSIZE ARBURST[ ARLOCK
[31:0]2 [3:0] [2:0] 1:0] [1:0]
MMU translation table 64 [31:6]bbbb00 O 32-bit Incr Normal
translation table walkb
128 [31:6]bbbb00 O 32-bit Incr Normal
Noncacheable 64 [31:6]bbb000  0-7 64-bit Incr Normal
128 [31:6]bb0000  0-3 128-bit Incr Normal
Cacheable linefill 64 [31:6]bbb000 7 64-bit Wrap Normal
128 [31:6]bb0000 3 128-bit Wrap Normal

a. ARADDR[31:0] is a 32-bit signal with bits [5:3] set to any value and bits [2:0] set to 0, unless otherwise indicated.
This determines the ARLEN][3:0] value depending on the transfer type and bus width. For example, a noncacheable
instruction fetch with ARADDR[5:0] = b101000 for a 64-bit bus width, results in an ARLEN[3:0] = b0010. In this

example, doublewords 5, 6, and 7 of the cache line are transferred.

b. This is for noncacheable or strongly ordered table walk only. For cacheable table walk, the bus transaction is a

cacheable linefill.
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9.4 AXI data read/write transactions
This section describes the AXI master interface behavior for data read/write
transactions.
9.4.1 Linefills
An AXI wrapping burst transaction transfers a cache line from external memory to the
internal caches. The critical doubleword or quadword, depending on the 64-bit or
128-bit bus configuration, is requested first. In the event of an external abort, the cache
line is not written into the caches and the line is never marked as valid.
9.4.2 Evictions
To reduce the number of burst transfers on the AXI interface, a subset of the cache line
is written only if it is partially dirty. The burst size depends on the bus configuration and
which quadwords of the cache line contain dirty data.
The CortexA8 processor contains four dirty bits per 64 byte cache line, representing
four 128-bit packets of data, or four quadwords of data. The encoding of the dirty bits
defines the number, or length, of transfers on the AWLEN[3:0] signals. Table 9-6 shows
the different possible evictions that can take place for all combinations of dirty bits.
Table 9-6 Number of transfers on AXI write channel for an eviction
Quadword 128-bit AXI 64-bit AXI
Dirty Bit[3:0] AWLEN[3:0] AWLEN[3:0]
b0000 No eviction No eviction
b0001 b0000 b0001
b0010 b0000 b0001
b0011 b0001 b0011
b0100 b0000 b0001
b0101 b0010 b0101
b0110 b0001 b0011
bO111 b0010 b0101
b1000 b0000 b0001
b1001 b0011 bO111
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Table 9-6 Number of transfers on AXI write channel for an eviction (continued)

Quadword 128-bit AXI 64-bit AXI
Dirty Bit[3:0] AWLEN[3:0]  AWLEN[3:0]
b1010 0010 0101

b1011 b0011 b0111

b1100 0001 b0011

b1101 b0011 b0111

b1110 b0010 b0101

bll11 b0011 bO111

9.4.3 NEON accesses to strongly ordered and device memory

NEON vector type transfers are based on an element size and can require multiple AXI
transfers. Each transfer consists of incrementing burst transactions of up to 128-bit bus
width boundary. For example, if the Advanced SIMD instruction VLD1.16 {D@}, [rl]is
executed to address offset 0xE, then the following two burst transactions are generated
on the AXI interface. The first transaction consists of the following:

. ARBURSTI[1:0] = 0x1
. ARLEN][3:0] = 0x0 for single data transfer
. ARSIZE[2:0] = 0x1.

The second transaction consists of the following:
. ARBURSTI[1:0] = ox1

. ARLEN][3:0] = 0x2 for three data transfers
. ARSIZE[2:0] = 0x1.

9.4.4 AXI data address transactions

Table 9-7 on page 9-10 shows the values of AXADDR[31:0], AXLEN[3:0],
AXxSIZE[2:0], AxBURSTI[1: